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From the Chair 
The AsiaðPacific region continues to face a rapidly evolving and increasingly complex cyber threat environment. Our 

economies, governments and communities are more interconnected than ever, making collaboration not just valuable, 

but essential. APCERTõs strength has always been its ability to unite diverse teams, share expertise openly, and respond 

collectively to challenges that no single economy can address alone. 

 

It is a privilege for the Australian Cyber Security Centre (ACSC) to serve as Chair of the Steering Committee. We take on 

this responsibility with great appreciation for the steady, inclusive, and highly effective leadership of KrCERT/CC over the 

past two years. Their commitment to trust based engagement, revitalising in person cooperation, and broadening 

participation across APCERT has positioned our community for continued success in the years ahead. 

 

In todayõs highly interconnected digital environment, we all face cyber threats from ransomware, credential theft and 

supply chain attacks that are growing in scale and complexity. Emerging technologies such as artificial intelligence and 

quantum computing present both opportunities and new risks. Meeting these challenges requires a collective effort 

grounded in transparency, technical excellence and mutual support. 

 

As we look to the year ahead, APCERT will continue to focus on strengthening regional resilience through practical 

cooperation, expanding sustainable membership, and deepening engagement with strategic, liaison, and corporate 

partners. APCERTõs working groups, annual drill, training programs, and information sharing initiatives remain central to 

this effort. These community driven activities help uplift capability across the region, promote best practice, and create 

the trusted relationships that are essential in times of crisis. Enhancing active participation across all teams will be a key 

priority. 

 

As Chair, ACSC is committed to continuing APCERTõs tradition of open collaboration, and constructive engagement. We 

will support initiatives that deepen technical cooperation, elevate member contributions, and further strengthen the 

mechanisms that allow us to share information quickly and securely across borders. 

 

Our collective success relies on the dedication of our member teams and partners, whose commitment, expertise and 

generosity underpin APCERTõs work. Together, we will continue to build a safer, more resilient and more reliable 

cyberspace for the AsiaðPacific region. 

 

Michael Boyd 

Chair, APCERT Steering Committee 

Australian Cyber Security Centre (ACSC) 
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About APCERT 

Objectives and Scope of Activities 

The Asia Pacific Computer Emergency Response Team (APCERT) is a coalition of Computer Emergency Response 

Teams (CERTs) and Computer Security Incident Response Teams (CSIRTs) within the Asia Pacific. The organization was 

established in February 2003 with the objective of encouraging and supporting the activities of CERTs/CSIRTs within the 

region. 

 

The APCERT maintains a trusted network of cyber security experts in the Asia Pacific region to improve the regionõs 

awareness of malicious cyber activities and the collective abilities to detect, prevent and mitigate such activities through: 

 

i. Enhancing the Asia Pacificõs regional and international cooperation on cyber security; 

ii. Jointly developing measures to deal with large-scale or regional network security incidents; 

iii. Facilitating information sharing and technology exchange on cyber security among its members; 

iv. Promoting collaborative research and development on subjects of interest to its members; 

v. Assisting other CERTs and CSIRTs in the region to conduct efficient and effective computer emergency response; 

and 

vi. Providing inputs and/or recommendations to help address legal issues related to cyber security and incident 

response across regional boundaries. 

 

The APCERT approved its vision statement in March 2011 ð òAPCERT will work to help create a safe, clean, and reliable 

cyber space in the Asia Pacific Region through global collaboration.ó Cooperating with our partner organizations, we 

continue to work towards its actualization. 

 

The formation of CERTs/CSIRTs at the organizational, national, and regional levels is essential for effective and efficient 

response against malicious cyber activities, widespread security vulnerabilities and incident coordination throughout the 

region. One important role of CERTs/CSIRTs is building cyber security capabilities and capacities in the region, including 

through education and training, to raise awareness and encourage best practices in cyber security. APCERT coordinates 

activities with other regional and global organisations. 

 

The geographical boundary of the APCERT activities is the same as that of the APNIC. This covers the entire Asia Pacific, 

comprising 56 economies. The list of those economies is available at: 

https://www.apnic.net/about-apnic/organization/apnic-region/  

https://www.apnic.net/about-apnic/organization/apnic-region/
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APCERT Members 

The APCERT was formed in 2003 with 15 teams from 12 economies across the Asia Pacific region, and the membership 

has continued to increase since then. For further information on the APCERT membership structure and criteria, please 

refer to the APCERT Operational Framework: 

https://www.apcert.org/documents/pdf/APCERT_Operational_Framework_18Oct2022.pdf 

As of December 2025, APCERT consists of 34 Operational Members from 24 economies across the Asia Pacific region, 5 

Liaison Partners, 4 Strategic Partners, and 6 Corporate Partners. 

Operational Members 

Team Official  Team Name  Economy  

ACSC Australian Cyber Security Centre Australia 

AusCERT Australian Computer Emergency Response Team Australia 

bdCERT Bangladesh Computer Emergency Response Team Bangladesh 

BGD e-GOV CIRT Bangladesh e-Government Computer Incident Response Team Bangladesh 

BruCERT Brunei Computer Emergency Response Team Brunei Darussalam 

BtCIRT Bhutan Computer Incident Response Team Bhutan 

CCERT CERNET Computer Emergency Response Team Peopleõs Republic of 

China 

CERT-In Indian Computer Emergency Response Team India 

CERT-PH Philippines National Computer Emergency Response Team Philippines 

CERT Tonga  Tonga Computer Emergency Response Team Tonga 

CERT VU Computer Emergency Response Team Vanuatu Vanuatu 

CNCERT/CC National Computer network Emergency Response technical Team /  

Coordination Center of China 

Peopleõs Republic of 

China 

CyberSecurity  

Malaysia  

CyberSecurity Malaysia Malaysia 

ETDA Electronic Transactions Development Agency Thailand 

GovCERT.HK Government Computer Emergency Response Team Hong Kong Hong Kong, China 

HKCERT Hong Kong Computer Emergency Response Team Coordination 

Centre 

Hong Kong, China 

ID-CERT Indonesia Computer Emergency Response Team Indonesia 

https://www.apcert.org/documents/pdf/APCERT_Operational_Framework_18Oct2022.pdf
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ID-SIRTII/CC Indonesia Security Incident Response Team of Internet 

Infrastructure/Coordination  Center 

Indonesia 

JPCERT/CC Japan Computer Emergency Response Team /  Coordination Center Japan 

KN-CERT Korea National Computer Emergency Response Team Republic of Korea 

KrCERT/CC Korea Internet Security Center, Korea Internet & Security Agency Republic of Korea 

LaoCERT Lao Computer Emergency Response Team Lao Peopleõs 

Democratic Republic 

mmCERT/CC Myanmar Cyber Emergency Response Team Myanmar 

MNCERT/CC Mongolia  Cyber Emergency Response Team /  Coordination Center Mongolia  

MOCERT Macau Computer Emergency Response Team Coordination Centre Macau, China 

National  CSIRT of  

Mongolia  

National Computer Security Incident Response Team of Mongolia  Mongolia  

NCSC NZ National Cyber Security Centre New Zealand New Zealand 

Public CSIRT/CC 

of Mongolia  

Public Computer Security Incident Response Team Mongolia  

SingCERT Singapore Cyber Emergency Response Team Singapore 

Sri Lanka CERT|CC Sri Lanka Computer Emergency Readiness Team Coordination 

Centre 

Sri Lanka 

TechCERT TechCERT Sri Lanka 

TWCERT/CC Taiwan Computer Emergency Response Team /  Coordination 

Center 

Chinese Taipei 

VNCERT/CC Viet Nam Cybersecurity Emergency Response Teams/Coordination 

Center 

Vietnam 
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Chair, Deputy Chair, Steering Committee (SC) and Secretariat 

At the APCERT AGM 2025, ACSC was elected as the Chair of the APCERT, and KrCERT/CC as the Deputy Chair. The terms 

of each Steering Committee (SC) member are as follows: 

 

Team Term  Other  positions  

ACSC 2024 - 2026 Chair 

CNCERT/CC 2024 ð 2026  

CyberSecurity  Malaysia  2025 ð 2027  

JPCERT/CC 2025 ð 2027 Secretariat 

KrCERT/CC 2024 ð 2026 Deputy Chair 

Sri Lanka CERT|CC 2025 ð 2027  

TWCERT/CC 2024 ð 2026  

 

Working Groups (WGs) 

There are 7 Working Groups (WGs) in APCERT. 

5G Security WG (formed in 2024) 

Objectives 

· Assess the 5G policy responses by member countries. 

· Identify priority risk areas in 5G networks. 

· Provide recommendations on addressing the identified risk areas. 

· Develop/ improve risk and resilience best practices for securing 5G networks. 

Convener (1): Sri Lanka CERT|CC 

Members (5): ACSC, CNCERT/CC, CyberSecurity Malaysia, HKCERT, TechCERT 

Coordinated Vulnerability Disclosure WG (formed in 2023) 

Objectives 

· Enhance AP regional and international cooperation. 

· Jointly develop capacity to deal with global CVD challenges. 
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· Facilitate knowledge and experience sharing/exchange within the WG participants and APCERT members as a whole. 

· Assist other CERTs in AP region and around the world. 

· Find solutions to overcome challenges encountered while carrying out CVD/CVE activities. 

· Develop a cooperative framework for CVD activities, including vulnerability reporting mitigation, and disclosure. 

Convener (1): JPCERT/CC 

Members (8): ACSC, AusCERT, BtCIRT, CERT-In, CyberSecurity Malaysia, KrCERT/CC, MNCERT/CC, TWCERT/CC 

Drill WG (formed in 2017) 

Objectives 

· Serve as an Organizing Committee for the annual cyber drills and assist the Lead Organizing CERT 

· Maintain centralized documentation for the drills, their working documents, procedures, handbooks, and feedback 

· Provide continuous improvements 

Convener (1): KrCERT/CC 

Members (11): ACSC, AusCERT, CERT-In, CyberSecurity Malaysia, ETDA, HKCERT, JPCERT/CC, SingCERT, Sri Lanka CERT|CC, 

TechCERT, TWCERT/CC 

Information Sharing WG (formed in 2011) 

Objectives 

· Improve information and data sharing within APCERT, including improving membersõ understanding of the value 

of data sharing and motivating APCERT members to exchange information and data 

· Organize members to establish and enhance the necessary mechanisms, protocols and infrastructures to provide a 

better environment to share information and data 

· Organize members to establish and enhance the necessary mechanisms, protocols and infrastructures to provide a 

better environment to share information and data 

· Work as the Point of Contact (PoC) for APCERT to other organizations on information sharing. 

Convener (1): CNCERT/CC 

Members (19): AusCERT, bdCERT, Bkav Corporation, CERT-In, CyberSecurity Malaysia, ETDA, GovCERT.HK, HKCERT, 

Huawei PSIRT, ID-CERT, ID-SIRTII/CC, JPCERT/CC, KrCERT/CC, Microsoft, SingCERT, Sri Lanka CERT|CC, TechCERT, 

TWCERT/CC, VNCERT/CC 

Membership WG (formed in 2011) 

Objectives 

· Promote collaboration and participation by all APCERT members and partners 

· Establish the organizational basis to enhance the partnership with cross-regional partners 
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· Guide activities such as checking and monitoring for sustaining the health of the membership and partnership 

structure 

· Support a fellowship program to promote membersõ participation in APCERT in-person activities 

Convener (1): KrCERT/CC 

Members (13): ACSC, AusCERT, BruCERT, CNCERT/CC, CyberSecurity Malaysia, HKCERT, ID-CERT, ID-SIRTII/CC, JPCERT/CC, 

MOCERT, Sri Lanka CERT|CC, TechCERT, VNCERT/CC 

Policy, Procedure and Governance WG (formed in 2013) 

Objectives 

· Develop, maintain and periodically review the policies, procedures and governance structures that make up the 

APCERT Operational Framework. The PPGWG will advise the Steering Committee on changes required to keep 

APCERT fit-for-purpose and underpinned by strong governance. 

Convener (1): ACSC 

Members (6): AusCERT, CyberSecurity Malaysia, HKCERT, JPCERT/CC, KrCERT/CC, Sri Lanka CERT|CC 

Training WG (formed in 2015) 

Objectives 

· Establish an overall training program to assist members to develop, operate, and improve their incident 

management capabilities 

· Provide a channel for members to share and exchange valuable experiences with other member teams at regular 

intervals 

· Nurture cooperation and collaboration among members, providing training activities such as conducting online or 

face-to-face technical workshops to enhance fellow membersõ cyber security capabilities and capacities in 

mitigating cyber incidents more efficiently and effectively 

Convener (1): TWCERT/CC 

Members (9): CERT-In, CNCERT/CC, ETDA, HKCERT, ID-SIRTII/CC, JPCERT/CC, KrCERT/CC, NCSC NZ, Sri Lanka CERT|CC 

APCERT Website 

In its role as the APCERT Secretariat, JPCERT/CC manages and updates the APCERT website: https://www.apcert.org/ 

  

https://www.apcert.org/
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APCERT Activity Report 

International Activities and Engagements 

International Conferences and Events 

APCERT has been dedicated to representing and promoting its activities at various international conferences and events. 

From January to December 2025, APCERT Teams hosted, participated and/or contributed to the following events: 

APEC TEL STSG Meeting (5 March ð Gyeongju, Korea) 

APCERT participated in the APEC TEL STSG Meeting in Gyeongju, Korea and introduced its activities during the session. 

APCERT has guest status in the APEC TEL community. 

37th FIRST Annual Conference (22-27 June ð Copenhagen, Denmark) 

https://www.first.org/conference/2025/ 

APCERT Teams attended the Annual FIRST Conference in Copenhagen, Denmark, and shared valuable experience and 

expertise through various presentations. 

National CSIRT Meeting (27-28 June ð Copenhagen, Denmark) 

APCERT teams attended the Annual Technical Meeting for CSIRTs with National Responsibility (NatCSIRT 2025) and 

exchanged various activity updates as well as recent projects and research. 

APCERT Cyber Drill 2025 (29 July ð Virtual) 

Press Release (29 July 2025) 

The APCERT Cyber Drill 2025 was successfully conducted to test the response capabilities of the participating APCERT 

Teams. The theme for the year was òWhen Ransomware Meets Generative AI.ó 24 CSIRTs from 18 economies of APCERT 

(Australia, Bangladesh, Brunei Darussalam, Bhutan, Peopleõs Republic of China, Chinese Taipei, Hong Kong, India, Japan, 

Republic of Korea, Lao Peopleõs Democratic Republic, Malaysia, Myanmar, Mongolia, Philippines, Singapore, Sri Lanka, 

and Thailand) participated in the drill. From the external parties, 3 CSIRTs from 2 economies of OIC-CERT and AfricaCERT 

participated. 

ASEAN CERT Incident Drill (ACID) 2025 (21-22 October ð Hybrid) 

ACID 2025, led and coordinated by SingCERT, entered its 20th iteration with participation including ASEAN CERTs and 

APCERT Teams. The theme was òSecuring Network Devices at the Edge,ó and the drill was completed successfully, 

providing an opportunity for teams to improve their knowledge and skills on investigation and response. 

https://www.first.org/conference/2025/
https://www.apcert.org/documents/pdf/APCERT_Drill_2025_Press_Release.pdf
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APCERT Annual General Meeting (AGM) and Conference 2025 (25-27 November ð Sydney, Australia) 

The APCERT Annual General Meeting (AGM) and Conference were held in Sydney, Australia. The program overview is as 

follows: 

· 25 November: APCERT Annual General Meeting 

· 26 November: APCERT Closed Conference 

· 27 November: APCERT Open Conference 

Other International Activities and Engagements 

DotAsia 

The APCERT serves as a member of the Advisory Council of DotAsia to assist in policy development and relevant 

community projects. HKCERT represented APCERT in attending the meetings of the Advisory Council. 

Forum of Incident Response and Security Teams (FIRST) 

Many APCERT teams are also members of the FIRST. The APCERT signed a Memorandum of Understanding (MoU) with 

the FIRST on 6th November 2020 to enhance further collaboration. 

STOP. THINK. CONNECT (STC) 

The APCERT has collaborated with STOP. THINK. CONNECT (STC) under a MoU since June 2012 to promote cybersecurity 

awareness and a more secured network environment. 

Asia Pacific Network Information Security Centre (APNIC) 

The APCERT and the Asia Pacific Network Information Centre (APNIC) signed an MoU in 2015, which was renewed in 

2019 

Africa Computer Emergency Response Team (AfricaCERT) 

The APCERT and AfricaCERT signed an MoU in 2019. 
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APCERT SC Meeting 

From January to December 2025, the SC members held 5 teleconferences and 2 face-to-face meetings to discuss the 

APCERT operations and activities. 

 

Date Location  

15 January Teleconference 

10 March Face-to-face meeting (Seoul) 

22 May Teleconference 

28 July Teleconference 

9 October Teleconference 

18 November Teleconference 

25 November Face-to-face meeting (Sydney) 

 

APCERT Training 

The APCERT held 6 training calls in 2025 to exchange technical expertise, information, and ideas. 

 

Date  Title  Presenter  

24 February Ransomware Trends and Case Studies KrCERT/CC 

29 April Centralized Threat Monitoring/Threat Hunting  NRD Cyber Security 

24 June Using AI to Enhance Incident Response in CERTs CyberSecurity Malaysia 

26 August Introduction to Malware Analysis Methods  Huawei PSIRT 

28 October Cybersecurity Exercises for Taiwanõs Government Agencies 

and Critical Infrastructures 

TWCERT/CC 

30 December Impact of AI on Cyber Threat Intelligence CERT-In 

 

For further information on the APCERT, please visit the APCERT website or contact the APCERT Secretariat as below. 

URL: https://www.apcert.org/ 

Email: apcert-sec@apcert.org  

https://www.apcert.org/
mailto:apcert-sec@apcert.org
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Disclaimer on Publications 

The contents of òActivity Reports from Membersó and òActivity Reports from APCERT Partnersó are written by each 

APCERT members and partners based on their individual analysis. Responsibility for the information and views 

expressed in each report lies entirely with the authors. 
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1. Highlights of 2025 

1.1 Summary of major activities 

In FY2024ð25, ACSC received over 42,500 calls to the Australian Cyber Security Hotline, a 16% increase from the previous 

year. ACSC also responded to over 1,200 cyber security incidents, an 11% increase. During FY2024ð25, ACSC notified 

entities more than 1,700 times of potentially malicious cyber activity ð an 83% increase from last year ð highlighting the 

ongoing need for vigilance and action to mitigate against persistent threats. ACSC works with federal and state 

governments, international counterparts, and industry partners to identify and disrupt malicious cyber threats. 

1.2 Achievements & milestones 

ACSC is the Australian Governmentõs technical authority on cyber security and below are some of our key achievements 

and milestones during FY2024ð25. 

What ACSC saw in Financial Year 2024-2025 

· Answered over 42,500 calls to the Australian Cyber Security Hotline, up 16% and on average 116 calls per day. 

· Received over 84,700 cybercrime reports to ReportCyber, down 3%. On average a report every 6 minutes, consistent 

with last year. 

· Average self-reported cost of cybercrime per report for businesses, up 50% (AUD $80,850). 

What ACSC did in Financial Year 2024ð25 

· Responded to over 1,200 cyber security incidents, an 11% increase from last year. 

· Notified entities of potential malicious cyber activity more than 1,700 times, up 83%. 

· Australian Protective Domain Name System blocked customer access to 334 million malicious domains, up 307%. 

· Cyber Threat Intelligence Sharing (CTIS) partners grew by 13% to over 450 partners. To date, the CTIS platform 

shared over 2,984,000 indicators of compromise. 

· Published or updated 26 PROTECT publications, including guidance publications related to the Essential Eight 

ACSC 
Australian Cyber Security Centre 
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Maturity Model and updates to the Information Security Manual. 

· ACSCõs Cyber Security Partnership Program grew by 11% to over 133,000 partners. 

· Led 17 cyber security exercises, involving over 120 organisations, to strengthen Australiaõs resilience. 

2. About ACSC 

2.1 Introduction 

· ACSC brings together capabilities to improve Australiaõs national cyber resilience. Its services include: 

· providing the Australian Cyber Security Hotline, which is contactable 24 hours a day, 7 days a week, via 1300 CYBER1 

(1300 292 371) 

· publishing technical advice alerts, advisories and notifications on significant cyber security threats 

· monitoring cyber threats and sharing intelligence with partners, including through the Cyber Threat Intelligence 

Sharing (CTIS) platform 

· helping Australian organisations respond to cyber security incidents 

· providing exercises and uplift activities designed to enhance the cyber security resilience of Australian organisations 

· supporting collaboration between over 133,000 Australian organisations and individuals on cyber security issues 

through ACSCõs Cyber Security Partnership Program. 

2.2 Resources 

· ACSC brings together capabilities from partner agencies and works closely with partners across Government, 

including the Department of Home Affairs, Australian Federal Police, Department of Foreign Affairs and Trade, and 

industry. 

2.3 Constituency 

ACSC has a whole-of-economy remit to help make Australia the most secure place to connect online, providing cyber 

security advice and assistance to Australian governments, industry, and individuals. 

  



 

 

19 

 

 

TLP:CLEAR 

3. Activities & Operations 

3.1 Incident handling reports 

ACSC categorises each cyber security incident it responds to on a scale of Category 1 (C1), the most severe, to Category 

6 (C6), the least severe. Cyber security incidents are categorised on severity of impact and significance of the 

organisationõs impact to Australia. 

 

3.2 Statistics 

In FY2024ð25, ACSC received over 42,500 calls to the Australian Cyber Security Hotline, a 16% increase from the previous 

year. On average, 116 calls per day, an increase from 100 calls per day from the previous year. ACSC also responded to 

over 1,200 cyber security incidents, an 11% increase from the previous year. 

 

Compared to FY2023ð24, there was a notable increase in successful and unsuccessful low-level malicious attacks. While 

the raw number of high-end attacks is lower this year, ACSC nevertheless continued to see the use of complex and 

sophisticated tradecraft. 

 

Critical infrastructure is, and will continue to be, an attractive target for state-sponsored cyber actors, cybercriminals, 
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and hacktivists, primarily due to large sensitive data holdings and the critical services that support Australiaõs economy. 

Critical infrastructure made up 13% of all incidents for the reporting period. 

 

Australiaõs federal, state, and local governments remain the most frequently reporting sectors for incidents. ACSC 

observed an increase in reporting from financial and insurance services for the reporting period, compared to the 

previous period. 

 

ACSC analysed incidents using the MITRE ATT&CK framework. The most prevalent techniques are detailed below. 

 

3.3 Publications and advisories 

In FY2024ð25, ACSC published a combination of 108 alerts, advisories, knowledge articles and publications on both 

cyber.gov.au and the Partner Portal. 

 

ACSC also published or updated 26 PROTECT publications, including guidance publications related to the Essential Eight 

Maturity Model. 
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3.4 New services 

To bolster a freer flow of information sharing between industry and ACSC, on 25 November 2024, the Australian 

Government passed the Intelligence Services and Other Legislation Amendment (Cyber Security) Act 2024. The 

amendment legislates a ôlimited useõ obligation for ACSC. This means any information that an Australian organisation 

voluntarily provides to ACSC about a cyber security incident or potential cyber security incident (including vulnerability 

information) cannot be used for regulatory purposes. 

4. Events organized / hosted 

4.1 Training 

ACSC delivers a Government Uplift Program, which assists key government entities to strengthen their cyber defences 

through a range of targeted activities. It delivers hands-on technical assessments of an entityõs environments and 

systems to determine the effectiveness of both prevention and detection security controls as well as also uplift Essential 

Eight maturity. 

 

ACSC delivers Privileged User Training (PUT) that offers government and critical infrastructure privileged users an 

overview of the best practices in cyber security. Attendees acquire practical knowledge on tools and techniques, learn 

to manage cyber security risk within an enterprise setting, and explore approaches to cultivating a positive security 

culture. Most importantly, the course delves deeply into how privileged users can implement tactics to reduce the 

occurrence of cyber security incidents in their daily work. At the end of FY2024ð25, PUT had been delivered to 

approximately 7,500 participants across 460 entities. 

4.2 Drills & exercises 

Overall, ACSC led 17 cyber security exercises, involving over 120 organisations, to strengthen Australiaõs resilience. 

 

ACSCõs National Exercise Program (NEP) helps critical infrastructure and government organisations validate and 

strengthen Australiaõs nationwide cyber security arrangements. The program uses exercises and other readiness 

activities that target strategic decision-making as well as operational and technical capabilities. 

 

In 2024, the NEP delivered the inaugural ACSC Cyber Drill. This provided an opportunity for ACSC Network Partner cyber 

defence teams to gain valuable hands-on experience detecting and responding to cyber incidents, simulating the TTPs 

of real-world malicious cyber actors. Technical teams from across key critical infrastructure sectors participated in the 
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ACSC Cyber Drill, which ran via a cyber range and included: 

· 25 teams competing in up to 3 knockout rounds 

· teams completing a Live Fire Exercise (LFE) each round 

· LFEs covering 52 different MITRE ATT&CK techniques 

· teams progressing to the next round based on their LFE scores and completion times. 

 

The ACSC Cyber Drill exercised the technical capabilities of ACSC network partners, enhancing their ability to detect and 

respond to malicious cyber activity at speed. The team-based approach to the ACSC Cyber Drill promoted collaboration 

and capability enhancement and enabled cyber security teams to rehearse and improve their responses to cyber 

incidents while using a virtual environment designed to mirror a corporate network, complete with a range of common 

industry security tools. 

4.3 Conferences and seminars 

ACSC hosted the 2025 APCERT Annual General Meeting and Conference on 25ð27 November. The theme Cyber Horizons: 

Strengthening Regional Resilience ð Together reflected our shared commitment to collaboration in an evolving cyber 

threat landscape. The event brought together 21 CERTs/CSIRTs from 18 of APCERTõs 24 economies, 3 APCERT Partners, 

plus industry representatives and Australian Government officials. Over 3 days, participants engaged in strategic 

discussions, technical presentations, and team-building activities designed to strengthen operational trust and resilience 

across the region. 

5. International Collaboration 

5.1 International partnerships and agreements 

ACSC engages with international partners to increase cyber threat awareness and to uplift cyber security for both the 

Australian Government and our partners. Engagement with partners also provides opportunities to improve 

regional cyber security and build strategic relationships. ACSC monitors cyber threats targeting Australian interests, and 

provides advice and information, including through international networks of Computer Emergency Response Teams 

such as APCERT. 

5.1.1 Capacity building 

As Secretariat of the Pacific Cyber Security Operations Network (PaCSON), ACSC also facilitated the sharing of cyber 

threat information for a network of Pacific working-level cyber security experts. 

5.1.2 Drills & exercises 

ACSC participated in the annual APCERT drill. The drill provided an opportunity to collaborate with regional cyber security 



 

 

23 

 

 

TLP:CLEAR 

partners to ensure we are well prepared to respond to a potential cyber security incident. 

5.1.3 Seminars & presentations 

ACSC delivered presentations to a number of international partners in support of Australian and whole-of-government 

international engagement objectives. 

5.2 Other international activities 

Cybercrime is borderless in nature and requires significant international collaboration to be countered effectively. During 

FY2024ð25, global law enforcement disruption efforts have successfully prevented harm against Australian individuals 

and organisations, including through disruption of a scam centre suspected of stealing money from Australians. 

6. Future Plans 

6.1 Project REDSPICE 

Looking ahead, we are focused on delivering and implementing the REDSPICE (Resilience, Effects, Defence, SPace, 

Intelligence, Cyber, Enablers) Project. Under REDSPICE, ACSC capabilities will be enhanced to further protect Australians 

from cyber adversaries. 

7. Conclusion 

Through strong partnerships, ACSC works to defend Australians from cyber threats and make our country a harder target 

for malicious cyber actors. Australia cannot face increasingly sophisticated cyber threats alone. Through networks like 

APCERT, we continue to partner with organisations to share information and expertise to collectively face shared cyber 

threats. 
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1. Highlights of 2025 

AUSCERT continues operation and improving services in spite of resources being limited. Being just operational is not 

enough in this interconnected field of work of being a CERT/CSIRT. Therefore, AUSCERT recognises that the highlights 

are not just the internal milestones and achievements performed but also the external assistance to the CERT/CSIRT 

community in a manner that is aligned with the requirements of an APCERT Operational Member. 

1.1 Constituency focused highlights 

AUSCERT has: 

· Improved the flow of creating security bulletins based from PSIRT sources 

· Introduced more training courses in type and frequency of delivery 

· Install Tabletop exercises as a stable ongoing service to the constituency 

· Further automated phishing takedown requests 

· Create APIs for the constituency to use 

1.2 Community focused highlights 

AUSCERT has: 

· Assisted a CERT outside the Asia Pacific region in using IntelMQ to process their feeds 

· Assisted KrCERT/CC in the tabletop exercise at the APCERT AGM 

· Assisted a CERT in the Asia Pacific region in performing a Strategy and Service review 

  

AusCERT 
Australian Computer Emergency Response Team 
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2. About CSIRT 

2.1 Introduction 

AUSCERT is a leading Cyber Emergency Response Team for Australia and provides information security advice to its 

members, including the higher education sector. As a not-for-profit security group based at the University of 

Queenslandõs (UQ) Information Technology Services (ITS), AUSCERT is the single point of contact for dealing with cyber 

security incidents affecting or involving member networks. AUSCERT helps members prevent, detect, respond to and 

mitigate cyber and Internet based attacks. 

2.2 Establishment 

AUSCERT was officially established on 8 March 1993 through the collaboration of three Brisbane based universities, 

including the University of Queensland. 

Formed in 1993, AUSCERT is one of the oldest CERTs in the world and was the first CERT in Australia to operate as the 

national CERT, which it did until 2010. 

Over time, as the Internet grew and government, business and ordinary users began to use the Internet for daily 

communications and business, AUSCERTõs focus changed from being university centric to include the interests of all 

sectors. 

2.3 Resources 

AUSCERT is self-funded and covers its operating costs through a variety of sources including member subscriptions, the 

annual AUSCERT conference and service contracts. As an active member of the Forum for Incident Response and Security 

Teams (FIRST) and Asia Pacific Computer Emergency Response Team (APCERT), AUSCERT has access to accurate, timely 

and reliable information about emerging computer network threats and vulnerabilities on a regional and global basis. 

2.4 Constituency 

AUSCERT, due to its origins, continues to assist Australian private and public organisations and companies. 

This is made possible by providing priority incident handling and additional services to our membership base of which 

covers all industry definitions under the ANZ Standard Industry Classification. 

AUSCERT works closely with Australian government agencies, industry and technology vendors and provides computer 

security and incident handling advice to a range of subscribers throughout Australia, New Zealand and the Asia-Pacific 

region. All Australian universities and the majority of New Zealand universities are members of AUSCERT and there is a 
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strong relationship with the Council of Australian University Directors of Information Technology (CAUDIT). AUSCERT 

participates in the Australian governmentõs IT Security Expertsõ Advisory Group (ITSEAG). 

3. Activities & Operations 

3.1 Scope and definitions 

AUSCERT monitors and evaluates global cyber network threats and vulnerabilities and remains on-call for members after 

hours. AUSCERT publishes the Security Bulletin Service, drawing on material from a variety of sources, with recommended 

prevention and mitigation strategies. 

Services provided are listed as: 

 

· Incident Support [3.2] 

https://auscert.org.au/services/incident-support/ 

· Early Warning Service 

https://auscert.org.au/services/vulnerability-management/ 

· Malicious URL Feed 

https://auscert.org.au/services/threat-intelligence/ 

· Security Bulletin Service [3.3] 

https://auscert.org.au/services/vulnerability-management/ 

· Member Security Incident Notificationõs (MSIN) [3.4] 

https://auscert.org.au/services/vulnerability-management/ 

· Critical Member Security Incident Notificationõs (Critical MSIN) [3.5] 

https://auscert.org.au/services/vulnerability-management/ 

· Phishing take-down 

https://auscert.org.au/services/incident-support/ 

· Sensitive Information Advisories (SIA) [3.6] 

https://auscert.org.au/services/vulnerability-management/ 

· AUSCERT's member only Slack 

· AUSCERT Conference 

https://auscert.org.au/events/auscert2025-evolve-and-thrive/ 

3.2 Incident Support 

AUSCERTõs Incident Support Service (sometimes referred to as incident response) includes incident coordination and 

incident handling, both of which are standard inclusions as part of AUSCERTõs membership services. As a 24/7 

https://auscert.org.au/services/incident-support/
https://auscert.org.au/services/vulnerability-management/
https://auscert.org.au/services/threat-intelligence/
https://auscert.org.au/services/vulnerability-management/
https://auscert.org.au/services/vulnerability-management/
https://auscert.org.au/services/vulnerability-management/
https://auscert.org.au/services/incident-support/
https://auscert.org.au/services/vulnerability-management/
https://auscert.org.au/events/auscert2025-evolve-and-thrive/
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membership benefit, it is perhaps AUSCERT's most focal service offering 

 

 

The diagram above shows the statistics of incidents that required handling for the calendar year of 2025. Overall, 

AUSCERT serviced 7850 tickets which resulted in just over 31 tickets per business day of operation. 
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Counts  Classification  

5794 Fraud: Phishing 

1983 Information Request 

27 Other: Unknown 

20 Abusive Content: Spam 

18 Malicious Code: Malware 

4 Intrusion Attempts: Brute-force 

3 Intrusions: Compromised Host 

1 Intrusions: Backdoor 

 

A vast majority of the work continue to be around handling of phishing sites. 
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Counts  ANZSIC 

4282 K Financial and Insurance Services 

1398 I Transport, Postal and Warehousing 

808 P Education and Training 

545 M Professional, Scientific and Technical Services 

278 S Other Services 

163 J Information Media and Telecommunications 

152 O Public Administration and Safety 

69 R Arts and Recreation Services 

59 G Retail Trade 

3 Other 

 

Incidents have happened across a wide varied range of industry. The following diagram, on a log scale, shows the top 

10 industries with respect to the number of incident tickets handled. 

The industry definition used is the Australian and New Zealand Standard Industrial Classification (ANZSIC) and further 

details can be found at: 

https://www.abs.gov.au/statistics/classifications/australian-and-new-zealand-standard-industrial-classification-

anzsic/latest-release 

3.3 Security Bulletins 

AUSCERT distributes security advisories and bulletins to its members by email on each items as well as a summary of the 

day's volume. 

Bulletins are published in a standardised format with a consistent approach to highlighting the maximum CVSS score, 

as well as the maximum EPSS that the patch release is addressing. Also, notes are made about whether a CVE is in the 

Known Exploited Vulnerability (KEV), a list maintained by the United States of Americaõs Cybersecurity Infrastructure 

Security Agency (CISA). 

 

In 2025, 9155 External Security Bulletins (ESBs) and 227 AUSCERT Security Bulletins (ASBs) were published. 

https://www.abs.gov.au/statistics/classifications/australian-and-new-zealand-standard-industrial-classification-anzsic/latest-release
https://www.abs.gov.au/statistics/classifications/australian-and-new-zealand-standard-industrial-classification-anzsic/latest-release
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3.4 Member Security Incident Notifications (MSIN) 

AUSCERT members benefit from its considerably large overseas and local threat intelligence feeds with respect to 

incidents that have been detected by other parties but concern the members. 

There are several categories of incidents and this service has been running for members for several years. These 

notifications are a mix of Indicators of Vulnerabilities (IoV) and Indicators of Compromise (IoC). 
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The following shows the distribution of the yearõs notifications with respect to the Industry Classification. 
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Counts  ANZSIC Top 10 + Other  

8977 P Education and Training 

6291 J Information Media and Telecommunications 

3044 M Professional, Scientific and Technical Services 

1872 K Financial and Insurance Services 

1406 Q Health Care and Social Assistance 

1230 O Public Administration and Safety 

1190 S Other Services 

957 R Arts and Recreation Services 

705 D Electricity, Gas, Water and Waste Services 

582 G Retail Trade 

1299 Other 

3.5 Critical Member Security Notifications (Critical MSIN) 

Critical notifications are issued when serious vulnerabilities, such as zero-day threats, are detected. The AUSCERT team 

researches current and emerging threats to determine potential impact to members based on their nominated IPs and 

domains. 

 

Critical MSINs are flagged for urgent action and contain details of the threat, references and mitigation strategies for 

high-priority risks. 

 

The Critical MSIN service notified organisations, one thousand and fifty (1050), times within the period of Year 2025. 
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Counts  ANZSIC Top 10 + Other  

304 P Education and Training 

147 K Financial and Insurance Services 

124 J Information Media and Telecommunications 

71 M Professional, Scientific and Technical Services 

71 O Public Administration and Safety 

45 I Transport, Postal and Warehousing 

43 Q Health Care and Social Assistance 

35 R Arts and Recreation Services 

32 G Retail Trade 

23 S Other Services 

155 Other 

3.6 Sensitive Information Alerts (SIA) 

When leaked credentials or other sensitive material related to the constituency is identified, they are notified on the day 

of collection. The AUSCERT team utilises a wide range of sources, including the dark web, ransomware leak sites, 
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international CERTs, and trusted partners. 

 

The alerts typically involve compromised credentials, such as usernames in the form of email addresses and associated 

authentication strings (hash or passwords). This sensitive information is provided via an encrypted file for your internal 

review and action. 

 

 

The Sensitive Information Alerts (SIA) service sent out, twenty-two thousand, three hundred and seventy-four (22374), 

alerts within the period of Year 2025. 

 

Counts  ANZSIC Top 10 + Other  

10272 P Education and Training 

3254 K Financial and Insurance Services 

1360 J Information Media and Telecommunications 

1051 O Public Administration and Safety 

1042 G Retail Trade 

983 I Transport, Postal and Warehousing 

960 M Professional, Scientific and Technical Services 

891 R Arts and Recreation Services 



 

 

35 

 

 

TLP:CLEAR 

665 Q Health Care and Social Assistance 

320 S Other Services 

1576 Other 

3.7 Publications 

3.7.1 ADIR 

The AUSCERT Daily Intelligence Review is a publication sent to members and public about the news items that affect 

cyber security in the Australian context. 

3.7.2 Week in Review 

Every week the highlights of the weekõs Incident handling and bulletin publications are listed in the Week-In-Review. 

3.7.3 Social Media 

Publishing is great but getting the word out of a publication or an event is best done using the current social media 

platforms. AUSCERT supports heralding news and events through two platforms, Twitter, LinkedIn, and Facebook. 

3.7.4 Newsletter 

Newsletters are also supported in getting the word out about what AUSCERT is doing. Member newsletters come out 

every two (2) months to keep members engaged in AUSCERT activities. 

3.7.5 Blog Post 

Depending upon the gravity of news, articles are published for the public of ongoing issues. This is placed in the AUSCERT 

website in the Blog sections. 

3.7.6 Podcast 

Every month there is a podcast that discusses events of the month and an interview of a prominent cyber security figure 

in the Australian context. 

4. Events organized / hosted 

4.1 Training 

AUSCERT provides nine (9) types of cyber security training courses, suitable for cyber security, IT or risk management 

professionals, as well as cyber security awareness training that delivers important foundational knowledge in an 

engaging way that online, self-service training does not. Training courses are available to everyone, membership is not 

required. These training courses have been delivered throughout the year. 
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4.2 Tabletop Exercises 

AUSCERTõs Tabletop Exercises help organisations enhance their cyber incident preparedness through customised, 

scenario-driven simulations that test decision-making and response strategies. Each includes tailored information 

gathering, an interactive simulation, a detailed post-exercise report, and a follow-up meeting to ensure continuous 

improvement in cyber resilience. Table top exercise were delivered throughout 2025 to organisations that have 

recognised that these activities assist in validating and verifying their approach to cyber security. 

4.3 AUSCERT Conference 2025 

The AusCERT Conference 2025, took place from 20th May - 23rd May 2025 at the Star, Gold Coast with the theme of 

òEvolve and Thriveó. The conference included more than 50 presenters of ranging topics on cyber security. The 

conference has two format with the first two days with tutorial and the latter two days with speakers talking about 

contemporary topics on cyber security. 

5. International Collaboration 

5.1 International partnerships and agreements 

AUSCERT maintains relationships with various like-minded CERTs and CSIRTs around the world and carry these 

relationships with a mutual understanding on what are areas of collaboration. These relationships are active and are 

worked beyond written agreements. During 2025 AUSCERT has assisted another CERT outside the Asia Pacific region on 

using IntelMQ to handle their cyber security information feeds. 

AUSCERT also maintains membership with Asia Pacific Computer Emergency Response Team (APCERT) and the Forum 

of Incident Response and Security Teams (FIRST). 

5.2 Capacity building 

5.2.1 APCERT Drill 2025 

Every year, AUSCERT participates in an exercise that tests its operational readiness to the full. The Asia Pacific Computer 

Emergency Response Team (APCERT), of which AUSCERT is a member, conducts an annual drill among its constituents. 

This year, the theme was òWhen Ransomware meet Generative AIó. The drill fosters communication between the CERTs 

in the region and beyond. In all, 24 APCERT CERT/CSIRT teams from 18 economies participated. 
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5.2.2 ACID 2025 

AUSCERT was also invited in participating the ASEAN Cyber Incident Drill hosted by Singapore Cyber Security Agency. 

This well composed drill allowed further interaction with the CERT/CSIRT community and validate internal processes and 

skill sets. 

6. Conclusion 

AUSCERT continues to assist the constituency of Australia in the face of a changing workforce composition and tooling. 

AUSCERT, as any other CERT/CSIRT, are in the maintenance industry of keeping the internet safe and resilient. When 

something breaks or something attacks the resources we set out in our charter to protect, we gather information, find 

out what went wrong, alert and assist in the process of enabling a fix. In performance of that task the ingesting of 

information from sources, embellishing that information with correlating data, derive information into knowledge and 

then republishing it, as a value-added product, is a chain of work tasks we are all familiar with. 

 

The value that is added to this work depends upon the sources garnered, the domain knowledge and skills of the staff 

deriving actionable intelligence out of the data. The amount of value created depends on the volumes of sources that 

can be ingested and turned into the final product, be it an advisory or an action such as a too familiar phishing take-

down request. This type of work seems ripe for the introduction of Machine Learning along with models that are able 

to generate sensible phrases and even enabling these models to be agentic. 

 

Apprehension to its introduction comes from the temptation to do drop-in replacement of models into tasks that 

previously performed by staff. Difficulties from this shift in workflow may not be the capturing of domain knowledge 

staff into machine learning models, or re-skilling and re-purposing the existing human capital, but it may be in the 

reception of the final outcome. For the final outcome of what CERT/CSIRT produce is used by a human. Our constituency 

are people, who at times are under a level of stress. The best service is not to forget that our value is from the message 

received which can best be served by having that human connection to our constituency. It is by providing assistance to 

our constituency, how to understand and affect the most use of products we make, under their predicament, that our 

constituency can make their piece of the internet, a safe and resilient one. 
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1. About BruCERT 

1.1 Introduction 

Cyber Security Brunei (CSB) is the national cybersecurity agency of Negara Brunei Darussalam, responsible for 

safeguarding the nationõs cyberspace and coordinating national efforts to address cybersecurity threats and cybercrime. 

CSB operates under the Ministry of Transport and Infocommunications (MTIC), with the Minister of MTIC serving as the 

Minister-in-Charge of Cybersecurity. 

 

CSB plays a key role in strengthening the countryõs cybersecurity posture by providing services and initiatives that 

support government agencies, private sector organisations, and the general public. These efforts focus on protecting 

Critical Information Infrastructure (CII), enhancing national cyber incident response capabilities, supporting cybercrime 

investigations through the National Digital Forensics Laboratory (NDFL), and promoting cybersecurity awareness across 

the nation. 

 

BruCERT (Brunei Computer Emergency Response Team) was established in May 2004 as Brunei Darussalamõs national 

incident response team. Originally formed in collaboration with the Authority for Info communications Technology 

Industry of Brunei Darussalam (AITI) and the then Ministry of Communications, BruCERT serves as the countryõs trusted 

focal point for handling computer-related and internet-related security incidents. Today, BruCERT operates under Cyber 

Security Brunei and provides incident response coordination, cybersecurity advisory, and threat analysis services. 

 

Supporting these operations is the Cyber Watch Centre (CWC), which functions as the national cybersecurity monitoring 

and situational awareness center. CWC conducts continuous monitoring of cyber threats affecting government systems 

and Critical Information Infrastructure (CII) through advanced security monitoring technologies, intelligent sensors, and 

threat intelligence capabilities. The center plays a crucial role in detecting potential cyber threats, analysing malicious 

activities, and providing early warning alerts to strengthen national cyber defence. 

 

BruCERT 
Brunei Computer Emergency Response Team 
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BruCERT actively collaborates with regional and international cybersecurity communities to enhance information sharing, 

technical cooperation, and coordinated incident response. The team is a member of several global cybersecurity 

organisations, including: 

· Asia Pacific Computer Emergency Response Team (APCERT) ð joined in 2005 

· Organisation of Islamic Cooperation Computer Emergency Response Team (OIC-CERT) ð joined in 2009 

· Forum of Incident Response and Security Teams (FIRST) ð joined in 2014 

 

Through these collaborations, CSB, BruCERT, and the Cyber Watch Centre continue to strengthen Brunei Darussalamõs 

national cyber resilience, incident response capabilities, and international cybersecurity cooperation. 

1.1.1 BruCERT Services 

· 24X7 Security Related Incidents and Emergency Response from BruCERT. 

· 24X7 Security Related Incidents and Emergency Response onsite (Deployment response is within 2hrs after an 

incident is received). This service only applies to BruCERT Constituents. 

· Broadcast alerts (Early Warning) of new vulnerabilities, advisories, viruses and Security Guidelines from BruCERT 

Website. BruCERT Constituents will receive alerts through email and telephone as well as defense strategies in 

tackling IT Security related issues. 

· Promote Security Awareness program to educate and increase public awareness and understanding of information 

security and technical know-how through education, workshop, seminar, and training. 

· Coordinating with other CERT, Network Service Providers, Security Vendors, Government Agencies as well as other 

related organizations to facilitate the detection, analysis, and prevention of security incidents on the internet. 

1.2 BruCERT Establishment 

BruCERT coordinates with local and international Computer Security Incident Response Team (CSIRTs), Network Service 

Providers, Security Vendors, Law Enforcement Agencies as well as other related organizations to facilitate the detection, 

analysis, and prevention of security incidents on the Internet. 

1.3 BruCERT Workforce 

BruCERT currently comprises a workforce of 66 personnel, all of whom are local professionals, reflecting the 

organisationõs commitment to nurturing and strengthening national cybersecurity talent in Brunei Darussalam. The 

majority of the team consists of highly skilled information technology and cybersecurity specialists, supported by 

personnel responsible for administrative and technical operations. 

 

To ensure operational excellence and readiness in addressing the evolving cyber threat landscape, BruCERT continuously 

invests in the professional development and technical capacity building of its workforce. Staff members have undergone 
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extensive training across a broad spectrum of information technology and cybersecurity disciplines, supported by 

internationally recognised professional certifications. 

 

These include industry certifications such as CompTIA A+, Network+, Linux+, Server+, and Security+, as well as advanced 

cybersecurity certifications including SCNP, SCNA, CIW, CEH, CCNA, CISSP, and ISO/IEC 27001 Implementer. 

In addition, BruCERT personnel have participated in specialized training programmes offered by the SANS Institute, 

including GREM (Reverse Engineering Malware), GCIA (Intrusion Analysis), GCIH (Incident Handling), GCFA (Forensic 

Analysis), and GPEN (Penetration Testing). Many members of the team have successfully obtained these certifications, 

further strengthening BruCERTõs capabilities in incident response, malware analysis, digital forensics, threat intelligence, 

and cybersecurity operations. 

 

Through continuous professional development and skills enhancement, BruCERT remains committed to building a highly 

capable and resilient cybersecurity workforce, enabling the organisation to effectively safeguard the digital ecosystem 

and support the national cybersecurity mission of Brunei Darussalam.  

1.4 BruCERT Constituents 

BruCERT has close relationships with Government agencies, 1 major ISPs and various numbers of vendors. 

Government Ministries and Departments 

BruCERT provide Security incident response, Managed Security Services via Cyber Watch Centre (CWC) and Consultancy 

services to the government agencies. Security Trainings such as forensic and awareness trainings were provided by 

BruCERT in collaboration with some Government Agencies. 

E-Government National Centre (EGNC) 

E-Government National Centre provides IT Services to all Government Departments and Ministries in Brunei Darussalam. 

Services such as IT Central procurement, Network Central Procurement, Co-location, ONEPASS (a PKI initiative), Co-

hosting are provided by EGNC. BruCERT works closely with EGNC in providing Incident Response and Security 

Monitoring since most of the government equipment resided at EGNC. 

AITI  

Authority for Info-communications Technology Industry of Brunei Darussalam (AITI) is an independent statutory body 

to regulate, license and develop the local ICT industry and manage the national radio frequency spectrum. 

AITI has appointed ITPSS (Information Technology Protective Security Services), an IT local security company to become 

the national CERT in dealing with incident response in Brunei. 

Royal Brunei Police Force (RBPF) and other Law-Enforcement Agencies (LEAs) 

BruCERT has been collaborating with RBPF and other LEAs to resolve computer-related incidents through our Digital 
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and Mobile Forensic services. 

Unified National Network ð UNN 

UNN, the main Internet service provider. BruCERT have been working together to engage information sharing of 

internet-related statistics and the current situation of IT environment in Brunei. 

Brunei Cyber Security Association ð BCSA 

Brunei Cyber Security Association (BCSA) aims to. Bring together professionals, experts, and enthusiasts in the field of 

cybersecurity to collaborate, share knowledge and collectively address the evolving challenges posed by cyber threats. 

1.5 BruCERT Contact 

The Brunei Computer Emergency Response Team Coordination Centre (BruCERT) welcome reports on computer security 

related incident. Any computer related security incident can be reported to us by: 

· Telephone: (673) 2458001 

· Facsimile: (673) 2456211 

· Whatsapp: (673) 7170766 

· Email: cert@brucert.org.bn 

· Reporting: reporting@brucert.org.bn 

2. BruCERT Operation in 2025 

2.1 Incidents response 

For the year 2025, Cyber Security Brunei (CSB), through BruCERT and the Cyber Watch Centre (CWC), identified multiple 

instances of suspicious and malicious activities through its secure monitoring infrastructure and intelligent sensors 

deployed across constituent systems. 

 

Based on the collected monitoring data, Malware-related incidents accounted for the majority of detected cases, with a 

total of 1,955 incidents, making it the most prominent cybersecurity concern observed during the year. Malware 

infections typically indicate attempts by threat actors to compromise systems, establish persistence, or deploy malicious 

payloads within targeted networks. 

 

Meanwhile, Denial of Service (DoS) incidents recorded only 2 cases, suggesting that large-scale service disruption 

attempts were relatively minimal compared to other forms of cyber threats observed during the year. The distribution 

of these detected activities is illustrated in Figure 1. 

mailto:cert@brucert.org.bn
mailto:reporting@brucert.org.bn
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Figure 1 

This was followed by Unsuccessful Hacking Attempts (320 cases), which reflect repeated attempts by attackers to gain 

unauthorized access to systems through methods such as credential brute-force attacks, exploitation of vulnerabilities, 

or unauthorized login attempts. In addition, Reconnaissance activities (202 cases) were also detected, indicating that 

attackers were actively probing and scanning systems to gather information about potential vulnerabilities and system 

configurations before launching further attacks. 

 

The monitoring system also identified several security events related to user account activities, including Normal User 

Account incidents (97 cases) and Privilege User Account incidents (83 cases). These events highlight potential risks 

associated with user access management and may indicate suspicious login behavior, privilege misuse, or attempts to 

escalate system privileges. 

 

Overall, the data highlights that malware infections and unauthorized access attempts remain the dominant 

cybersecurity threats, emphasizing the importance of continuous monitoring, strong access control policies, and 

proactive threat detection to safeguard critical systems and digital infrastructure in Brunei Darussalam. 
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Types of Attacks  Count  

Denial of Services  1 

Malicious Software  504 

Reconnaissance 192 

Unsuccessful Hacking Attempt  81 

Normal User Account  95 

Privilege User Account  182 

Table 1 

2.2 BruCERT Honey Pot 

Cyber Security Brunei (CSB) through BruCERT has deployed honeypot systems, which are intentionally exposed decoy 

servers designed to attract and record malicious activities from cyber attackers. These systems allow BruCERT to observe 

attacker behaviours, identify commonly targeted services, and analyse emerging cyber threats. 

 

Based on the analysis of logs collected from the honeypot in 2025, it was observed that port 445, commonly associated 

with Server Message Block (SMB) services, was the most abused port, recording approximately 2,868,603 attack attempts. 

This indicates a significant number of exploitation attempts targeting SMB-related vulnerabilities, which are commonly 

used for unauthorised remote access, lateral movement, or malware propagation within networks. 

 

The second most targeted port was port 1433, which is associated with Microsoft SQL Server (MS-SQL) services, with 

1,757,603 attempts detected. This suggests that attackers were actively attempting to exploit database services through 

brute-force login attempts or vulnerability exploitation. 

 

This was followed by port 22 (Secure Shell ð SSH) with 989,166 attempts, indicating persistent attempts by attackers to 

gain remote access to systems through credential brute-forcing or unauthorized login attempts. Other frequently 

targeted ports included port 23 (Telnet), port 135 (RPC), port 5060 (SIP), port 8728 (MikroTik RouterOS), port 443 (HTTPS), 

and port 1900 (UPnP), reflecting a broad range of automated scanning and exploitation activities targeting various 

network services. 

 

Overall, the data demonstrates that attackers continue to focus on commonly exposed services such as SMB, database 

servers, and remote access protocols, highlighting the importance of proper network hardening, secure configuration, 

and continuous monitoring to mitigate potential exploitation attempts. 

The distribution of the top 10 most abused ports observed by the BruCERT honeypot in 2025 is illustrated in Figure 2. 
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Figure 2 

 

Port No  Count  

21 19636 

22 989166 

23 130642 

135 65018 

443 22356 

445 2868603 

1433 1757603 

1900 19732 

5060 37068 

8728 21359 

Table 2 

Similarly, port 22, which supports Secure Shell (SSH) remote access, recorded 989,166 attempts, highlighting continued 

efforts by attackers to gain unauthorized administrative access through brute-force login attempts or compromised 
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credentials. The notable activity on port 23 (Telnet), with 130,642 attempts, reflects ongoing exploitation of legacy remote 

access services that are often poorly secured or misconfigured. 

 

Other ports also demonstrated consistent malicious activity. Port 135 (RPC) recorded 65,018 attempts, suggesting 

reconnaissance and exploitation targeting Windows remote procedure call services. Port 5060, commonly associated 

with Session Initiation Protocol (SIP) used in Voice over IP (VoIP) systems, recorded 37,068 attempts, which may indicate 

attempts to exploit telecommunication infrastructure. 

 

In addition, port 8728, used by MikroTik RouterOS management services, recorded 21,359 attempts, indicating 

automated scanning targeting network infrastructure devices. Smaller but notable activity was also observed on port 

1900 (UPnP) with 19,732 attempts, which could potentially be leveraged for reflection-based DDoS attacks, and port 21 

(FTP) with 19,636 attempts, suggesting continued attempts to exploit unsecured file transfer services. Meanwhile, port 

443 (HTTPS) recorded 22,356 attempts, which may reflect scanning activities targeting web services and encrypted 

communication channels. 

 

Overall, the findings highlight that attackers continue to focus on widely deployed and commonly exposed services such 

as SMB, SSH, and database servers, while also probing legacy services and network infrastructure devices for potential 

weaknesses. These observations emphasize the importance of secure configuration, regular patching, network 

segmentation, and continuous monitoring to reduce the risk of exploitation and strengthen the cybersecurity posture 

of organisations in Brunei Darussalam. 

 

Based on observations from the BruCERT honeypot deployment, several variants of malware were detected attempting 

to compromise exposed systems. Analysis of the captured samples indicates that Generic Trojan malware constituted 

the largest proportion of detected threats, accounting for approximately 53% of the total captured malware. This 

suggests that attackers frequently deploy Trojan-based payloads to gain unauthorized access, establish persistence, or 

deliver additional malicious components into targeted systems. 
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Figure 3 

The second most prevalent threat observed was Coinminer malware, representing 39% of the captured samples. 

Coinminer infections typically aim to exploit compromised systems by utilizing their computational resources for 

unauthorized cryptocurrency mining, which can significantly degrade system performance and operational stability. 

 

Malware Type  Total  

COINMINER 2767 

GENERIC TROJAN 3693 

RANSOMWARE 520 

UNKNOWN  62 

Grand Total  7042 

Table 3 

In addition, Ransomware accounted for around 7% of the detected malware, indicating continued attempts by threat 

actors to deploy ransomware payloads that could potentially encrypt organizational data and disrupt critical services. A 

small proportion, approximately 1%, remained undetected or unidentified, reflecting malware samples that could not 

be immediately classified during the analysis process. 
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The distribution of malware captured by the honeypot is illustrated in Figure 3, which highlights the dominance of Trojan 

and cryptocurrency-mining malware in the observed threat landscape. These findings demonstrate the importance of 

maintaining continuous monitoring mechanisms, such as honeypots, to detect emerging threats and enhance situational 

awareness of cyberattack patterns targeting networks in Brunei Darussalam. 

 

In 2025, BruCERT recorded a total of 609 reported cybersecurity incidents submitted by the public, government agencies, 

and private sector organisations in Brunei Darussalam. Analysis of these reports indicates that Phishing incidents 

constituted the highest number of cases, with 111 reports, followed by Scam-related incidents (91 cases) and 

Cyberbullying (89 cases). 

 

Other notable incident categories included general cyber-related cases classified as Others (80 cases) and Account 

Takeover incidents (65 cases), where attackers gained unauthorized access to online accounts. In addition, Impersonation 

(44 cases), Smishing (37 cases), and Phishing-related variants (35 cases) were also reported, highlighting the continued 

use of social engineering techniques by cybercriminals. 

 

A smaller number of incidents were recorded under Unethical Communication (18 cases), Sextortion (16 cases), Blackmail 

or Extortion (16 cases), and Compromised Devices (6 cases). These cases reflect emerging threats that target individuals 

through harassment, coercion, or unauthorized device access. 

 

Overall, the data demonstrates that social engineering and online fraud remain the dominant cybersecurity threats 

affecting users in Brunei Darussalam, with phishing and scam-related activities continuing to be the primary methods 

used by threat actors to exploit victims. 

 

The distribution of reported incidents is illustrated in Figure 4. 

 

Figure 4 
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3. BruCERT Activities in 2025 

3.1 Seminars/Conferences/Meetings/Visits 

In 2025, BruCERT continued to actively participate in various international cybersecurity meetings, conferences, and 

capacity-building programmes to strengthen collaboration with global Computer Emergency Response Teams (CERTs) 

and cybersecurity communities. These engagements provided valuable opportunities for information sharing, incident 

coordination, and discussions on emerging cybersecurity threats and best practices. Several meetings were conducted 

both physically and through virtual platforms. 

 

· From 25th November 2025 until 27th November 2025 ð BruCERT delegates attended the 23rd Annual General 

Meeting (AGM) and Annual Conference of the Asia Pacific Computer Emergency Response Team (APCERT) hosted 

by the Australian Cyber Security Centre in Sydney, Australia. The meeting gathered APCERT member teams from 

across the Asia-Pacific region to discuss regional threat trends, incident response coordination, and strategies to 

strengthen cybersecurity cooperation among member economies. 

· From 15th September 2025 until 16th September 2025 ð BruCERT delegates attended the 17th Annual Conference 

of the Organisation of Islamic Cooperation Computer Emergency Response Team (OIC-CERT). The conference 

brought together cybersecurity professionals and CERT representatives from OIC member states to discuss regional 

cyber threats, policy coordination, and collaborative initiatives aimed at enhancing cybersecurity resilience across 

member countries. 

· From April 2025 ð BruCERT participated in the APCERT Cyber Drill 2025, a regional cybersecurity exercise organised 

by APCERT to strengthen incident response capabilities among member teams. The exercise simulated various 

cyberattack scenarios and allowed participating CERTs to practice information sharing, incident analysis, and 

coordinated response mechanisms. 

· In 2025 ð BruCERT participated in the ITU Regional Cyber Drill hosted in Mongolia, organised by the International 

Telecommunication Union (ITU). Notably, BruCERT contributed its expertise in developing cyber incident scenarios 

for the exercise, supporting the design of realistic attack simulations used during the drill. The exercise included 

scenarios such as phishing campaigns, malware infections, and distributed denial-of-service (DDoS) attacks, 

enabling participating teams to practice coordinated incident response, technical investigation, and cross-border 

threat intelligence sharing among international CERT communities. 

3.2 Awareness Activities 

Throughout 2025, Cyber Security Brunei (CSB), through BruCERT, continued to strengthen national cybersecurity 

awareness through a series of public outreach and education initiatives targeting government agencies, organisations, 

and the public. 
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A total of 132 awareness sessions were conducted during the year, reaching 15,337 participants across schools, 

government institutions, and community groups. These programmes were delivered by seven certified trainers, focusing 

on key topics such as cyber hygiene, online safety, scam awareness, and emerging cyber threats. 

 

BruCERTõs digital awareness platform, www.secureverifyconnect.info, served as a central resource hub for cybersecurity 

information and recorded an average of 773 visits per month. In addition, BruCERT expanded its outreach through media 

and digital engagement, including participation in the òRampai Pagió radio segment and the production of 111 

awareness episodes, with an average of six educational videos played monthly. 

 

Complementing these efforts, 12 structured awareness sessions and targeted engagement programmes were conducted, 

while 146 users successfully completed the online awareness modules, demonstrating growing public participation in 

cybersecurity education. 

 

Figure 5 

These initiatives reflect BruCERTõs continued commitment to enhancing cybersecurity awareness and fostering a safer 

digital environment across Brunei Darussalam. 

 

In 2025, BruCERT conducted a total of 132 cybersecurity awareness sessions across various sectors in Brunei Darussalam. 

Most of these sessions were delivered to schools (77 sessions), reflecting a strong focus on educating students and 

youth on safe digital practices. This was followed by government agencies (38 sessions), community groups (17 sessions), 

and corporate organisations (7 sessions). These initiatives demonstrate BruCERTõs continued efforts to promote 

cybersecurity awareness and strengthen cyber resilience across multiple segments of society. 
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Figure 6 

  



 

 

51 

 

 

TLP:CLEAR 

 

 

 

 

 

 

 

1. Highlights of 2025 

1.1 Summary of Major Activities 

· October 2025 saw the successful conclusion of the 5th Cybersecurity Month, an initiative dedicated to building 

awareness and technical expertise. The month featured a high-impact full-day conference, technical sessions on 

forensics and network analysis, and practical cyber hygiene programs. 

· In collaboration with leading technical colleges, a National Capture the Flag (CTF) challenge was hosted to sharpen 

national cybersecurity talent. The competition drew a diverse field of participants, including students from three 

technical colleges alongside seasoned professionals from both the public and private sectors. 

· A 2-day Cybersecurity Capacity Building was organized specifically for high-level executives from critical sectors. 

The primary objective of the session was to strengthen cybersecurity awareness and leadership engagement at the 

executive level. 

2. About BtCIRT 

2.1 Introduction 

The Bhutan Computer Incident Response Team (BtCIRT) is part of the GovTech Agency. The overall mission of BtCIRT is 

to enhance cyber security in the country by implementing relevant cybersecurity plans and programs, including 

coordinating cybersecurity information and establishing computer security incident handling capabilities in the country. 

It is also mandated to proactively monitor government systems for cyber threats. 

2.2 Establishment 

BtCIRT was formally established on 20th May 2016 as the national focal point for coordinating and implementing 

BtCIRT 
Bhutan Computer Incident Response Team 
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cybersecurity activities and initiatives for Bhutan. 

2.3 Resources 

BtCIRT operates with fifteen working team members as of December 2025. 

2.4 Constituency 

BtCIRT constituents are all government institutions under the Royal Government of Bhutan (RGOB) utilizing government 

network infrastructure to host their IT resources and services. The services like awareness and reactive services are 

extended to all users within the country. 

3. Activities & Operations 

3.1 Scope and definitions 

As the apex body for cybersecurity in the country, BtCIRT is responsible for identifying and carrying out relevant 

cybersecurity plans and programs that contribute towards achieving the vision of safe and secure Bhutan. 

 

The specific mandates of BtCIRT are as follows: 

· Operate as a national contact in relation to coordinating and implementing all cyber security issues, plans and 

programs. 

· Conduct end-user awareness at national level and disseminate information on threats and vulnerabilities, and 

conduct security workshops related to various cyber security domains. 

· Actively monitor systems hosted in the Government Data Centre (GDC) for attacks and vulnerabilities and provide 

timely reports to the GDC operating team and the system administrators. 

· Conduct periodic security assessment of government systems and provide services to non-government 

organizations on request. 

· Represent Bhutan in international forums. 

· Develop relevant strategies, policies, standards, guidelines and baseline documents. 

3.2 Incident Handling Report 

The incident trends in figure 1 show that Information Gathering (467) is the most frequently recorded category followed 

by Intrusion Attempts (313). The Vulnerability Assessment (163) figures highlight a strong focus on proactively 
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identifying and addressing security weaknesses. The least recorded is Availability (2) related. Other categories of 

incidents handled are as depicted in the following graph: 

 

Figure 1: Incident handled by Incident Classification type in 2025 

4. Events organized / hosted 

4.1 Workshops/ Training 

Capacity development is another important mandate of BtCIRT to ensure that all the stakeholders in the cybersecurity 

ecosystem are prepared to meet the challenge of the ever-changing cybersecurity threat landscape. In that note, several 

capacity development activities have been carried out to strengthen the capabilities of all stakeholders. The key 

workshops are highlighted as follows: 

4.1.1 Cybersecurity Capacity Building by ITU-JICA 

The International Telecommunication Union (ITU) and the Japan International Cooperation Agency (JICA) Bhutan Office, 

the ITU-in collaboration with the Government Technology (GovTech) Agency and the Royal Government of Bhutanñ

conducted Cybersecurity Capacity Building training from May 20-21, 2025, in Thimphu, Bhutan. The training included 

participants from 21 government and regulatory agencies. A cyber crisis simulation and scenario focused on Critical 

Information Infrastructure was also conducted as a part of the training. 
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Figure 2: Group photo of the Participants 

4.1.2 Cyber Threat Management and monitoring Workshop 

A four-day Cyber Threat Management and Monitoring workshop was conducted with over 50 participants from 

government agencies, financial institutions, telecom providers, regulatory bodies, the Royal Bhutan Army, and academic 

institutions. The training focused on cyber threat identification, vulnerability assessment, risk management, and global 

cybersecurity frameworks and best practices, along with hands-on training using open-source security tools for threat 

detection, monitoring, and incident response. 
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Figure 3: Participants of the workshop 

4.1.3 Technical workshop on digital forensics and network analysis 

In collaboration with the National Cybersecurity Agency of the Czech Republic (NUKIB) and National Counterterrorism, 

Extremism, and Cybercrime Agency (NCTEKK), a three-day workshop on òDigital forensics and Network analysisó was 

conducted from 14 - 16 October 2025 with participation from 35 officials from different agencies. 

 

Figure 4: Participants at the workshop 
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4.1.4 Cyber conference 

The Bhutan Cybersecurity Conference 2025, held as a hybrid event on 24th October in Thimphu, brought together local 

and international cybersecurity experts to promote awareness, share insights, and foster partnerships in Bhutan. 

Featuring 13 speakers, including 5 international experts, the conference attracted over 60 participants from both public 

and private sectors, facilitating knowledge exchange, networking, and further strengthening Bhutanõs cybersecurity 

community. 

 

Figure 5: Participants at the Cybersecurity Conference 

4.2 Drills/Exercises 

The following drills were conducted: 

4.2.1 Cybersecurity Capture The Flag Challenge (24-25 October) 

The Cybersecurity Capture The Flag (CTF) challenge was held from 24ð25 October 2025 in collaboration with at 

Gyalpozhing College of Information Technology (GCIT) and Jigme Namgyel Engineering College (JNEC). The event 

engaged participants from three technical colleges: College of Science and Technology (CST), JNEC, and GCIT, as well as 

professionals from government and private sectors. A one-day workshop covering essential cybersecurity concepts, 

practical tools, exploitation demonstrations, and a CTF orientation was followed by a CTF competition. 
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Figure 6: Teams competing at the Capture the Flag challenge 

5. International Collaboration 

5.1 International partnerships and agreements 

BtCIRT has been a member of FIRST and APCERT since 2017 and with CAMP and GFCE since 2023. 

5.2 Capacity building 

BtCIRT members participated in various skill development programs, including training sessions, workshops, and 

conferences. These engagements have served as a foundation for enhancing the knowledge and expertise of our team 

while facilitating networking with national and international cybersecurity and CIRT communities. BtCIRT extends its 

gratitude to the organizers and sponsors for providing these valuable capacity-building opportunities. 

5.2.1 Trainings 

BtCIRT members participated in the following trainings, meetings and seminars: 

· APT Training Course on Cyber Security Technologies by KDDI Foundation from 15-24 January 2025 in Japan 

· CAMP Annual Meeting by Korea Internet & Security Agency (KISA) from 3-5 July 2025 in South Korea 
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· APISC Training by KrCERT/CC Korea Internet Security Agency (KISA) in 23 August to 1 September 2025 in South 

Korea 

· Integrated Cybersecurity for safer digital world by Singapore Cooperation Programme (SCP) from 13-17 October 

in Singapore 

5.2.2 Drills and Exercises 

· BtCIRT Participated in APCERT Cyber Drill in July 2025 

· BtCIRT Participated in ITU Regional Asia-Pacific CyberDrill from 2-5 September 2025 in Mongolia 

5.2.3 Contribution to Seminars, Conference & Presentations 

· BtCIRT participated in the South Asian Network Operator Groups (SANOG) Conference on August 22-23 August 

2025, delivering a presentation titled "Updates on BtCIRT." an annual event organized by volunteers comprising 

network, system, and ICT professionals, serves as a platform for knowledge sharing and collaboration. 

6. Future Plans 

BtCIRT is committed to enhancing its incident handling capabilities and further working on areas to improve the overall 

cybersecurity maturity of Bhutan. BtCIRTõs future goals include: 

Strengthening National Resilience: Continuous collaboration with critical sectors to protect Critical Information 

Infrastructure (CII) through national risk assessments, the development of regulations and standards, and the 

enhancement of institutional and technical capabilities. 

Enhancing Incident Response and Monitoring Services: Building team capacity to proactively monitor security events 

by enhancing our Security Operations Center (SOC) and incident response capabilities. This includes the proactive 

assessment of applications, systems, and networks. 

Strengthening National and International Collaborations: BtCIRT remains committed to improving national 

collaboration to ensure an efficient and effective coordinated response to incidents. Furthermore, we will continue to 

explore new partnerships with security organizations both within the region and beyond. 

 

These goals are key components of the National Cybersecurity Strategyõs action plans and programs. 

7. Conclusion 

In 2025, in addition to handling cybersecurity incidents, BtCIRT delivered a range of cybersecurity programs including 

capacity development and awareness initiatives for diverse target groups. Looking ahead, key priorities for the year will 

be strengthening national cybersecurity resilience, enhancing incident response and monitoring services, and 

strengthening national and international collaboration. 
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1. Highlights of 2025 

1.1 Summary of major activities 

· In the year 2025, Indian Computer Emergency Response Team (CERT-In) handled 29,44,248 incidents. The type of 

incidents handled were Website Intrusion & Malware Propagation, Malicious Code, Phishing, Distributed Denial of 

Service attacks, Website Defacements, Unauthorized Network Scanning/Probing activities, Ransomware attacks, 

Data Breach and Vulnerable Services. Remedial measures for handling incidents were suggested and implemented 

in coordination with relevant stakeholders. 

· CERT-In tracks latest cyber threats and vulnerabilities. A total of 1530 security alerts, 65 advisories and 390 

Vulnerability Notes were issued during the year 2025. 

· CERT-In conducted 32 cyber security training and awareness programs for Government, Public, Private sector 

organisations across all sectors to provide insights on latest cyber-attack trends, threat landscape and 

countermeasures, incident response and remediation, network and infrastructure security, application security, 

Internet of Things (IoT) security, Governance, Risk and Compliance and various latest topics in the area of Cyber 

Security. 

· CERT-In conducted 18 domestic cyber crisis exercises in 2025 for various organizations across Sectors and State 

Government Departments. 

· CERT-In has conducted 05 international exercise, contributed to planning & scenario development in 1 exercise 

and participated as a player in 4 International cyber security drills in 2025. 

1.2 Achievements & milestones 

· CERT-Inõs initiative to strengthen cybersecurity resilience in Indian cooperative banks has been featured in the 

Global Cybersecurity Outlook 2025 report by the World Economic Forum (WEF). The report featured a case study 

lauding the Indian Computer Emergency Response Team (CERT-In) for its groundbreaking initiative to enhance 

cybersecurity resilience. 

CERT-In 
Indian Computer Emergency Response Team 
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· World Economic Forumõs Global Communications Group released a video on Cyber Swachhta Kendra (CSK) of CERT-

In on January 18, 2025, before the Annual Meeting in Davos which was held on January 20, 2025. CSK is a free 

service from CERT-In for citizens to clean their digital devices from bots and malware as well as help organisations 

identify understand their vulnerable systems. 

· In April 2025, CERT-In was able to contribute to the òCyber Resilience Compassó paper published by the World 

Economic Forum and the University of Oxford. The report outlines 7 critical domains for strengthening resilience 

drawn from the front-line practices of leading organizations globally. 

· The Indian Computer Emergency Response Team (CERT-In) is one of the international partners to co-sign the joint 

high-level risk analysis report on Artificial Intelligence (AI) entitled òBuilding trust in AI through a cyber-risk-based 

approach,ó published by the National Cybersecurity Agency for France (ANSSI) in February 2025. The report 

advocates for a risk-based approach to support trusted AI systems and secure AI value chains and calls for 

discussions on AI-related cyber risks and how to mitigate them to foster trusted AI development. 

· A white paper published by the World Economic Forum and the Institute for Security and Technology in December 

2025 highlighted that during the course of 2024, CERT-In leveraged AI and situational awareness systems to analyse 

over 9,800 billion DNS queries, identifying 128 million phishing domains from 2.2 billion malicious queries in 

addition to sharing DNS-based threat intelligence with global partners to strengthen international cooperation and 

secure the digital ecosystem. 

2. About CERT-In 

2.1 Introduction 

i. CERT-In under Ministry of Electronics and Information Technology (MeitY), Government of India is established with 

the objective of securing Indian cyber space. CERT-In provides Incident Prevention and Response services as well 

as Security Quality Management Services. 

ii. Under Section 70B of the Information Technology Act, 2000, CERT-In has been designated to serve as national 

agency for incident response and for performing various other functions in the area of cyber security. CERT-In 

operates 24x7 incident response Help Desk for providing timely response to reported cyber security incidents. 

CERT-In provides incident prevention and response services as well as security quality management services. 

CERT-In performs the following functions in the area of cyber security: 

· Collection, analysis and dissemination of information on cyber incidents 

· Forecast and alerts of cyber security incidents 

· Emergency measures for handling cyber security incidents 

· Coordination of cyber incident response activities 

· Issue guidelines, advisories, vulnerability notes and whitepapers relating to information security practices, 

procedures, prevention, response and reporting of cyber incidents 



 

 

61 

 

 

TLP:CLEAR 

· Such other functions relating to cyber security as may be prescribed. 

iii. CERT-In creates awareness on cyber security issues through dissemination of information on its websites 

(https://www.cert-in.org.in and https://www.csk.gov.in). 

2.2 Establishment 

CERT-In has been operational since January, 2004. 

2.3 Constituency 

The constituency of CERT-In is the Indian cyber community and Indian cyberspace. CERT-In provides services to the 

government, public and private sector organizations across all sectors. In addition, CERT-In provides services to the 

individuals and home users also. 

3. Activities & Operations 

3.1 Scope and definitions 

CERT-In provides: 

· Proactive services such as advisories, security alerts, vulnerability notes, sharing of technical information such as 

Indicators of Compromises (IoCs), situational awareness of existing & potential cyber security threats and security 

guidelines for helping organizations to secure their systems and networks. 

· Reactive services when security incidents occur so as to minimize damage. 

· Security quality management services in the form of cyber security audits, promotion of best practices and cyber 

security exercises/drills. 

3.2 Incident handling reports 

The summary of activities carried out by CERT-In during the year 2025 is given in the following table: 

 

 Activities  Incidents in 2025  

Security Incidents handled  2944248 

Vulnerability Notes Published  390 

Advisories Published  65 

https://www.cert-in.org.in/
https://www.csk.gov.in/
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Security Alerts issued  1530 

Security Drills  23 

Trainings Organized  32 

Table 1: CERT-In Activities during year 2025 

3.3 Abuse statistics 

In the year 2025, CERT-In handled 29,44,248 incidents. The types of incidents handled were website intrusion & malware 

propagation, malicious code, phishing, distributed denial of service attacks, website defacements, unauthorized network 

scanning/probing activities, ransomware attacks, data breaches/leaks and vulnerable services. 

The summary of various types of incidents handled is given below: 

 

Security Incidents  2025 

Phishing  806 

Unauthorized Network Scanning/Probing  24,36,320 

Vulnerable Services  3,41,646 

Virus/ Malicious Code  1,48,223 

Website Defacements  8,386 

Website Intrusion & Malware Propagation  1,118 

Others  7,749 

Total  29,44,248 

Table 2: Breakup of Security Incidents handled 

3.4 Botnet Cleaning Initiatives 

· Botnet Cleaning and Malware Analysis Centre (Cyber Swachhta Kendra ð CSK) has been established by CERT-In for 

detection of compromised devices in India and to notify, enable cleaning and securing systems of end users to 

prevent further malware infections. The Centre is working in close coordination and collaboration with Internet 

Service Providers (ISPs), Antivirus companies, Academia and Industry. 

· Currently, CSK is covering ~98% of the subscriber base for notifications about botnet/malware infection. CSK also 

provides services for organizations from various sectors including Communications (Internet Service Providers), 

Finance, Healthcare, Transport, IT & ITeS, Government, Academia, ôIndustries & Manufacturingõ, Energy and Smart 

Cities are collaborating and being benefited by using CSK services. 
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· CSK celebrated awareness campaign ôCyber Swacchhta Pakhwadaõ from 1-15 February 2025 and ôNational Cyber 

Security Awareness Monthõ in October 2025, in coordination with Internet Service Providers (ISP) and Antivirus 

Companies for spreading awareness and information regarding cyber security threats, challenges and safeguarding 

citizens against them. 

· CSK provides three Free Bot Removal Tools (FBRTs) developed in collaboration with òQuickHealó, òK7ó and "eScan" 

with a cumulative of 89.55 lakh downloads recorded till December 2025. These FBRTs are available for Microsoft 

Windows and Google Android platforms. CSK also provide Mobile Security Application for Android platform to 

users via web portal. 

 

Figure 3: CSK Free botnet removal tools download statistics 2025 

3.5 Security Profiling, Assurance framework and Audit Services 

· Under Security Assurance Framework, Indian Computer Emergency Response Team (CERT-In) has created a panel 

of ôIT security auditing organizationsõ for carrying out information security auditing, including vulnerability 

assessment and penetration testing of computer systems, networks & applications of various organizations of the 

Government, critical infrastructure organizations and those in other sectors of Indian economy. 

· CERT-In has empanelled 237 Information Security Auditing organizations, on the basis of stringent qualifying 

criteria, to carry out information security audit, including the vulnerability assessment and penetration testing of 

the networked infrastructure of government and critical sector organizations. This list of CERT-In empanelled 

information security auditing organizations is being consulted frequently by the entities in Government and critical 

sectors for their information security auditing requirements. 

· CERT-In has implemented data science platform for conducting periodic data analysis on audit findings from across 
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country. The project enabled identification of areas for policy interventions. CERT-In has published Guidelines for 

Secure Application Design, Development, Implementation & Operations. 

· Government and critical sector organizations are implementing the security best practices in accordance with ISO 

27001 standard and as per the advice issued by CERT-In. Implementation enabling workshops/interactions are 

conducted periodically. Services of CERT-In empanelled technical IT security auditors are being used for technical 

as well as compliance audits. CERT-In has also carried out episodic security audits of key organizations for 

enhancing their security posture. 

3.6 Cyber Threat Intelligence Sharing 

· A core part of CERT-Inõs mission as the first responder with respect to Incident Response and Security Teams is to 

provide a trusted community platform for sharing cyber threat intelligence and situational awareness. CERT-In 

releases Indicators of Compromises (IoCõs) covering operational, tactical and strategic, alerts, advisories & 

vulnerability notes to update the Government and critical sector organizations about the existing and potential 

threats and suitable necessary actions to counter those threats. 

· CERT-In has operationalised its own Threat Intelligence eXchange platform based on STIX and TAXII standards. This 

automated platform facilitates bidirectional sharing of operational, strategic, enriched tactical threat intelligence to 

various counterparts and stakeholders in near real time in automatic fashion, thus helping to build a cyber-resilient 

ecosystem in the Indian cyber space. 

· The platform collects, correlates, enriches, contextualizes, analyses, integrates and pushes to the partners in near 

real time with Traffic Light Protocol (TLP) tags. The shared data can be consumed by the recipients into their 

automated workflows. This will help to streamline their threat detection, management, analysis and defensive 

process. 

· During the year 2025, CERT-In via its email mechanism and with its automatic threat Intel sharing platform- shared 

threat intelligence alerts with the constituency. Chief Information Security Officers (CISOs) of various organizations 

are getting benefitted by the curated operational and tactical threat intelligence digest shared through an 

automated platform as well as email covering latest cyber threats targeting Indian Cyber space and enabling 

proactive mitigation actions. 

3.7 National Cyber Coordination Centre (NCCC) 

Continuously evolving cyber threat landscape and its impact on well-being of information technology, national economy, 

and cyber security necessitates the need for near-real time situational awareness and rapid response to cyber security 

incidents. Government has set up the National Cyber Coordination Centre (NCCC) to generate macroscopic views of the 

cyber security threats in the country. The centre scans the cyberspace in the country at meta-data level and generates 

near real time situational awareness. The centre is facilitating various organizations and entities in the country to mitigate 

cyber-attacks and cyber incidents on a near real time basis. 
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3.8 Cyber Forensics 

Cyber Forensics Lab (CFL) of CERT-In is equipped with the equipment and tools to carry out data retrieval, processing 

and analysis of the raw data extracted from the digital data storage and mobile devices using sound digital forensic 

techniques. The primary task of the Lab is to assist the Incident Response (IR) team of CERT-In on occurrence of a cyber-

incident and extend digital forensic support to carry out further investigation. In addition, cyber forensics lab is being 

utilized in investigation of the cases of cyber security incidents and cyber-crimes, submitted by central and state 

government ministries / departments, public sector organisations, law enforcement agencies, etc. The Cyber Forensics 

Lab of CERT-In has been notified as Examiner of Electronic Evidence in exercise of the powers conferred by section 79A 

of the information Technology Act, 2000. 

3.9 CVE Numbering Authority (CNA) 

CVE is an international, community-based effort and relies on the community to discover vulnerabilities. The 

vulnerabilities are discovered then assigned and published to the CVE List. Information technology and cybersecurity 

professionals use CVE Records to ensure they are discussing the same issue, and to coordinate their efforts to prioritize 

and address the vulnerabilities. The vulnerabilities are discovered then assigned and published by organizations from 

around the world that have partnered with the CVE Program. Partners publish CVE Records to communicate consistent 

descriptions of vulnerabilities. 

CNAs are organizations responsible for the regular assignment of CVE IDs to vulnerabilities, and for creating and 

publishing information about the Vulnerability in the associated CVE Record. The CVE List is built by CVE Numbering 

Authorities (CNAs). Every CVE Record added to the list is assigned by a CNA. The CVE Records published in the catalog 

enable program stakeholders to rapidly discover and correlate vulnerability information used to protect systems against 

attacks. 

CERT-In has been undertaking responsible vulnerability disclosure and coordination for vulnerabilities reported to CERT-

In since its inception. To move a step further in the direction to strengthen trust in òMake in Indiaó as well as to nurture 

responsible vulnerability research in the country, CERT-In has now partnered with the CVE Program, MITRE Corporation, 

USA. In this regard, Indian Computer Emergency Response Team (CERT-In) has been authorized by the CVE Program, as 

a CVE Numbering Authority (CNA) for vulnerabilities impacting all products designed, developed and manufactured in 

India. 

3.10 Publications 

CERT-In published the following key guidelines and whitepapers in 2025. 

i. Cyber Security Guidelines for Smart City Infrastructure 
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ii. Technical Guidelines on Software Bill of Material, Quantum Bill of Material, Cryptography Bill of Material, AI Bill Of 

Material & Hardware Bill of Material. 

iii. 15 Elemental Cyber Defense Controls for Micro, Small, and Medium Enterprises (MSMEs). 

iv. Comprehensive Cyber Security Audit Policy Guidelines. 

v. Digital Threat report for BFSI Sector 

vi. India Ransomware Report 2024 

vii. Whitepaper on òTransitioning to Quantum Cyber Readinessó 

viii. Whitepaper on òGood Practices for protecting Unmanned Aircraft Systems (UAS) against Cyber Security Threatsó 

ix. Advisory on òCybersecurity Threats and Best Practices for Satellite Communicationsó 

x. Advisory on òEssential Measures for Industry for Safeguarding Business Operations against Cyber Security Threatsó. 

xi. Advisory on òEssential Measures for MSMEs for Safeguarding Business Operations against Cyber Security Threatsó 

xii. Advisory on òBest Practices against vulnerabilities while using Generative AI solutionsó 

CERT-In published several cyber security awareness booklets in 2025. 

i. òCyber Smart Kids: Suraksha Guideó for children to protect from cyber threats. 

ii. òCyber Security Best Practices for Senior Citizensó to educate senior citizens on cyber security best practices for a 

safe online experience. 

iii. "Cyber Security Handbook for Mahila Suraksha" on the occasion of International Womenõs Day 2025. 

iv. òDigital Safety compass Handbookó on the occasion of Safer Internet Day on 11 February 2025. 

v. CERT-In created its own awareness content in various forms such as one liner quick safety tips, detailed posters 

with best practices, infographics in 9 Indian languages, visual meme posters, AI videos, awareness booklets for 

dissemination on official websites and social media handles. A total of 351 such posters/videos have been made 

and published for spreading awareness among digital nagriks and enterprises during NCSAM October 2025 

Research Publications 

i. òA robust and implementable approach for AI vulnerability risk scoringó, in International Journal of Cybernetics and 

Cyber-Physical Systems. 

ii. òCyber Security and High-Performance ComputingÊthe Intertwined Futureó in 40th Indian Engineering Congress, 

19-21 December 2025, Durgapur. 

iii. òBridging Intelligence and Security: Cyber Defense Strategies for Humanð Computer Interfacesó in 40th Indian 

Engineering Congress, 19-21 December 2025, Durgapur. 
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4. Events organized / hosted 

4.1 Training 

· CERT-In regularly conducts cyber security training/workshop programs for development of cyber security capacities, 

skill building within Government, Public and Private Sector organizations across all sectors on various contemporary 

and focused topics of Cyber Security. In 2025, CERT-In has conducted 32 such training/workshop programs on 

various specialized topics of cyber security. A total of 20,799 participants have been trained covering 

system/network administrators, database administrators, application developers, IT managers, Chief Information 

Security Officers (CISOs)/ Chief information officers (CIOs), and IT/Security professionals. 

· CERT-In regularly carry out various activities for creation of cyber security awareness within organisations as well as 

for upgrading the technical knowhow of various stakeholders, and citizen sensitization campaigns with respect to 

cyber-attacks and incidents. CERT-In observed the National Cyber Security Awareness Month (NCSAM) during 

October 2025 by organizing various events and activities for citizens as well as the technical cyber community in 

India with a theme of " Cyber Jagrit Bharató. The total outreach of National Cyber Security Awareness Month 

(NCSAM) October 2025 is 35,85,81,238. CERT-In also observes òSafer Internet Dayó on 2nd Tuesday of February 

Month every year, Swachhta Pakhwada from 1 to 15 February of every year and Cyber Jagrookta Diwas (CJD) on 

1st Wednesday of every month for sensitizing internet users on cyber-attacks & incidents and safety measures. In 

2025, CERT-In conducted 78 such awareness sessions for different sectors including programs in collaboration with 

partners. A total of 91,265 participants were covered in these programs. 

· CERT-In is regularly sharing safety & security tips and awareness posters, infographics and videos through its official 

websites and social media handles such as Facebook, X (Twitter), Instagram, YouTube and LinkedIn for sensitising 

internet users on cyber-attacks, incidents, cybersecurity best practices. CERT-In also shares information about cyber 

security alerts, advisories, vulnerability notes and current events on regular basis through its official social media 

handles. 

4.2 Drills & exercises 

· Cyber security exercises are being conducted by CERT-In to help the organizations to assess their preparedness to 

withstand cyber-attacks. These exercises have helped tremendously in improving the cyber security posture of the 

information infrastructure and training of manpower to handle cyber incidents, besides increasing the cyber security 

awareness among the key sector organizations. CERT-In has conducted 18 such cyber security exercises in 2025. 

· Till 2025, CERT-In has conducted 126 Cyber security exercises of different complexities, including table top exercises, 

with participation from around 1651 organizations covering various sectors of Indian economy from 

Government/Public/Private including Defense, Paramilitary forces, Space, Energy, Telecommunications (ISPs), 

Finance, Health, Oil & Natural Gas, Transportation (Railways & Civil Aviation), IT/ ITeS/ BPO sectors and State Data 
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Centers. 

4.3 Conferences and seminars 

· CERT-In in collaboration with NeGD conducted a 2-day Cyber Security Workshop & Table Top eXercise (TTX). 100+ 

participants from 27 states, 38 ministries attended the event which focused on State CSIRT establishment, CERT-In 

guidelines, Security operation Centre, Cyber Crisis Management Plan, TTX and Cyber laws & Quantum Risks. 

· To promote the importance of post quantum cyber readiness, CERT-In organized a one-day training programme at 

CERT-In during October 2025. More than 80 participants from different Government organizations across the 

country participated in the event. 

5. International Collaboration 

5.1 International partnerships and agreements 

· Strengthening International cooperation to effectively deal with cyber security issues has been one of the main 

focus areas of the government. As such, this aspect is being dealt with by way of security cooperation arrangements 

in the form of Memorandum of Understandings (MoUs) between Indian Computer Emergency Response Team and 

its overseas counterpart agencies that are willing to work together and share information in a timely manner for 

preventing cyber incidents and cyber-attacks as well as collaborating for providing swift response to such incidents. 

· CERT-In is regularly coordinating with leading service providers and product vendors within and outside the country 

to obtain advance information on latest cyber threats and attack trends and devise appropriate proactive and 

preventive measures. 

· CERT-In is a member of various working groups under APCERT such as Information sharing working group, Drill 

working group, Malware Mitigation working group, Tsubame working group and Training Working Group. 

· CERT-In is a member of global Forum of Incident Response and Security Teams (FIRST). The membership in FIRST 

enables incident response teams to more effectively respond to security incidents in a reactive as well as proactive 

manner. 

· CERT-In is also an Accredited Member of Task Force for Computer Security Incident Response Teams / Trusted 

Introducer (TF-CSIRT/TI). 
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5.2 Capacity building 

5.2.1 Training 

· CERT-In delivered the technical training session on òImpact of AI on Cyber Threat Intelligence (CTI)ó for APCERT 

members on 30 December 2025. 

 

· CERT-In participated in the APISC security training course hosted by KrCERT/CC, KISA during Aug 25-29 at Seoul, 

South Korea. 

· CERT-In participated in the APCERT online training on òCentralized threat monitoring/threat huntingó on 29th April 

2025. 

· CERT-In participated in the APCERT online training on òRansomware Trends and Case Studiesó on 24th February 

2025. 

· CERT-In officials also participated in the 301L ICS Cybersecurity Training provided by CISA in Idaho falls USA in 2025. 

5.2.2 Drills & exercises 

· CERT-In has conducted 5, contributed in 1 international exercise planning & scenario development and participated 

as player in 4 International cyber security drills in 2025. 

· CERT-In participated in the Global Inter-governmental POC Directory Simulation Exercise for the Asia-Pacific region 

on 17 March 2025. The simulation enabled POC from 20 countries to practice operational and diplomatic 

coordination workflows while strengthening their understanding the use of technical and diplomatic Point of 

Contact directory and their roles in Cybersecurity cooperation. 

· CERT-In contributed and participated in the APCERT Drill 2025 held on 29th July 2025. The theme of the drill was 
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òWhen Ransomware Meets Generative AIó. The exercise witnessed participation from 22 CERTs across 18 APCERT 

economies and 7 CSIRTs from OIC-CERT and AfricaCERT, fostering international collaboration and preparedness 

against AI-driven ransomware threats. 

· CERT-In participated in the ACID Drill 2025 conducted during 21ð22 October 2025, focusing on òSecuring Network 

Devices at the Edgeó along with a parallel TTX on òCross-Border Threats to Critical Information Infrastructure.ó The 

exercise strengthened international readiness by testing response approaches to evolve multi-jurisdictional cyber 

threats. 

· CERT-In participated in the 2nd BRICS Cyber Drill held during 29 ð 30 October 2025, focusing on the theme òCentral 

Bank Digital Currency (CBDC) Node Compromise ð Systematic Implicationsó. The two-day drill enhanced cross-

nation coordination and preparedness for financial-sector cyber incidents with systemic impact. 

· CERT-In participated in the global Quantum Dawn VIII international cybersecurity exercise held during 04ð06 

November 2025, organized by the Securities Industry and Financial Markets Association (SIFMA). The three-day 

simulation engaged over 900 participants from more than 100 CSIRTs and institutions worldwide, including financial 

firms, central banks, regulators, and law enforcement. The exercise tested the resilience of core financial operations 

through multi-faceted crisis scenarios and strengthened global crisis management, recovery planning, and cross-

sector information-sharing mechanisms. Participants collaboratively assessed impacts and response strategies, 

enhancing coordinated decision-making and regulatory preparedness for large-scale cyber events. 

5.2.3 Seminars & presentations 

· CERT-In participated in the APCERT AGM and presented in the Conference held in Sydney Australia during 25- 27 

November 2025. 

  

· CERT-In participated in the FIRST Conference during 22-27 June 2025 in Copenhagen, Denmark. 

· CERT-In participated in DEF CON 33, held during 7-10 August 2025 in Nevada USA. 

· CERT-In participated in Blue Team Conference held during 9-12 September 2025 in Fairmont Chicago. 

· CERT-In participated in Underground Economy held during 01-04 September 2025 in Strasbourg, France. 

· CERT-In participated in the 75th Task Force for Computer Security Incident Response Teams (TF-CSIRT) Meeting at 

Reykjavik, Iceland held during 29 September to 01 October 2025. 

· CERT-In participated in CyberCon-2025 held during 15-17 October in Australia. 

· CERT-In participated in AUSCERT conference at Star Gold coast, Australia during 20-23 May 2025. 
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· CERT-In participated in 16th Annual Billington Cybersecurity Summit, held during 9-12 September in Washington 

DC USA. 

5.3 Other international activities 

· CERT-In participated in the Eleventh substantive session of the Open-ended Working Group on security of and in 

the use of information and communications technologies held during 07-11, July 2025. 

· CERT-In, MeitY along with MEA conducted a familiarization visit and interactive session for Journalists from EU 

countries chaired by Dr. Sanjay Bahl, Director General, CERT-In in New Delhi, India on roles and responsibilities of 

Indian Computer Emergency Response Team (CERT-In), Research and Development as well as Startups in building 

a secure and resilient cyberspace, countering cyber threats and enforcing security policies etc. followed by a Q&A 

session on 29 October 2025 at Ministry of Electronics and Information Technology (MeitY). 

· The Indian Computer Emergency Response Team (CERT-In), Ministry of Electronics and Information Technology 

(MeitY), in collaboration with the Ministry of External Affairs (MEA), conducted a cybersecurity familiarization visit 

and interactive session for visiting journalists from Europe, America and Central Asian countries on 12 December 

2025. The session was chaired by Dr. Sanjay Bahl, Director General, CERT-In in New Delhi, India. Shri Krishan Kumar 

Singh, Joint Secretary, MeitY, offered welcome remarks to the delegation and highlighted various initiative of the 

ministry, including the India AI Impact Summit 

6. Conclusion 

CERT-In is the national agency for incident response and various other functions in the area of cyber security for the 

Indian cyber community. CERT-In is working to improve the security of Indian Cyber space. CERT-In committed to 

continue its efforts and contributions to the APCERT community to make the Asia Pacific region cyberspace safe and 

secure. 

Contact Information 

Postal Address 1: 

Indian Computer Emergency Response Team (CERT-In) 

Ministry of Electronics & Information Technology (MeitY) 

Government of India 

Electronic Niketan 

6, CGO Complex, Lodhi Road 

New Delhi ð 110003, India 
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Postal Address 2: 

CERT-In Office, Block ð 1 

Delhi IT Park, Shastri Park 

Delhi ð 110053, India 

Phone: +91-11-22902703, 22902704 

Incident Response Help Desk: 

Phone: +91-11-22902657, +91-11-24368572, +91-1800-11-4949 (Toll Free) 

Fax: +91-11-24368546, +91-1800-11-6969 (Toll Free) 

Incident report to Incident Response Help Desk at: 

Email: incident@cert-in.org.in 

· User ID: incident@cert-in.org.in 

· Key ID: 0xB620D0B4 

· Key Type: RSA 

· Expires: 2026-12-31 

· Key Size: 4096/4096 

· Fingerprint: A768 083E 4475 5725 B81A A379 2156 C0C0 B620 D0B4 

· Phone: +91-11-22902657 

· Toll Free Phone: +91-1800-11-4949 

· Toll Free Fax: +91-1800-11-6969 

 

Vulnerability report, security alerts, or any other technical questions/feedback related to cyber security, 

contact CERT-In Information Desk at: 

Email: info@cert-in.org.in 

PGP Key Details: 

· User ID: info@cert-in.org.in, advisory@cert-in.org.in, subscribe@cert-in.org.in 

· Key ID: 0x275CCACF 

· Key Type: RSA 

· Expires: 2026-12-31 

· Key Size: 4096/4096 

· Fingerprint: EABE 086A 6FC4 CB47 3F29 A90B DE30 A071 275C CACF 

· Phone: +91-11-22902657 

· Toll Free Phone: +91-1800-11-4949 

· Toll Free Fax: +91-1800-11-6969 

  

mailto:incident@cert-in.org.in
mailto:incident@cert-in.org.in
mailto:info@cert-in.org.in
mailto:info@cert-in.org.in
mailto:advisory@cert-in.org.in
mailto:subscribe@cert-in.org.in
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Email: csk@cert-in.org.in 

PGP Key Details: 

· User ID: csk@cert-in.org.in 

· Key ID: 0x4EE11788 

· Key Type: RSA 

· Expires: 2030-05-31 

· Key Size: 4096/4096 

· Fingerprint: E204 D43D 0296 40FB 8DB9 0290 706D EF4D 4EE1 1788 

For International Liaison activities 

Email: international@cert-in.org.in 

Official social media handles of @IndianCERT 

· Facebook: https://www.facebook.com/IndianCERT/ 

· X (formerly Twitter): https://twitter.com/IndianCERT 

· Instagram: https://www.instagram.com/cert_india/ 

· LinkedIn: https://www.linkedin.com/company/indiancert-cert-in/ 

· YouTube: https://youtube.com/@indiancert 

  

mailto:csk@cert-in.org.in
mailto:international@cert-in.org.in
https://www.facebook.com/IndianCERT/
https://twitter.com/IndianCERT
https://www.instagram.com/cert_india/
https://www.linkedin.com/company/indiancert-cert-in/
https://youtube.com/@indiancert
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1. Introduction 

The Philippine National Computer Emergency Response Team (CERT-PH) Division under the Cybersecurity Bureau, 

Department of Information and Communications Technology (DICT) is responsible for receiving, reviewing, and 

responding to computer security incident reports and activities.  

 

CERT-PH also monitors the implementation of the information security incident response plan to ensure that detected 

and reported cybersecurity incidents and events are given appropriate and immediate response.  

 

The CERT-PH is the highest body for cybersecurity related activities. All CERTs, Government CERTS, Sectoral (or Private) 

CERTs, as well as organizational CERTs shall coordinate and report incidents to the National CERT. 

1.1 NCERT Core Functions 

1.1.1 Incident Response 

· Responds to Cybersecurity incidents reported to the Bureau (internal and external to the Department); Monitors 

the implementation of the Information 

· Security Incident Response Plan to ensure that detected, and reported incidents are given appropriate immediate 

action 

· Develops well-structured processes for handling and managing information security events and enabling tools, 

methodologies, and practices. 

1.1.2 Vulnerability and Penetration Testing 

· Conducts Vulnerability Assessment and penetration testing to Government Agencies and Instrumentalities. 

· Examines and evaluates websites/ web applications, mobile applications, network assets, and source code to 

identify existing vulnerabilities that can be exploited by adversaries. 

  

CERT PH 
Philippines National Computer Emergency Response Team 
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1.1.3 National Security Operations Center 

· Provides technical details and analysis of discovered vulnerabilities and criticality to system owners. 

· Ensures the continuous operation of the National SOC, its 24/7 monitoring and response, secure end-point access, 

protection against DNS-base attacks, and the reputation of connected agencies. 

· serves as the centralized facility for detection, monitoring, and rapid response to security incidents in the connected 

agencies. 

· Monitors the system for possible information security threats and injects countermeasures and remedies. 

1.1.4 Cyber Threat Monitoring 

· Collects and analyzes data from publicly available sources and feeds regarding cyber threats 

· Collaborates with international and local communities and organizations on existing and new threats in cyberspace 

· Develops an effective implementation approach to monitoring and information sharing of cyber security incidents. 

2. Operations and Delivery of Frontline Services 

2.1 Incident Response and Handling 

From January 1 to December 31, 2025, NCERT managed a total of 2,042 cybersecurity incidents across various critical 

infrastructure sectors in the Philippines. During this reporting period, the CIR team managed a high volume of security 

incidents with perfect adherence to service level agreements. 

 

Notably, the team achieved a 100% SLA response rate, ensuring that every threat was acknowledged and addressed 

within the mandated timeframes. Our resolution speed remains consistent across all severity levels, indicating a robust 

and scalable response framework. 

 

Figure 1. Incident Handling Overview 
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2.1.1 Key Performance Indicators (KPIs) 

 

Metric  Achievement  Note  

Total Incidents Responded  2,042 Total volume of security events handled. 

SLA Compliance Rate  100% All incidents acknowledged/ responded within target.  

Avg. Resolution (High/Critical)  8.94 Days Time from detection to final remediation.  

Avg. Resolution (Med/Low)  8.63 Days Time from detection to final remediation.  

2.1.2 Monthly Breakdown 

Throughout the year, the team successfully responded to incidents on a monthly basis, demonstrating sustained 

operational capability and adaptability to fluctuating demand. Incident response activities remained steady during the 

first quarter, increased gradually in the second quarter, and peaked significantly in July, when the highest number of 

incidents were addressed. 

 

Despite the surge, the team effectively managed elevated workloads through August and September, maintaining 

consistent response efforts during this high-demand period. Incident volumes then declined toward the final quarter, 

concluding with the lowest number of cases in December. 

 

Figure 2. Incidents Handled per Month 

2.1.3 Breakdown of Incidents based the Sectors Affected 

This accomplishment reflects the wide reach and impact of incident response efforts across both government and non-

government sectors. National Government Agencies (NGAs) accounted for the highest number of assisted incidents at 

760, highlighting the priority given to protecting core government operations and critical national systems. The private 

sector followed with 424 incidents, underscoring strong engagement in supporting businesses that are vital to economic 

continuity. 
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Figure 3. Incidents Handled vs. Sectors Affected 

Educational institutions, including state universities and colleges, high schools, and elementary schools (SUC/HS/Elem), 

recorded 401 incidents, showing a sustained focus on safeguarding learning environments and academic systems. Local 

Government Units (LGUs) were assisted in 370 incidents, reflecting support extended to frontline public service providers 

at the local level. 

 

Lastly, Government-Owned and Controlled Corporations (GOCCs) logged 87 incidents, indicating targeted assistance to 

specialized government enterprises. Overall, the breakdown demonstrates a comprehensive and inclusive approach to 

incident handling across critical sectors. 

2.1.4 Breakdown of Incidents based on Incident Category 

 

Figure 4. Incidents Handled vs. Incident Type 
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This breakdown reflects the full range of cyber incidents handled, led by compromised systems, followed by credential-

related incidents, data breaches, and web application (CMS) compromises, with additional cases involving servers, 

malware, and service disruptions. All recorded incidents across all categories were responded to within the prescribed 

Service Level Agreement (SLA), achieving a 100% SLA compliance rate. This means every incident handledñregardless 

of severity or typeñreceived timely action within the required response timeframe, demonstrating consistent 

operational readiness, effective incident management processes, and strong coordination in responding to cyber threats. 

2.1.5 Breakdown of Incidents based on Severity Level 

This severity-level breakdown shows that the majority of incidents handled were classified as Moderate (1,499 cases), 

indicating a high volume of routine but operationally significant cyber issues requiring prompt action. This is followed 

by Low-severity incidents (278 cases) and High-severity incidents (188 cases), reflecting a mix of minor events and 

serious threats with potential operational impact. Elevated incidents (63 cases) and a smaller number of Critical 

incidents (14 cases) represent the most sensitive cases that required immediate and heightened response. 

 

Figure 5. Incidents Handled vs. Severity Level 

2.2 Vulnerability Assessment and Penetration Testing 

2.2.1 Number of Accomodated Requests for VAPT 

From January to December 2025, CERT-PH received and responded to a total of 214 requests from various government 

agencies and instrumentalities with an average of 18 requests each month. 



 

 

79 

 

 

TLP:CLEAR 

 

Figure 6. Monthly VAPT request and agencies undergone VAPT 

Of these requests, 189 agencies were provided with VAPT services. Most requests originate from National Government 

Agencies (NGAs), followed by Local Government Units (LGUs), State Universities and Colleges (SUCs), and Government-

Owned and Controlled Corporations (GOCCs). 

 

In line with these requests, Vulnerability Assessment and Penetration Testing (VAPT) services were conducted, both 

remotely and on-site, on a total of 3,251 assets including web applications, networks, and source codes.  

 

These activities aimed to identify potential attack vectors that could be exploited by adversaries to compromise the 

security, privacy, and operational integrity of government agencies and other stakeholders of DICT. The engagements 

also involved proactive collaboration with various stakeholders to strengthen their overall cybersecurity posture. 

 

Moreover, from the total assessed and tested assets, a cumulative 2,844 vulnerabilities were identified, of which 628 

were successfully remediated. The remaining vulnerabilities were either classified as false positive or could not be verified 

as resolved due to the non-submission of the Post-Assessment Form (PAF). 

 

Further, some government agencies risk-accept identified vulnerabilities when they fall within their defined risk appetite, 

meaning potential impacts align with acceptable business disruption levels. Also, dependencies delayed fixes of the 

agencies, such as third-party vendor involvement, unavailable patches or updates, and lack of skilled manpower to 

remediate the vulnerabilities. Another reason why agencies risk-accept vulnerabilities is to meet the given remediation 

timeline by CERT-PH, as they need additional timeline especially when numerous and highly complex vulnerabilities were 

identified during the assessment. 
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Figure 7. Systems requested for VAPT and systems undergone VAPT monthly 

2.2.2 Project Secure Online Network Assessment and Response System (SONAR) 

In the exigency of service and to ensure data privacy and security of the information assets of the various government 

agencies, the CERT-PH is conducting Monthly Vulnerability Scanning of publicly accessible assets under the GOV.PH and 

EDU.PH domains through the PROJECT SONAR. The Project encompasses the Automated Vulnerability Scanning and 

Detection and Domain Name System (DNS). 

 

The conduct of vulnerability scanning and detection across various government agencies and instrumentalities adopts 

a comprehensive and proactive strategy to monitor and mitigate risks associated with identified flaws and 

misconfigurations of publicly accessible digital assets of government agencies and instrumentalities. These assets include 

websites, web applications, portals, web servers, name servers, among others. Although this proactive approach is 

different from the frontline service provided by the CERT-PH through its Vulnerability Assessment and Penetration 

Testing (VAPT), this endeavor is in line with National Cybersecurity Plan (NCSP) and the Departmentõs commitment and 

unwavering resolve mitigate vulnerabilities and reducing cyber risk of Philippine government publicly accessible digital 

assets. 

 

In 2025, CERT-PH has conducted automated vulnerability assessment to approaching 3000 website/web applications of 

1,224 government agencies and instrumentalities, identifying almost 370,000 vulnerabilities, of which 13,851 were 

remediated. 
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Figure 8. 2025 scanned websites, reported vulnerabilities, and remediated vulnerabilities 

2.3 National Security Operations Center 

2.3.1 Deployment Overview 

NSOC successfully achieved its target of establishing connections with thirty (30) national government agencies in 2025, 

marking a significant milestone in strengthening inter-agency cybersecurity coordination and incident monitoring 

capabilities. This accomplishment reflects the continued commitment to enhancing the governmentõs overall cyber 

defense posture through improved collaboration, information sharing, and centralized security operations. 

 

Building on this achievement, NCERT aims to significantly expand its coverage to ninety (90) national government 

agencies in 2026. This expansion is intended to further reinforce the governmentõs resilience against the ever-evolving 

cyber threat landscape by enabling broader visibility, faster incident response, and more proactive threat detection 

across critical government systems and networks. 

2.3.2 Security Metrics 

Among the thirty (30) connected agencies, twenty-eight (28) are fully operational within the NSOC framework, 

demonstrating effective coordination and integration across multiple government sectors. 

 

Significant progress has also been made in strengthening the cybersecurity posture of these agencies through the 

implementation of standardized security measures to protect data and ensure operational continuity. 

· 97% Endpoint protection has been implemented in 29 out of 30 agencies. 

· 93% Endpoint policies have been configured in 28 out of 30 agencies. 

· 97% Server policies have been put in place in 29 out of 30 agencies. 
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These efforts are central to NSOC's mission to protect and secure the nation's most critical assets, ensuring that the 

agencies can operate effectively in a complex cybersecurity environment. 

2.3.3 Ticket Status 

In 2025, NSOC handled a total of 36,509 tickets, highlighting the systemõs comprehensive nature and the increasing 

volume of incidents managed.  

 

The significant increase in the number of tickets, from 4,101 in 2024, can be attributed to enhanced visibility resulting 

from the expanded NSOC coverage through deployment to more government agencies and institutions. 

 

With 26,754 tickets closed, NSOC demonstrated efficiency in monitoring and mitigating the incident. The 60 tickets 

closed with no response represent cases that were closely monitored and had reached the maximum follow-up 

threshold, highlighting the sectionΐs commitment to addressing and resolving detected incidents. 

 

Figure 9. Percentage of Closed Tickets with No Response and Closed Tickets 

2.3.4 Incident Case Severity 

As for the severity classification of resolved incidents, NSOC handled a total of 15,400 low-risk cases, followed by 

10,708 medium-risk, 9,624 high-risk, and 637 critical-risk cases. 

 

This distribution of incidents across severity levels reflects the dynamic nature of threats encountered throughout the 

year by the connected agencies and the continuous efforts to address them. Effectively managing low- and medium-

risk cases helps prevent potential escalation, while high- and critical-risk cases require meticulous scrutiny and swift 

mitigation to protect government systems and infrastructure. 
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Figure 10. Severity Classification of Resolved Incidents 

To enhance incident management, the section refined its ticketing system and reporting processes, ensuring better 

tracking, follow-up, and documentation of each case. These improvements contributed to a more structured and efficient 

approach. 

 

As cyber threats continue to evolve, NSOC remains committed to strengthening its capabilities, improving operational 

workflows, and fostering collaboration with agencies to enhance national cybersecurity resilience. 

2.3.5 Protective Domain Name System (Pdns) 

To intensify the DICT's capability to protect personal and sensitive data processed and stored within government assets, 

the PDNS is crucial in preventing further attacks and ensuring the integrity and stability of the domain name system. 

 

This system further bolsters DICTõs cybersecurity framework by preventing malicious activities at the DNS level, helping 

to mitigate a range of cyber threats. 

 

In 2025, PDNS processed an average of 1.06 billion DNS queries per month and blocked an average of 14.68 million 

malicious queries, resulting into the following: 

· 12.77B DNS queries processed for the year  

· 176.13M Malicious queries blocked for the year 

 

This capability not only enhances the security of online interactions but also mitigates the risk of malware infections, 

phishing attempts, and other cyber threats in connected government entities.  

 

By addressing potential risks before they can escalate, PDNS exemplifies DICTõs proactive approach to cybersecurity. 

This approach complements other layers of security, ensuring a comprehensive defense against emerging threats and 

reinforcing the overall security posture of government networks. 
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2.4 Cyber Threat Monitoring and Information Sharing 

Throughout the period spanning January to December 2025, a comprehensive tally of 1,828 monitored threats were 

meticulously documented. The vigilant efforts of CERT-PH were channeled through multiple platforms, showcasing the 

organization's robust approach to threat intelligence. 

 

2.4.1 Monitoring Sources 

· Web Information Gathering System (WIGS): 109 Threats 

· External Threat Intelligence System (ETI): 615 Threats 

· Open Sources: 1,067 Threats 

· Honeypot and other Sources: 37 

2.4.2 Type Of Threats Monitored 

· Credential Leakage 

· Website Redirection 

· Website Defacement 

· Data Breach 

 

100% of reported or escalated threats are promptly addressed by the Incident Response Section. 

 

Government and Emergency Services (NGAs, LGUs, GOCCs and instrumentalities) account for 58.8% of Total 

Monitored Threats. 
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2.4.3 Threats Feeds and Advisories 

Cyber threat feeds and advisories are issued on a regular basis. Reports and information about the latest cyber threat 

news, topics, and articles from the web that may impact the Philippine government and cyberspace are gathered and 

analyzed to provide timely, actionable advice to our stakeholders so they can protect themselves online. 

2.4.4 Summary Of Achievements 

· Assisted the CII for immediate resolution of Monitored Vulnerabilities 

· Provided 1,828 monitoring reports for various CII sector 

· Delivered 282 Cyber Threat and Intel Advisories and Feeds to CII 

· 3,562 agency assets were monitored 

3. Cybersecurity Capability Building, Awareness 

Activities, and Information Campaign 

3.1 HackforGov Capture the Flag Competition 2025 

The program was successfully launched in October 2025, bringing together 15 teams from state universities and colleges 

(SUCs) Region across Region IV-A. Building on this momentum, regional qualifying rounds were conducted across 16 

regions from October to December 2025, demonstrating strong coordination and participation. The program achieved 

significant engagement, with a total of 855 participants representing 158 SUCs nationwide. 

  

On December 9, 2025, the nationõs brightest students showcased their cybersecurity talents in the much-anticipated 

HackforGov: Cyber Challenge Competition. The event took place at the Sequoia Hotel Manila Bay in Para¶aque, where 

a total of 20 elite teams from various regions across the Philippines competed for the prestigious title of National 

Champion. 
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This yearõs participants improved their problem-solving and technical skills compared to last year as reflected in their 

higher scores. Team Akira: Requiem of the Asia Pacific College emerged as the national champion setting a record high 

of 3,755 points. 

  

Following closely behind is the team from Central Visayas Sly Kint Bacalso won 1st runner-up with 3,680, while Team 

0x0FBYON3 of Wildcard Teams placed 2nd runner-up with 3,510 points. 

 

This yearõs theme, òCyber Guardians: Empowering Todayõs Defenders, Securing Tomorrowõs Digital Nation,ó aimed to 

inspire young minds to step into the role of digital defenders. As cyber threats grew in complexity and scale, the need 

for skilled, ethical, and innovative cybersecurity talent became increasingly critical. 

 

Through this theme, HackForGov 2025 envisioned a future where youth were not just passive users of technology, but 

active protectors of digital infrastructures. By equipping students with the skills, mindset, and mission of a cyber guardian, 

the event empowered them to play a vital role in safeguarding national digital sovereignty and resilience. Participants 

tackled real-world challenges, simulated defense scenarios, and collaborated to build a safer cyberspace for all. 

 

Throughout the event, students demonstrated their cybersecurity skills on the Capture-the-Flag (CTF) platform, a 

competitive environment simulating real-world cybersecurity scenarios. Participants tackled a series of challenges 

designed to test their technical abilities, critical thinking, and problem-solving skills across various domains of 

cybersecurity. 

  



 

 

87 

 

 

TLP:CLEAR 

3.2 Conduct of Cybersecurity Drills and Simulation Exercises 

Philippine CERT Conference (CERTCON) 2025 

Successfully conducted the 3rd Annual Philippine CERT/CSIRT Conference (CERTCON) 2025. CERTCON 2025 aimed to 

address pressing cybersecurity challenges and foster collaboration nationwide. This yearõs conference introduced a more 

technically focused format, departing from previous years by placing greater emphasis on both foundational knowledge 

and practical skills development in the field of cybersecurity. Speakers and participants came together to exchange 

insights and experiences under the theme, òFrom Innovation to Protection: Innovating Security, Empowering Progressó. 

 

The conference featured a series of workshops, presentations, and interactive sessions led by industry experts. 

Participants engaged in discussions on critical topics such as threat intelligence, digital forensics, and security policy 

development, fostering a comprehensive understanding of contemporary cybersecurity issues. 

 

As cybersecurity threats continue to evolve, CERTCON 2025 served as a vital platform for knowledge sharing, skills 

enhancement, and the development of a unified response to cyber incidents. 

 

The program began with expert-led discussions and technical briefings designed to provide participants with a solid 

understanding of current cyber threats, defense mechanisms, and emerging technologies. These sessions established 

the necessary theoretical foundation to effectively support the practical activities that followed. 

 

Following the discussions, participants engaged in a series of guided, hands-on exercises that replicated real-world 



 

 

88 

 

 

TLP:CLEAR 

cybersecurity scenarios. These exercises were facilitated by technical experts who provided structured walkthroughs to 

ensure that all participants, regardless of technical background, could actively engage with the material and gain 

meaningful insights. The hands-on activities covered key areas such as threat identification, incident response, 

vulnerability management, and the application of cybersecurity tools. 

 

This event brought together a diverse group of participants from various government agencies and the cybersecurity 

community, to address pressing cybersecurity challenges and foster collaboration across the nation. 

WATCH CERTCON AVP HERE: https://www.facebook.com/share/v/18JMKmaWsP/ 

3.3 Cyber Range Exercise 

In a proactive effort to enhance cybersecurity readiness and collaboration among various government agencies, a series 

of Cyber Range exercises were conducted over the course of the year. These exercises, totaling 20 sessions, brought 

together a diverse group of 792 individuals from different government agencies. 

 

The participants engaged in hands-on Cyber Range simulations, simulating real-world cyber threats and incidents in a 

controlled environment. The exercises provided a unique opportunity for cybersecurity professionals to test their skills, 

improve incident response capabilities, and strengthen their ability to work together effectively in the face of evolving 

cyber threats. 

 

The collaborative nature of the exercises fostered knowledge sharing and cross-agency cooperation, ensuring that each 

participant gained valuable insights into the latest cybersecurity challenges. As a result of these Cyber Range exercises, 

https://www.facebook.com/share/v/18JMKmaWsP/


 

 

89 

 

 

TLP:CLEAR 

the participants not only honed their technical skills but also established a network of contacts across government 

agencies, laying the groundwork for improved coordination in the event of a real-world cyber incident. The commitment 

to regular training and collaboration demonstrated a collective dedication to maintaining a robust and resilient 

cybersecurity posture across the government sector. 

  

3.4 NCERTõs Collaborative Activities and Information Sharing with 

different CERTs 

3.4.1 APCERT (Asia Pacific Computer Emergency Response Team): 

NCERT is a recipient of APCERTõs daily issuance of cyber threat feeds, ensuring the timely receipt of relevant threat 

intelligence to enhance cybersecurity measures. NCERT also actively participates in various APCERT-organized activities, 

including webinars, trainings, and cyber drills, which contribute to capacity building and regional cooperation in 

cybersecurity. 

3.4.2 TWNCERT (Taiwan Computer Emergency Response Team): 

NCERT engages in continuous information sharing with TWNCERT, particularly concerning suspicious cyber activities. 

This ongoing exchange of data strengthens the cybersecurity response capabilities of both teams and helps address 

potential cyber threats effectively. 

3.4.3 CAMP (Cybersecurity Alliance for Mutual Progress) 

NCERT regularly receives updates for inclusion in the CAMP Newsletter, ensuring that relevant cybersecurity information 

reaches the broader community. NCERT also participates in various CAMP-led activities, such as webinars and trainings, 

further enhancing the knowledge and skills required for robust cybersecurity defense. 

3.4.4 SingCERT (Singapore Computer Emergency Response Team): 

NCERT collaborates with SingCERT through the sharing of information on the evolving threat landscape. NCERT also 

participates in SingCERTõs activities, including webinars and training, and cyber Drill contributing to mutual efforts aimed 
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at addressing emerging cyber threats and improving cybersecurity resilience. 

3.4.5 AJCCBC (ASEAN-Japan Cybersecurity Capacity Building Centre): 

NCERT collaborates closely with AJCCBC in various capacity-building initiatives focused on enhancing cybersecurity skills 

and knowledge. These activities include specialized training, joint exercises, and participation in programs aimed at 

developing cybersecurity professionals within ASEAN. NCERT also engages in information sharing with AJCCBC on 

current and emerging cyber threats, contributing to a broader regional effort to strengthen cybersecurity resilience 

across the ASEAN region. 

 

These partnerships between different CERT's enhance the exchange of threat intelligence, foster regional cooperation, 

and support the development of advanced cybersecurity capabilities through shared knowledge and participation.  
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1. Highlights of 2025 

1.1 Summary of major activities 

In 2025, CERT Tonga reached two significant milestones in its cybersecurity landscape: a major defensive response to a 

national crisis and the enactment of landmark legislation. 

1.1.1 The National Health Information System (NHIS) Ransomware Attack 

In June 2025, Tongaõs Ministry of Health was targeted by a major ransomware attack that crippled the National Health 

Information System (NHIS). 

· The Incident: Discovered on June 15, 2025, the attack encrypted vital patient records, prescriptions, and medical 

histories across the countryõs four hospitals. 

· The Response: Hackers encrypted the NHIS Oracle database API (VAMED application not the actual data files) and 

sent ransom note threatening that they are aware of cases where recovery companies tell MoH that the ransom 

price is $5M dollars, but in fact they secretly negotiate with them for $1M. If MoH approached them directly without 

intermediaries MoH would pay several times less. The Tongan Government refused to pay nor negotiate with the 

perpetrators. However, Tonga (MoH) requested to the Australian Government for the emergency Cyber Disaster 

Relief provided by the Cyber RAPID Team (Deloitte). 

· Recovery: A specialist cyber team from Australia was deployed to assist CERT Tonga and the MoH. By July 18, 2025, 

the system was reported as fully restored using backups and enhanced security protocols, though the event 

underscored the urgent need for digital resilience. 

1.1.2 The Cybersecurity Act 2025 

Following the health sector crisis, the Kingdom formally strengthened its legal framework with the Cybersecurity Act 

2025, which received Royal Assent on August 28, 2025. 

  

CERT Tonga 
Tonga Computer Emergency Response Team 
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1.2 Achievements & milestones 

In 2025, CERT Tonga significantly advanced the Kingdomõs digital resilience through international collaboration, 

specialized capacity building, and intensive national outreach. Key achievements include: 

· International Strategic Alignment: The signing of a landmark Cybersecurity MoU with Australia established a 

framework for threat intelligence sharing and coordinated incident response, serving as a pillar of the 2025 

AustraliaðTonga Development Partnership Plan. 

· Advanced Institutional Capability: Internal technical expertise was substantially elevated by the return of a senior 

staff member following the completion of a Master of Cybersecurity Analysis in Australia. This specialised skill set 

enhances the department's daily operation. 

· National Resilience & Outreach: The department successfully delivered 10 comprehensive awareness sessions 

across the Kingdom. These targeted initiatives improved the security posture of Government Ministries and NGOs 

ensuring that critical infrastructure and civil society remain protected against evolving digital threats 

2. About CSIRT 

2.1 Introduction 

Tonga Computer Emergency Response Team (CERT Tonga) is a national body that serves to be the main point of 

coordination for cyber security issues with one of the aims to serve as the Kingdom of Tongaõs national point of contact 

for cyber security issues. CERT Tonga is one of the departments of the Ministry of MEIDECC and is still the only CERT in 

Tonga. CERT Tonga mainly engages with domestic (both public and private sectors), regional and international 

stakeholders within its statutory scope to gather information, knowledge, and expertise to raise awareness, mitigate 

threats, while allowing safe developments and usage of digital technologies within Tonga cyberspace. 

2.2 Establishment 

CERT Tonga was established and effective from July 15th, 2016, with a Term of Reference (TOR) as approved by His 

Majestyõs Cabinet Decision (HM CD, Tonga) on July 15th, 2016. The CERT Tonga Board was established concurrently to 

provide oversight and strategic direction in accordance with the TOR. 

Vision: A safe and secure digital environment for the Kingdom of Tonga and its citizens. 

Mission: To coordinate and collaborate amongst stakeholders to prevent through public awareness, detect and manage 

cyber threats in the Kingdom of Tonga. 
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2.3 Resources 

CERT Tonga serves as the Kingdom of Tongaõs National Computer Emergency Response Team. It acts as the central point 

of contact for national cybersecurity matters, including incident response, digital forensics, awareness programs, 

professional training, and the dissemination of security bulletins and advisories. 

The department operates under the Ministry of Meteorology, Energy, Information, Disaster Management, 

Environment, Communications, and Climate Change (MEIDECC). 

Organizational Structure and Divisions 

To better align with international standards and national needs, CERT Tonga recently restructured from two divisions 

(Engagement and Technical) into three specialized divisions: 

i. Governance, Risk Management, and Compliance (GRC) 

ii. Communication, Awareness, and Engagement (CAE) 

iii. Digital Forensics and Incident Response (DFIR) 

Workforce and Development 

The departmentõs current workforce is a blend of permanent establishment staff and contracted specialists. 

· Permanent Staff: Director for CERT Tonga, Senior Engagement Officer, Assistant Engagement Officer, and Security 

Analyst. 

· Cybersecurity Workforce Development Program (CWDP): Funded by CERT NZ since November 2021, this program 

supplements the team with an IT System Operator (Apprentice) and a Security/Forensic Analyst. The CWDP 

completed in August 2025. 

· Future Growth: For the 2025ð2026 fiscal year, a proposal has been submitted to establish several new leadership 

and technical roles, including: 

¶ Deputy Director / Communication, Awareness and Engagement (CAE) Team Leader 

¶ Deputy Director / Digital Forensics and Incident Response (DFIR) Team Leader 

¶ Chief Information Security Officer (CISO) 

¶ Senior Information Security Analyst 

¶ Digital Forensic Analyst 

¶ IT System Operator 

2.4 Constituency 

CERT Tonga provides cybersecurity services and support to a broad range of stakeholders across the Kingdom, including: 

· Government Ministries, Departments, and Agencies. 

· Private Sector Businesses 

· Public Enterprises 
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· Non-Governmental Organizations (NGOs) 

3. Activities & Operations 

3.1 Scope and definitions 

As mandated in the Term of Reference (ToR) of HM CD 15th July 2016, CERT Tonga aims to: 

· Serve as the Kingdom of Tongaõs main point of contact for cybersecurity issues. 

· Collaborate with the regional and international CERTs. 

· Issuance of security warnings and alerts 

· Provide security awareness campaigns. 

· Conduct an annual cyber security threat survey. 

· Identify capacity-building programs for staff. 

· Digital evidence handling. 

· Provide forensic services. 

CERT Tongaõs current services within the Ministry of MEIDECC are: 

· Engagement ð Engaging with Domestic, Regional, and international organizations and committees are managed 

and fit for purpose to assist CERT Tonga in carrying out its function. 

· Proactive Services ð Maintaining proactive services (awareness raising, trainings, security bulletin and advisories) 

to ensure cyber threats are mitigated and cyber incidents prevented. 

· Reactive Services ð Be prepared with reactive services (incident response SOPs and best practices) to ensure that 

the impact of cyber incidents is contained, investigated, mitigated, and restored back to normal services. 

· Digital Forensic Services ð From time to time, providing digital forensic analysis services to the Tonga Police when 

requested to assist them. To enable their obtaining of digital evidence for investigation and battling cybercrime. 

· Administration and Management - Relevant administrative and support services are provided to ensure that the 

department can deliver its intended output, and with its collaboration with other departments of the Ministry of 

MEIDECC. 

3.2 Incident handling reports 

Throughout 2025, several reports were received regarding malicious IP address activities originating from third parties 

attempting to scan and probe publicly exposed services. Phishing and fraud incidents were also detected and 

investigated during the year. In addition, multiple requests for digital forensic assistance were provided to law 

enforcement agencies, particularly the Tonga Police, to support ongoing cybercrime investigations. 

Notably, a ransomware incident significantly impacted the Ministry of Health Tonga, temporarily crippling critical systems 

and disrupting some health services. This incident highlighted the growing threat of ransomware attacks and 
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underscored the need for strengthened cybersecurity measures, improved incident response capabilities, and greater 

collaboration between government agencies and national cybersecurity stakeholders. 

3.3 Publications 

· Advisories and Security Bulletins can be seen through our CERT Tonga Website (https://cert.gov.to/) 

 

4. Events organized / hosted 

4.1 Training 

Threat Hunting Practical Training ð The CERT Tonga team and the Digital Transformation Department had the 

opportunity to partake in the threat hunting training lead by the Cyber Rapid Team of the Australiaõs Department of 

Foreign Affairs and Trade. 
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Above: Threat Hunting with Rapid Team at the Ministry of MEIDECC Conference Room [March 2025]. 

Hands-on session exploring tools for security monitoring, incident response, and investigation. with APNIC whereas 

CERT Team with APNIC hands-on session exploring tools for security monitoring, incident response, and investigation. 

 

Above: CERT Team at the main office during the training session with Adli Wahid in [July 2025] 

CERT Tongaõs Cybersecurity Awareness to the following stakeholders: 

Throughout 2025, CERT Tonga executed a series of targeted awareness initiatives involving key stakeholders, including 

various Government Ministries, departments, and our strategic partner, Tonga Women in ICT (TWICT). These sessions 

were designed to provide a comprehensive overview of CERT Tongaõs operational mandate and an in-depth analysis of 

the 2025 cyber threat landscape. By fostering these partnerships, CERT Tonga continues to strengthen the nation's 

collective defence against evolving digital risks. 
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Community - Free Wesleyan Church of (Halafoõou) Pahu 

  

Tonga Women in ICT (TWICT) ICT Expo, 2nd of May 2025 
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Non-government organisation, Government Ministry & Departments 

Below: Tonga Women in ICT staff & Intern 

 

  

Below: Department of Meteorology operates under the Ministry of MEIDECC 
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Below: Department of Communication operates under the Ministry of MEIDECC 

  

4.2 Drills & exercises 

CERT Tonga was also invited to join with The Women in ICT (TWICT) hosting a Capture the Flag exercise for the schools 

with our Security Trainer from APNIC, Adli Wahid in [July 2025] 

  

  




























































































































































































































































































































































































































































































