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As we | ook to the year ahead, APCERT wi l |l continue to f
cooperation, expanding sustainable membership, and deepe
partners. APCERg®s &aomkalhgdgirlol , training programs, and i
this effort. These community driven activities help upli
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priority.
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Our collective success relies on the dedicat
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Abo W AtPCERT

Objecandep®Activities

ThAsiPaciCointpuEeaer geRecsyp o is@MAPCEIRdGqQoal iofCoomp uEmer g Rrmcsyponse
TeamCERIBsGompuSeculrnteiyBesnp oThesaeth S| RiTs h hAs iPac iTfhiedc.gani was$ i o
establiifFehhead2®@On t heb| e oteinnceour amgs mmgpot heatygi 0 ICIEIREs/ WS It RTad

region.

ThAPCEMRA&I ntatirnussnteetdwo fcky beec ue X g girt sAs iPacirfeigdst @anmpr btireg®on
awar emfmabki cciybbeessrt i antdhoes! | adtiiltid étepateveemabi t i gadleti vht oegh:

i. EnhantthAsgPac&rfe gi amadht er nadopemhrcy beecuri ty,;

i. Joidelvel oneiasgtrebesavli 1 la rsgeeaolree gi nebwe e kuirndiydent s ;

iii. Facilinéaor nsghtairaeinndge c hn @lxa@dyonng ¢ bseac uamanygme mber s ;

iv. Promotohbaboeatanmdavel opmeunbtj @ft h & etrdetsne mber s ;

v. Assi ottih@BRA8a €S| Rishreegita@nondetcti anehtecbmpeaedmar gersypyonse
and

vii Proviidip@atnhs /rorercommendadh él@amarilesgiasilsuest attoegdgbeecuandgci dent

resparccgseosegiboahdari es.

ThAPCERp@pr oiviesdss bat eimdat 0 100APCEWRITWO rtkdvelcp e as &fcd eamgel i abl
cybepaicike hRs iPaciReigctohnr oghgbloal | abéCadp emai iolmpgar tonregani zwaet i or

cont it mvoeatkowairtdst ual i zati on.

Theor macfCBRTs/ @R IhBfgani zadat oamdiegi beaitd ssemhpoarfafleandi &i ci e
respamgaenmasiti cciyobeesrt i wii tdies gsreecaid U ltnye r aalidinicti deswt di nlat 0o 0 ¢ heu t

regiCnme.mporrtram€ERTs/ CBURTsly hsggc uacdpgabialnidaipacsiitt Hreesgiionrc,l udi n
throedhcaartmai nd® agasvear earadrscoubagpe act icydssac uAPCERIOr di nat

acti wi bihdeagi am@gll obabani sations

Thgeogr apbuaododfrhyeP CEaRCt | Vb heaemeds hatt hePNITG.csveé hentAsiPaci fic
compr i5$eicnogn o Mmihéesasttt h osceonomeeai laabl e

https:// www. a-pphecchet fahbermebgtiioonn// apni c
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APCERIMeE mber s

ThAPCEWaAGEor medO OW3 1 eafmsodlnfeconomce s Paci Bigcammd,hmember shi
hasont itnauedr € iasteheeFnofrur timdror noant hAMCERdAmber sthi patnwdmr ¢ tpelrei aas, e

reftaarhRPCE®per atFHroannaelwo r Kk :

https://www. apcert.org/documents/ pdf/ APCERT_Operational _|
AsofDecemb@RAPCERINSsO B4tOp e r a tMeommbaefrrsi2dne conomc e  hA/sPacr £gecdon,

Li aiPaon dA8rsattagit @a@e66or poRParnttener s.

Operat Memlaér s

Team Official Team Name Economy

ACSC Australian Cyber Security Centre Australia

AusCERT Australian Computer EmergencyResponseTeam Australia

bdCERT Bangladesh Computer EmergencyResponseTeam Bangladesh

BGD e-GOV CIRT Bangladeshe-Government Computer Incident ResponseTeam Bangladesh

BruCERT Brunei Computer Emergency ResponseTeam Brunei Darussalam

BtCIRT Bhutan Computer Incident ResponseTeam Bhutan

CCERT CERNETomputer Emergency ResponseTeam People® Republic of

China

CERTFIn Indian Computer EmergencyResponseTeam India

CERTFPH Philippines National Computer Emergency ResponseTeam Philippines

CERTTonga Tonga Computer EmergencyResponseTeam Tonga

CERT VU Computer Emergency ResponseTeam Vanuatu Vanuatu

CNCERT/CC National Computer network EmergencyResponsetechnical Team/  People® Republic of
Coordination Center of China China

CyberSecurity CyberSecurityMalaysia Malaysia

Malaysia

ETDA Hectronic Transactions Development Agency Thailand

GovCERT.HK Government Computer EmergencyResponseTeam Hong Kong Hong Kong, China

HKCERT Hong Kong Computer Emergency ResponseTeam Coordination Hong Kong, China
Centre

ID-CERT Indonesia Computer EmergencyResponseTeam Indonesia

7
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ID-SIRTII/CC Indonesia Security Incident ResponseTeam of Internet Indonesia
Infrastructure/Coordination Center
JPCERT/CC JapanComputer EmergencyResponseTeam/ Coordination Center  Japan
KN-CERT Korea National Computer Emergency ResponseTeam Republic of Korea
KrCERT/CC Korea Internet Security Center, Korea Internet & Security Agency Republic of Korea
LaoCERT Lao Computer EmergencyResponseTeam Lao People®
Democratic Republic
mmCERT/CC Myanmar Cyber Emergency Response Team Myanmar
MNCERT/CC Mongolia Cyber EmergencyResponseTeam/ Coordination Center  Mongolia
MOCERT Macau Computer EmergencyResponseTeam Coordination Centre  Macau, China
National CSIRTof  National Computer Security Incident ResponseTeam of Mongolia Mongolia
Mongolia
NCSC Nz National Cyber Security Centre New Zealand New Zealand
Public CSIRT/CC Public Computer Security Incident Response Team Mongolia
of Mongolia
SingCERT Singapore Cyber EmergencyResponseTeam Singapore
Sri Lanka CERT|CC SriLankaComputer Emergency ReadinessTeam Coordination SriLanka
Centre
TechCERT TechCERT SriLanka
TWCERT/CC Taiwan Computer EmergencyResponseTeam/ Coordination ChineseTaipei
Center
VNCERT/CC Viet Nam Cybersecurity Emergency ResponseTeams/Coordination  Vietnam

Center
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ChabDepuCGlyabreerCiomgni t(tSe@n &ecr et ari at

Att heP CERGM 02ACSwa s | e catdeldeh acifir hfePCE&AHr CERa A @GRe puGhyaTheer ms
ofeacsh ee€Commi { tS@®& mbaraes ol | ows :

Team Term Other positions
ACSC 2024 - 2026  Chair
CNCERT/CC 2024 6 2026

CyberSecurity Malaysia 2025 6 2027

JPCERTI/CC 2025 02027 Secretariat
KrCERT/CC 2024 6 2026 Deputy Chair
Sri Lanka CERT|CC 2025 § 2027

TWCERT/CC 2024 6 2026

Wor kiGr o u(pwe

TheareWor KiGng uWGss ) APCERT.

5CGecuWG{yor m&dd

Objectives

Assess the 5G policy responses by member countries.

l dentify priority risk areas in 5G networKks.

Provide recommendati ons on addressing the identified r
Develop/ improve risk and resilience best practices fo

Conven@rLianCGBRT| CC
Me mb e(rBACSCNCERTCYIKe r S eMaad raiH¥iCERE¢c hCERT

Coordi YVat eer aDbislciltoy&S(f er med 3

Objectives
Enhance AP regional and international cooperation.

Jointly develop capacity to deal with gl obal CVD challl
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Facilitate knowledge and experience sharing/ exchange wi
Assi st other CERTs in AP region and around the worl d.

Find solutions to overcome challenges encountered whil
Develop a cooperative framework for CVD activities, in

ConvenldR CERT/ CC
Me mb e@)ACSLEus CBRTCICEIRTICYy ber Sedvau ralKGIERTMNCERTTWCERT/ CC

Dr iMGI( f or me&dl ¥

Objectives

Serve as an Organizing Committee for the annual cyber
Maintain centralized documentation for the drills, the
Provide continuous i mprovements

Convenl®m CERT/ CC
Me mb e(rIsACSKEYU s CERERITICY ber Seval raiBShiDAKCERPCERB/i @@ CEXrRan@BRT| CC,
TechCEWCERT/ CC

|l nf or m&8haoWaQgf or medl )

Objectives
| mprove information and data sharing within APCERT, i n
of data sharing and motivating APCERT members to excha
Organi ze members to establish and enhance the necessar
better environment to share information and dat a
Organi ze members to establish and enhance the necessar
better environment to share information and dat a
Wor k as the Point of Contact (PoC) for APCERT to other
Conve(nlgNCERT/ CC
Membe(r® Aus CEBRATCEBK aGor por EERIONGY ber SeMaulra yEsyiaG&o v CERHKICIERT ,
Huawei ,IPEERTEI RTIJPCERTHICECERTMICCr,o Sohyg CERITgnICERT |T&G&E&,hCERT ,

TWCERTY N KCEROC

Me mber sMGi(pp or medl )

Objectives
Promote coll aboration and participation by all APCERT

Establish the organizational basiegtonahhpaceneéehe part
10
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Guide activities such as checking and monitoring for

structure

Support a fellowship program to proijpetrsomenmmaltaern vd tp arst i
Convenl®m CERT/ CC
Me mb e(r1s2ACSEUs CBRTU,CERTERTCYKCe r S eMad raiHKICE RIC,ERITES | RTIJPAERT/ CC
MOCERTLIan@RBRT|TEC h CERCERAC

Pol iPoy,ceduabever n@G@gcfor med 3

Objectives
Develop, mai ntain and periodically review the policies:c
APCERT Operational Framewor k. The PPGWG wil | advise t
APCERTogfurntpose and untdreornpg ngnoevde rbrya nsc e .

ConvendrcLscC

Me mb e@) Aus CERT,er S eviad raiHHKICERP CERK/Ir CERB/MCLChRBART| CC

Trai MGrifd or medl. 5

Objectives

Establish an overall training program to assi st me mb
management capabilities
Provide a channel for members to share and exchange va

interval s
Nurture cooperation and coll aboration among members, p
fadef ace technical workshops to enhance fellow member
mitigating cyber einntciyd eamntds enfiofreec te fvfeil cyi

Conve(nl@WCERT/ CC

Me mb e@ CERTICNCERTE CEAKCERIB | RTIJPRCERK/r CERNCGEC, NZianCBBRT| CC

APCERVEDbsiI t e

I ntrobhe hePCERAcr et RICERMAGE @t pdat RABPCEWRaEbshteps: / / www. apce

11
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APCERTti Répgr t

| Nt er nadAtcitanvah@mregagement s

InNnt er naCamfnearl eannciig e nt s

APCEMRAIse edre di ctadt eplr esamdri oot fagg i avlir eisnkuser n@ao m fo @ eadnnecveesn t s .
Frolmnuta®gce mb@APCETRETam® s tpeadr t i ca npda/¢ aeralt r it bauhtfeod | cewiemg s :

APEC TEL STSG MeéGyaagn,d 3FuoMeracd h
APCERT participated in titgeABRBBEOTELlA RANIGC i Md etoidrug eidn i t s a
APCERT has guest status in the APEC TEL community.

37'"F I RAAnu@dnfer(@Ax7@unédCopenhagbenmar k
https://www. first org/ conferencel/ 202
APCERelamd t et chéed n uFal IRGA n f e ri edogerhagen, Denmarkandharvead uakper aa@adc e

expernthiromghipouvussent ati ons.

Nati onal CSI RT28VemmCiop@nhagbenmar k
APCERT teams attended the Annual Techni cal Meet i nfg famrd

exchanged various activity updates as wel |l as recent pro

APCERYbBr i20RQ D uldYirfdual

Pr eRsesl e(axla P 952

ThAPCE®RybBr 20®wa s uc c e scsofnudlultytti eeds hree s p cmpe b iolftihtgiaegs i CAPG@ERTNT g
Teanmsh.e themet he oWwhaem wvasmsomwar e Me 24CsS | (Refrobdre & toino aniAPIC EOR T
Australia, Bangl ades h, Brumeipubadi csodl £mj nBhutChn heBeodhe

Republic of KobDeanock ad i Be Rplpadd i c, Mal aysi a, My anmar , Mo
and Th)pialrdan &ii bphaktr éFdr lotmheex t ep amratl3iCesd RTs2mcono miOe <CERM AT ri caCEF
participated.

ASEANERITnci e n(tAICI2DDR(2 12 20ct o By bni d

ACI203] edndoor dilmyst ed CERITeirted h t er wt ipamt i ci pal AGSEVYOERI 8 d
APCER&anshehemasSecuring Networ k Déeawmidcheds wdate otmpéd sbege ssf u
proviadbo pgor tfuohre ainé mpr o kinrow!| adg & iolnl svestagdeéespoanse.

12
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APCERMnuG@GdneMaet (I AGMnConf ere02e52 Nov éoredSydney, Australia
ThAPCERMN lGeln eMadt ( AGBInGonf erwenhexli ®dydney, .Abptogbaemr visew
foll ows:

25NovédmAPCERTN uGeln eMadt i ng

2NovédmAPCERITo Codf erence

2TNovemAPICERITe@onf erence

Ot heEnt er naAtcitanwanh@mregagement s

Dot Asi a
ThAPCEREr waesassmemberft hAdvi ComuynacfDbt Astaas siipbl|l deyel ommairetl ev an:
commu mpirtoy BIKCEREpTr esfeMMGERAt t e ntdhirerege t iorMtghsdedvi €ounci | .

For wrMfl nci Respoars@ecuileawis]| RST)
Ma nA P CEtRera mmseel sne mb eorftshfel RBAAP CERITg mbld mor anodfumd er st @Mad @hgh
t hfel RSBt MovembegOenhahaoetclodrl aborati on.

STOPHI NKONNECSTC)
ThAPCERAso | | abwir@@ @|HI CKONNECIS Tuda&Mo Wi nlcue2d t2pr omoty éer secur

awar eamansorseec umetdwem ki r onment .

As iPa c iNfeitowd rniik or m8éecoR€eny(rAeP NI C)
ThAPCERAtdhAs iPaciNfeit eovd nk or nGaetnitorhé® Nd iCQ medo U 2 0 1vBhi wasenewad
2019

Afr CompuEmer geRecsyp ohesaeMAf ri caCERT)
ThAPCERTAf ri caCBgR&MoU 2019

13
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APCERM™Meeti ng

FrollnutadgcembexRt hedne mb ehresl5d el ec onfasmrdé ma @&fsa acne etstnahi s ctuhses
APCE®Rer aanhdasi vities.

Date Location

15 Jaruary Teleconference

10 March Faceto-face meeting (Seoul)
22 May Teleconference

28 July Teleconference

9 October Teleconference

18 November Teleconference

25 November Faceto-face meeting (Sydney)

APCERITai ni ng

ThAPCEREI6Hr ai malnl@ND5t @ x ¢ h atnegceh rix @ & Iri tnifsoer, meart d doeng s .

Date Title Presenter

24 February  RansomwareTrends and CaseStudies KrCERT/CC

29 April Centralized Threat Monitoring/Threat Hunting NRD Cyber Security

24 June Using Al to Enhance Incident Response in CERTs CyberSecurity Malaysia
26 August Introduction to Malware Analysis Methods Huawei PSIRT

28 October Cybersecurity Exercises f or  TWCERT/CC

and Critical Infrastructures

30 December

Impact of Al on Cyber Threat Intelligence CERTIn

Fofrur timdror noant hAMCERTe & s 8 hAPCEWREb sdnt @en ttahdetP CERelcr e dril @tw.

URLIttps://www. apcert.org/

Emaapcesric @Qapcert. org

14
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Di scl ainfmelrl i cati ons
Theont efAct iReiptofrt dvhe mbéda sdAct iReptofrnt AP CERAr tdne ves i thty@anc

APCER@mbeamgpart hbas®dt heiinrdi vardailajRe 6 p 0 n sfi dirihlieintf v r mean & ioen

expr eissaeadlre pbierst iwietllyvaut hor s .
15
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ACSC

Austre&yb8&epcucCenyre

1 Hi ghlights of 202

1.8ummary of major activities

In FY280AXASC received over 42,500 calls to the Australian
year . ACSC also responded to over 1,200 cybed25se@CISICt ynoit
entities more tmamnedt i7&01 yi melsidaiho 88 %cymer eacdh ivgriolym gl hatsitn

ongoing need for vigilance and acti d&SCowmiksgavti ¢ hadaidn
government s, i nternati onadr tcroaurng etr airdesnt iafnyd d md udsit gryu ot
1. Rchievements & mil estones

ACSC is the Australian Governmentds technical aut hority ¢

and miolnes HBYO BNy

What ACSC saw in Hi208nci al Year 202
Answered over 42,500 calls to the Australian Cyber Sec

Received over 84,700 cybercrime reports to ReportCyber,
with | ast year.

Aver agrepedtfed cost of cybercrime per report for busin

What ACSC did in B&2manci al Year 202

Responded to over 1,200 cyber security incidents, an 1
Notified entities of potenti al mal i ci ous cyber activit
Australian Protective Domain Name System blocked custo
Cyber Threat I ntelligence Sharing (CTIS) partners gr e\
shared over 2,984,000 indicators of compromi se.

Publ i shed or updated 26 PROTECT publications, i ncl udi

17
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Maturity Model and updates to the Information Security
ACSCds Cyber Security Partnership Program grew by 11%

Led 17 cyber security exercises, involving over 120 or

2 AboWAICSC

2.1lntroducti on

ACSC brings together capabilities to improve Australia
providing the Australian Cyber Security Hotline, which
(1300 292 371)

publishing technical advice alerts, advisories and not
monitoring cyber threats and sharing intelligence witdt

Sharing (CTIS) platform

hel ping Australian organisations respond to cyber secu
providing exercises and wuplift activities designed to ¢
supporting collaboration between over 133,000 Australd:@i

through ACSC6s Cyber Security Partnership Program.

22Resour ces

ACSC brings together capabandavoi ks ¢c¢rFroselpyarwineh pagehgce
including theH®Dmep aAtfimeints ofAustralian Feder al Pol i ce,

i ndustry.

23Constituency

ACSC has-odeomhmdmrey remit to help make Australia the most

security advice and assistance to Australian governments

18
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31l ncident handling reports
ACSC categorises each cyber security incident it respond:
6 (C6), the | east sever e. Cyber security incidents are
organi satitoon6Aus tmpalcita.
Sustained disruption of essential
systems and associated services
Extensive compromise
Isolated compromise
Coordinated low-level
malicious attack
Low-level malicious attack
Unsuccessful low-level
malicious attack
Ch
Member(s) of Small Medium-sized State Federal Mational security
the public organisation(s) | organisation{s) = government government
Systems of
Sole fraders Schools Acodemia/RED | Government Naticnal
shared services | Significance
Local Large
Figure I: Cyber security government organisation(s) cﬂﬁﬁr:l:fed
incidents by severity category Supply chain infrastructure
for FY2024-25 (total 1,253)
32X ati stics
I n FY2®24ACSC received over 42,500 calls to the Australia
yeda&m. average, 116 calls per day, an incredLsSCf radm ol Ok spa
over 1,200 cyber secueaseg fimemdeme sprawni dds$ year.
Compared tod4 FYRIO@B3e was a notable increabeveéelh makicessflisl e
the raw numked atthchgs is | ower this year, ACSC nevert h
sophisticated tradecraft.
Critical infrastructure s, and wi |-sp ocnosnotriendu ec ythoe rb ea, c taonr

19



and hacktivists, primarily due to |l arge sensitive data h
Critical infrastructure made up 13% of all incidents for
Australiads federal, stat e, and | ocal governments remai
observed an increase in reporting from financi al and in
previous period.

ACSC analysed incidents using the MITRE ATT&CK framewor k

Phishing
(Initial Access)

Compromise Accounts
(Resource Development)

Gather Victim Identity Information g

{Reconnaissance)

14%

User Execution
(Execution)

Yalid Accounts
(Multiple Tactics)

Metwork Denial of Service
(Impact)

g D
(Resource Development)

Phishing for Information ..

(Reconnaissance)

Impersonation

(Defence Evasion)

Data Encrypted for Impact
(Impact) 1%

TL FC.L E A

3. Publicandoadvi sories
I'n FYW2D24/AQAPC i shed a combination of 108 alerts, advisor
cyber.gov.au and the Partner Portal.

ACSC al so published or 26

Model .

updated
Maturity

PROTECT publications,
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3. Nlew services

To bol ster a freer flow of information sharing between
Government planstseeldl i gle@@mce Services and Ot her Legi sl afThen
amendment | egislates a o6limited used obligation for ACSC
voluntarily provides to ACSC about a cyber security inci

i nformatdannot be used for regulatory purposes.

4 Events organized / hosted

4. Tr ai ni ng

ACSC delGoversmant Upl i fwtaiskstkosgyreaavrer nment entities to stren
through a range of target o 4dacetcihwiitciads .asilstesdeneintsr 0f hamn
systems to determine the effectivenessrofsbashwerkevasat alo:

Eight maturity.

ACSC dePriivveirlseged U(sRULTNHTatfafi enri . gg o v ea rinteind a la nignrfirvai sl terguecdt uu
overview of the best practices in cyber security. Attend
to manage cyber security risk within an enterprise gett,]
cul ture. Mo s t i mportantly, the course delves deeply int
occurrence of cyber $ e c Wraii tlyy iwpaikd e nA &R 5tj hneP Uehnedh aadf bFReY¥e0 2

approximately 7,500 participants across 460 entities.

4 . 2rills & exercises

Overall, ACSC |l ed 17 cyber security exercises, invol ving
ACSCds Nati onal Exercise Program (NEP) hel ps critical
strengthen Australiads nationwide cyber security arrange
activities that t-makenhgstasatwedilc adeoipeiramni onal and techn

In 2024, the NEP delivered the inaugural ACBSet Wwdablketrn ebr iclyl
defence teams to @Qai mxperiuablce leneésti ng and responding

of +weal d maleéerci @acudsomyibec al teams cfriamcadtr ossedcrtjposrysr ucit pateed

21
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ACSC Cyber rbriviilay awhciycoher range and included:
25 teams competing in up to 3 knockout rounds
teams completing a Live Fire Exercise (LFE) each round
LFEs covering 52 different MITRE ATT&CK techniques

teams progressing to the next round based on their LFE

The ACSC Cyber Drill exercised the technical capabilitie:
respond to malicious cyb+érasadt iawiptry axth ¢ mpeddc.e TAICSCt €Cymher
and caperbhidndemeenntabadned cyber security teams to rehearse
incidents while using a virtual environment designed to

industry security tool s.

4. Gonferences and seminar s

ACSC hosted the 2025 APCERT Annual oBenkNowaée mde e ICiyhpe atHiber 1@ e
Strengthening RédJbgetlkrd Restedemawe shared commitment to

threat | andscape. The event brought together 21 CERTs/ CS
plus industry representatives and3 Adasys.,al pant iGoivea mtme né
di scussions, techni cabuiplrditsiregni tiaictei so ndse,s iagnnde d etaom st rengt hen

across the region.

5lnternational Coll aborati on
5.1lnt ernati onal partnerships and agt
ACSC engages with international partners to incr daodda dile
Australian Government and our partners. Engagement with
regional cyber security and build strategic relationship:
provides advice and information, including through inter

such as APCERT.

51. Capacity building

As Secretariat of the Pacific Cyber Security Operations

threat information for -laewelt woylkkerofs awri iftiy ewop &ri thg.
51. Brills & exercises
ACSC participated in the annual APCERT drill. The drill p
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partners to ensure we are wel/l prepared to respond to a

51. 3eminars & presentations

ACSC delivered presentations to a number of indfgpmatnmea
international engagement objectives.

5. Dt her i nternational activities
Cybercrime is borderless in nature and requires significese
FY2®24%, gl obal | aw enforcement disruption efforts have s

and orga®sj sanclbuding through disruption of a scam centre

o Future Pl ans

6. Ar oj ect REDSPI CE
Looking ahefadcuswed aorne del i vering and Re smpl idnie @ ®d figgnSelr € , RE

Intell iCgbeEmabl arog)ecRhR . UnderACREPSDRII BE i eshantéd t oAfisrt aaler s

from cyber adversaries.

7 Concl usi on

Through strong partnerships, ACSC works to defend Austral
for malicious cyber actors. Australia cannot face increa
APCERT, we fttonpamtwuner with organisations to share infor m;

threats.
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Aus CERT

Austr €@bmanEmer g eRecsyp ohesam

1 Hi ghlights of 2025

AUSCERT continues operation and improving services in sp
enough in this interconnected field of work of being a C
are not jusal tmiel et enes and achievements performed but

community in a manner that is aligned with the requireme

1.Qonstituency focused highlights

AUSCERT has:
|l mproved the flow of c¢creating security bulletins based
I ntroduced more training courses in type and frequency
I nsTabllet op exercises as a stable ongoing service to t
Further automated phishing takedown requests

Create APlIs for the constituency to use

12Community focused highlights

AUSCERT has:
Assisted a CERT outside the Asia Pacific region in usi
Assisted KrCERT/CC in the tabletop exercise at the APC

Assisted a CERT in the Asia Pacific region in performi
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2 About CSIRT

2.1lntroducti on

AUSCERT is a |l eading Cyber Emergency Response Team for /
me mber s, including the #As ghé mmpreodfuictat $ @ecursietcyt ogr oup base
Queensl andds (UQ) I nformation Technology Services (I TS),
security incidents affecti nAgUSKCrERITn hell ypisn gnemabrelr esr pmetvvear k

mitigate cyber and I nternet based attacks.

2. Rstabli shment

AUSCERT was officially established on 8 March 1993 throt
including the University of Queensl and.
Formed in 1993, AUSCERT is one of the oldest CERTs in th

nati onal CERT, which it did until 2010.
Over ti me, as the I nternet grew and government, busines
communi cations and business, AUSCERTOs focus changed fro

sectors.

2. Besour ces

AUSCERT-fiusrndeal fand covers its operating costs through a v
annual AUSCERT conference and service contracts. As an ac
Teams (FIlI RS&T)Paacnidf iAs Computer Emergency Response Team (AP

and reliable information about emerging computer network

2.@onstituency

AUSCERT, due to its origins, continues to assist Austral
This is made possible by providing priority incident han
covers all i ndustry definitions under the ANZ Standard |
AUSCERT works closely with Australian government agenci e
security and incident handling advice to a range oFa csiufbisc
region. Al hifessialeanand the majority of New Zealand un
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strong relationship with the Council of Australian Uni ve

participates in the Australian governmentds | T Security

SActivities & Operations

3.9cope and definitions

AUSCERT monitors and evaluates global cyber-cmaétl wéomk imkeméa
hours. AUSCERT publishes the Security Bulletin Service, d
preventi adngaandonmisttrategies.

Services provided are | isted as:

l ncident Support [ 3. 2]
https://auscert.osuppowrsérvices/incident

Early Warning Service
https://auscert.org-managemeintés/ vulnerability
Mal i ci ous URL Feed

https://auscert.dmdg.edd/iggemwiedes/ t hreat

Security Bulletin Service [3. 3]

c
=)
@
—

https://auscert.org-managemeint és/ ability

%
Member Security Incident Notificationds (MSIN) [3. 4]

https://auscert.org-managemeintés/ vulnerabil ity
Critical Member Security Incident Notificationds (Crit
https://auscert.org-managemeintés/ vulnerabil ity

c
Phi shi sdgp wtna k e

https://auscert.osuappowrsérvices/incident
Sensitive I nformation Advisories (SIA) [3.6]
https://auscert.org-managemeintés/ vulnerability
AUSCERT'"s member only Sl ack

AUSCERT Conference

https:// auscert . or ege.vaodavetvhernitvsed/auscert 2025

3.12nci dent Support

AUSCERT®s I ncident Support Service (sometimes referred t

i ncident handl i ng, both of which are standard inclusi ot

26
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member ship benefit, it is perhaps AUSCERT's most focal s

Incidents by Time Year 2025

TLP:CLEAR
Incident Count

1,920
1,800
1,680
1,560
1,440
1,320
1,200
1,080

360

840

720

60D
480
360
240
120

0
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Incident Resolved Date

Incident Count

I}

The diagram above shows the statistics of incidents tha

AUSCERT serviced 7850 tickets which resulted in just ovel

Incidents by Classification Top 10 Year 2025

Incident Count

Incident Count

Classification

TLF:CLEAR
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vast

maj ority

Counts Classification
5794 Fraud: Phishing
1983 Information Request
27 Other: Unknown
20 Abusive Content: Spam
18 Malicious Code: Malware
4 Intrusion Attempts: Brute-force
3 Intrusions: Compromised Host
1 Intrusions: Backdoor
of the work continue

Incidents by ANZSIC Top 10 Year 2025

Incident Count

TLI:CLEAR

Incident Count

ANZSIC Top 10
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Counts ANZSIC

4282 K Financial and Insurance Services

1398 | Transport, Postal and Warehousing

808 P Education and Training

545 M Professional, Scientific and Technical Services

278 S Other Services

163 J Information Media and Telecommunications

152 O Public Administration and Safety

69 R Arts and Recreation Services

59 G Retail Trade

3 Other
I ncidents have happened across a wide varied range of in
10 industries with respect to the number of incident tic
The industry definition used is the Australian and New Z
details can be found at:

https:// www. abs.gov. au/ st agdndetweca/l-eanhas d mfdiucaltrai seslisf auat ir @t

anzsicrieélae @s ¢

3.8ecurity Bulletins

AUSCERT distributes security advisories and bulletins to

day' s vol ume.

Bull etins are published in a standardised format with a
as wel |l as the maxi mum EPSS t hAdtsnab,hes patehmaeéeabeut swhae
Known Exploited Vulnerability (KEV), a |ist mai nt ai ned

Security Agency (ClI SA).

I n 2025, 9155 External Security Bulletins (ESBs) and 227
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Bulletins by Month of Year (2025)

5 Year Comparison

1,000

900

800

700

600 |

500

400

300

200

100 |

0

Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec

3. Member Security I ncident Notificat
AUSCERT members benefit from its considerably | arge ove

incidents that have been detected by other parties but ¢
There are several categories of i ncidents and this seryv

notifications are a mix of I ndicators of Vulnerabilities
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MSIN Member notifications by Time Year 2025

o

owi

Incident Count

Rt

TLP:CLEAR
Incident Count

January February March April May June July August  September October November December

Incident Resolved Date

ng shows the distribution of t

10.0

o B

MSIN Member notifications by ANZSIC Year 2025

Incident Count
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Counts ANZSIC Top 10 + Other

8977 P Education and Training

6291 J Information Media and Telecommunications
3044 M Professional, Scientific and Technical Services
1872 K Financial and Insurance Services

1406 Q Health Care and Social Assistance

1230 O Public Administration and Safety

1190 S Other Services

957 R Arts and Recreation Services

705 D Electricity, Gas, Water and Waste Services
582 G Retail Trade

1299 Other

3.6ritical Member Security Notificat
Critical notifications are issuedlawhdrhrsartisqusarwuldredreahlie
reseaxohrent and emerging threats to determine potenti al

domai ns.

Critical MS|I Ns are flagged for wurgent action and contain

highiority risks.

The Critical MSI N service notified organisations, one th
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Critical MSIN by time 2025

TLP:CLEAR
Incident Count

Incident Count

a0

January February March April May June July August  September  October  Mowember December

Incident Resolved Date

Counts ANZSIC Top 10 + Other

304 P Education and Training

147 K Financial and Insurance Services

124 J Information Media and Telecommunications

71 M Professional, Scientific and Technical Services

71 O Public Administration and Safety

45 | Transport, Postal and Warehousing

43 Q Health Care and Social Assistance

35 R Arts and Recreation Services

32 G Retail Trade

23 S Other Services

155 Other
3.%ensitive I nformation Alerts (SI A)
When | eaked credenti al sr @lratdehdeetrcoomert g ittuieme ymdtseriidelnt i fi e
of coll ection. The AUSCERT team utilises a wide range o
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international CERTs, and trusted partners.
The alerts typically involve compromised credentials, su
aut hentication strings (hash or passwords). This sensiti

revi ew aam.d act.i

SIA Member notifications by Time Year 2025

TLP:CLEAR
Incident Count

2,880

2,700
2,520
2,340
= 2160
= 1980
5 1,800
- 1,620
= 1440
@ 1,260
E 1,080
& oo
E 720
540

360

180

0

January February March April June July August September October Movember
Inculent Resolved Date

The Sensitive Information Altewa st hoSusAgdn ds,e rtvh rceee-fsteunnt d (o2udt 3
alerts within the period of Year 2025.

Counts ANZSIC Top 10 + Other

10272 P Education and Training

3254 K Financial and Insurance Services

1360 J Information Media and Telecommunications
1051 O Public Administration and Safety

1042 G Retail Trade

983 | Transport, Postal and Warehousing

960 M Professional, Scientific and Technical Services
891 R Arts and Recreation Services
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665 Q Health Care and Social Assistance

320 S Other Services

1576 Other
3.Fublications
3.7.1 ADIR
The AUSCERT Daily Intelligence Review is a publication s
cyber security in the Australian context.

7.2 Week in Review

Every week the highlights of the weekds I ncidenltiRbandwi n:
3.7.3 Soci al Medi a
Publishing is great but getting the word out of a public
platforms. AUSCERT supports heralding news and events t h)
3.7.4 Newsletter
Newsl etters are also supported in getting the word out a
every two (2) months to keep members engaged in AUSCERT
3.7.5 Blog Post
Depending upon the gravity of news, articles are publishe
website in the Blog sections.
3.7.6 Podcast
Every month there is a podcast that discusses events of t
in the Australian context.
4 Events organized / hosted
4. Tr ai ning
AUSCERT provides nine (9) types of cyber security traini
professional s, as wel |l as <cyber security awareness trai
engaging way tsdedrtfviocnd itnreaiTmrian gni ch@e <« oruats.es are avail abl e
requiThed.e training courses have been delivered throughou
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4. Rabl etop Exercises

AUSCERTS®6s Tabl etop Exercises help organisations enhance

scendrioen simulationmakihmg drdtr adegossenstrategi es. Ea
gat hering, an thnoeraat idwdaxaesricendlep o etp o+utp, mered i agf olol ewmsur
i mprovement in daybke tepileixemacae.se were delivered throuq

recognised that these actifvyitngst lasisi sappmoaah itdatdynlge rans

4 . BUSCERT Conference 2025

The AusCERT Conference 202523ndoMayl aec25 fatomt 28Ot &t aMay Go
OEvolve and Thriveo. The conference included more than
conference has twa rfsdar mamo wliatybs twieg h tutori al and the | a

contemporary topics on cyber security.

5]l nternati onal Col |l aborati on

5.1lnternati onal partnerships and agt

AUSCERT maintains rel dtiihemsadl€EBHERIs wanhtd €8F Rosisaround the
relationships with a mutual understanding on what are ar
worked beyond wr iDuréemgag@OeedmANUtSCERT has assisted another
using Intel MQ to handle their cyber security informati on
AUSCERT al so maintains membership with Asia Pacific Comp

of I ncident Response and Security Teams (FIRST).

5.Qapacity building

5. 2APICERT Drill 2025

Every year, AUSCERT participates in an exercise that test
Emergency Response Team (APCERT), of which AUSCERT is a |
Thi s yeare, wahse otWheetm Ransomware meet Generative Al 6. The

in the region and beyond. I n all, 24 APCERT CERT/ CSI RT t ¢
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5.2AQI D 2025
AUSCERT was also invited in participating the ASEAN Cybe
This well composed dril | all owed further interaction wit!l

skill set s.

6 Concl usi on

AUSCERT continues to assist the constituency of Australii:
AUSCERT, as any other CERT/ CSIRT, are in the maintenance
somet hing breaks or something attacks the resionf cesfaitvied 13
out what went wrong, alert and assi st in the process of
information from souirrcfesr, matmbaed | wisthh ngornrmealtati ng dat a, d

then republ vahaukdgeddbduas, ai s a chain of work tasks we ar

The value that is added to this work depends upon the so

deriving actionabl e i nlthel lainppaumde odutv adfu et hcer echatead. depends

can be ingested and turned into the final product , b-e it
down r eTgluiesstt.ype of work seems ripe for the introduction
to generate sensible phrases and even enabling these mod
Apprehension to its introducti odcr apmneeps afcreonnant he ft enogted ts
previously perDiofrfmedu Ibtyi esst affrfom t hi s shi ft in workflow m
staff i nto machi ne -dkeialrlnii rgpgu rapodseéndney, tdre reexi sting human c

reception of ther fimalf iomalcoomet come of what CERT/ CSIRT pr
are people, who at times.aflfbeubdst aeltgvek 06 8Dt to for
received which can best be served by hawvitng st lbayt phwmandicnc
our constituency, how to understand and affect the most

constituency can make their piece of the internet, a saf
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Br uCERT

Br umCeimp uEmer g eRecsyp ohesaem

1 About BruCERT

1.1 lntroducti on

Cyber Security Brunei (CsB) i s t he national cybersecur
safeguarding the nationds cyberspace and coordinating nat
CSB operates iunder otfhelTrMinmport and I nfocommunications (N

Mi ni-s4#Cddarar ge of Cybersecurity.

CSB plays a key role in strengthening the countryds <cyb
support government agencies, private sector organisation
Critical hhifasmaucoorke (ClI1), enhancing national cyber i
investigations through the National Digital Forensics Lal

the nation.

BruCERT (Brunei Computer Emergency Response Team) was es
i ncident response team. Originally formed in collaborat/
I ndustry of Br uhle) @oOadutskal tamerf AMi ni stry of Communicati ol
focal point for-rtedmdleidn ca-ncdol naphetelersetcur ity incidents. Toda

Security Brunei and pr oviindaetsi oinn,c icdyebnetr sreecsuprointsye acdovoirsdor vy ,

Supporting these operations is the Cyber Watch Centre (C\

and situational awareness center. CWC conducts continuou:
and Criticallhnhf@astmastéeéobure (ClIl) through advanced securi:t
threat intelligence capabilities. The center plays a cru
activities, andr progiadl egt eatrdystwrengthen national <cyber
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BruCERT actively coll aborates with regional and internat:.
technical cooperation, and coordinated incident respons
organisations, including:

Asia Pacific Computer Emer go¢ mé¢ wWeResg morRd®d5Team (APCERT)
Organi sation of |1 slamic Cooperation-CboRApoif eedEmer 808y
Forum of I ncident Responsd oainnde dSeicnur2i0tlyd Teams (FI RST)

Through these coll aborations, CSB, BruCERT, and the Cybe

nati onal cyber resilience, incident response capabilitie

1. 1BrluCERT Services

24X7 Security Related I ncidents and Emergency Response
24X7 Security Related Incidents and Emergency Respons:
incident is received). This service only applies to Br
Broadcast alerts (Early Warning) of new vulnerabiliti:e
Website. BruCERT Constituents wil!/| receive alerts thr
tackling |I'T Sseweausr.ity related is

Promote Security Awareness program to educate and incr
security and-htoew htnhircoadghk neodwcati on, workshop, seminar,

Coordinating with other CERT, Net wor k Service Provider

related organizations to facilitate the detection, ana

1 BruCERT Establi shment

BruCERT coordinates with | ocal and international Comput e
Providers, Security Vendors, Law Enforcement Agencies as
anal ysi sentainadn pofevsecurity incidents on the Internet.

1.3 BruCERT Wor kforce

BruCERT <currently comprises a workforce of 66 personne
organisationds commitment to nurturing and strengtheni ng

majority of t he itgehdm cskndilsetds ianff ommati on technol ogy anc

personnel responsible for administrative and technical o
To ensure operational excellence and readiness in address
invests in the professional devel opment and technical cary
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extensive training across a broad spectrum of i nformat.i
internationally recognised professional certifications.
These include industry certifications such as CompTIlI A A+,

cybersecurity certifications including SCNP, SCNA, CI W,

I n addition, BruCERT personnel have participated in spe¢
including GREM (Reverse Engineering Malware), GCI A (I ntr
Anal ysis), amd i GMENecPémagt?)r Many members of the team hay
further strengthening BruCERT®s capabilities in incident

and cybersecurity operations.

Through continuous professional devel opment and skills er
capable and resilient cybersecurity workforce, enabling
and supporrnalt hcey meartsecuri ty mission of Brunei Darussal am.

1.4 BruCERT Constituent s

BruCERT has close relationships with Government agencies.

Government Ministries and Departments

BruCERT provide Security incident response, Managed Secul
services to the government agencies. Security Trainings
BruCERT in cohl sbomeatGoomrrwiment Agenci es.

EGovernment National Centre (EGNC)

EGovernment National Centre provides | T Services to all C
Services such as I T Central procur-leoneati oMNet ANERASE Ata al
hosting are @NGvi Bed CERT Ewor ks <c¢closely with EGNC in pr

Moni toring since most of the government equipment reside

X,
Al T<A/{/t

Aut horityxofmomuni choi ons Technology Industry of Brunei Dar
to regulate, license and develop the | ocal I CT industry
Al TI has appointed I TPSS (I nformation Technol ogy Protect.i

the national CERT in dealing with incident response in B

Royal Brunei Police ForErf  RBPLHAgNtanAgen hiees L@QWEAS)

BruCERT has been collaborating with -rRBIP&t each di mdihdcean tLsE Atsh
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and Mobile Forensic services.

Uni fied Nati od®J&IN Net wor k
UNN, the main Internet service provider. BruCERT have b

intermleated statistics and the current situation of I' T et

Brunei Cyber Sec@BC&EHX Association
Brunei Cyber Security Association (BCSA) aims to. Bring

cybersecurity to collaborate, share knowledge and coll ec

1.5 BruCERT Cont act

The Brunei Computer Emergency Response Team Coordination
related incident. Any computer related security incident
Tel ephone: (673) 2458001
Facsimile: (673) 2456211
Whatsapp: (673) 7170766
Emacért @brucert.org. bn

Reportémpagrting@rucert.org. bn

2Br uCERT Operation in 2025

2.l1lnci dents response

For the year 2025, Cyber Security Brunei (€CsB), through |
instances of suspicious and malicious activities throug

depl oyed atcirtousesntc osnysst e ms .

Based on the collectedrmbatedringidenas Kakcwaneéed for th
tot al of 1,955 incidents, making it the most prominent
i nfections attyepiactatlelnyp tisndbiyc t hreat actors to compromise sy

payl oads within targeted networks.
Meanwhi | e, Deni al of Service (DoS) incidestal eeserdiedeo
attempts were relatively mini mal compared to other for ms

of these ddtiest ad adtliusitrated in Figure 1.
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Denial Of Service Unsuccessful Hacking Attempt
g 0% was detected 8% was detected 0%
withinthe withinthe 17%

9%

8%
Malware Normal User account
48% was detected. ] 9% was detected 18
withinthe withinthe

Reconndaissance Privilege User Account 48%
18% was detected 17% was detected
withinthe withinthe

Figure 1

was followed by Unsuccessful Hacking Attempts (320
thorized access to systems thifoughk mRethecks, s exipl @3 t @
naut hiomi aetdtempiys . I n addition, Reconnai ssance activi
ckers were actively probing and scanning systems to
i gurations befoméethabusching furthe

monitoring system also identified several security e
unt incidents (97 <cases) and Privilege User Account
ci aterd amddéhssusmanagement and may indicate suspicious
|l ate system privileges.

al |, the data highlights that mal ware infections E
rsecurity threats, emphasizing the i mportance of Co
ctive threat dedreicttiioal toy stadmguand digit al infrastr.i
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Types of Attacks Count
Denial of Services 1
Malicious Software 504
Reconnaissance 192
Unsuccessful Hacking Attempt 81
Normal User Account 95
Privilege User Account 182
Tabl e 1

22Br uCERT Honey Pot

Cyber Security Brunei (€CsB) through BruCERT has depl oyed

servers designed to attract and record malicious activiti
att akc&rav, oudenti fy commonly targeted services, and analy
Based on the analysis of |l ogs collected from the honeypol
with Server Message Block (SMB) services, was the most ab
This i nddrriaftiesamt snumber of expl oirtealtaitoend avtutlenneprtasb itlairtgieetsi
used for unauthorised remote access, l ater al movement, 0

The second most targeted port was port 1433 ,-SQLh)i cheri wi caes
1,757,603 attempts detected. This suggests that attacker :

brutter ce leongpits @trt vul nerability exploitation.

This was foll owed b®SPH) twi2t2h (B&ZT,ulk &6 Sahtetld mpt s, i ndicatir
gain remote access to systfeomsc itnhgr oourg hu ncaruetdheonrtiizaeld blrougtien
targeted poprotrst i2n3c I(uTedchet ), port 135 (RPC), port 5060 (S|
and port 1900 (UPnNnP), reflecting a broad range of autom

net work services.

Overall, the data demonstrates that attackers continue t
server s, and remote access protocol s, highlighting the i
and conti nuogust omomiittiograitne potenti al exploitation attempts

The distribution of the top 10 most abused ports observe
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Top10 Most Abused Port for BruCERT Honeypot 2025

3500000
3000000 2868603
2500000
2000000
1757603
1500000
989166
1000000
S00000
130642 65018
37068
. 19636 - 22356 18732 21359
21 22 23 135 443 445 1433 1900 5060 8728
Figure 2
Port No Count
21 19636
22 989166
23 130642
135 65018
443 22356
445 2868603
1433 1757603
1900 19732
5060 37068
8728 21359
Tabl e 2
Similarly, port 22, which supports Secure Shell (SSH) re

efforts by attackers to gain unauthborirecedl|l adimhniasteapt 8¢
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credentials. The notable activity on port 23 (Telnet), wi

access services that are often poorly secured or misconf

Ot her ports also demonstrated consistent mal i cious acti

reconnai ssance and exploitation targeting Windows remote

with Session dlnit$laP) oms éd oitrocVoi ce over | P (VolP) systen
attempts to exploit telecommunication infrastructure.

I n addition, port 8728, used by MikroTik Router OS mana
automated scanning targeting network infrastructure devi

1900 (UPNnP) with WwBi@B2cautdmposenti al-bpskbd DOo&ragéedckas!
(FTP) with 19,636 attempts, suggesting continued attempt
443 (HTTPS) recorded 22, 3&tatstcammtin,g wkiitdihvi magsr e¢efar get

communi cation channel s.

Overall, the findings highlight that attackers continue t
as SMB, SSH, and database servers, while also probing 1|e
weaknesseobsdheati ons emphasize the i mportance of secu
segmentation, and continuous monitoring to reduce the ri
of organisations in Brunei Darussal am.

Based on observations from the BruCERT honeypot depl oy me
to compromi se exposed systems. Analysis of the captured
the | argest peopedtitdimeat sdetaccounting for approxi mat el
suggests that attackerbadedkquaewyltd ayd «detpd oggaiTm ojmaut hori z e

deliver additional mal i cisysd ecnemponents into targeted
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Top Malware Cpatured by BruCERT Honeypot 2025

Generic Trojan
Coinminer
Ransomware

Undetected

Figure 3

The second most prevalent threat observed was Coinminer
Coinminer infections typically aim to exploit compr omi s

unauthorized crypwhoiccuhr rceannc ys ing miifnigcantly degrade system p

Malware Type Total

COINMINER 2767

GENERIC TROJAN 3693

RANSOMWARE 520
UNKNOWN 62
Grand Total 7042
Tabl e 3
I n additi on, Ransomware accounted for around 7% of t he d

actors to deploy ransomware payloads that could potenti a
smal | propoximanel mphp v, remained undetected or wunidentif

be i mmediately classified during the analysis process.
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The distribution of mal ware captured by the honeypot is i
and crypt-mcorngnmygl ware in the observed threat | andscape
mai ntaining monttoubog mechani sms, such as honeypots, to
awareness of cyberattack patterns targeting networks in

In 2025, BruCERT recorded a total of 609 reported cyberse
and private sector organisations in Brunei Darussal am.
constitutedt t hemihemgheft cases, with 11él ateepdoritsc¢ci deontlsow
Cyberbullying (89 cases).

Ot her notable incident cat-egbated taskaded agentétratl agbor
Takeover incidents (65 cases), where attackers gained una

(44 cases) 37Smiaskisng-rehdt ed4igai nhgnts (35 cases) were als

use of social engineering techniques by cybercriminals.
A smaller number of incidents were recorded under Unethic
or Extortion (16 cases), and Compromi sed Devices (6 case:
t hrough harasemecion, or unauthorized device access.
Overall, the data demonstrates that soci al engineering
affecting users in Brunei D arreul sastael da mg, ¢ twiivtiht ipehsi schoi nntgi nauni dn (

used by threxapl aictt oviscttioms .

The distribution of reported incidents is illustrated in
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BruCERT Activities i n 202

3.1 Seminars/ Conferences/ Meetings/V
I n 2025, BruCERT continued to actively participate in v
capabutiyding programmes to strengthen collaboration with
and cybersecursi.t yT hesmmuwemigtaigee ment s provided valuable oppo
coordination, and discussions on emerging cybersecurity
both physically and through virtual pl atfor ms.
From 25th November 2025 unBriuCERTt hd eNeweamtkeesr a2G25:ded t
Meeting (AGM) and Annual Conference of the Asia Pacifi
by the Australian Cyber B8astutrantyaCeibheemert  Spdngant her e
across -Phei Ascaregion to discuss regional threat treno
strengthen cybersecurity cooperation among member econ
From 15th September 2025 oBmuiCERT6tdR| Bgptewmbat t202d®d th
of the Organisation of Il sl amic CooperatiCERTLompltee rc oft
brought together cybenrds eCEURTi trye pprrecsfeenstsaita nvaelss fa om OI C m
cyber threats, policy coordination, and coll aborative
me mber countries.
From AprBruZ&RY participated in the APCERT Cyber Drill
by APCERT to strengthen incident response capabilitie!
cyberattack scenaaritoiscigmnmd i algl cQEeRdTsp t o practice infor:t
coordinated response mechani sms.
I n 20B25u CERT participated in the I TU Regional Cyber Dri
Tel ecommunication Union (I TU). Notabl vy, BruCERT contri
for the exerctihsee,d essuipgpnoraofi nrgeal i stic attack simulation
scenarios such as phi shing campaigns, -ofsaelrwa rcee i(nDfDeocSt)i
enabling participating teams tespomase, ceeclhomircdalbatedde s
threat intelligence sharing among international CERT ¢
3.2 Awareness Activities
Throughout 2025, Cyber Security Brunei (CcsB) , t hrough I
awareness through a series of public outreach and educat
and the public.
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A total of 132 awareness sessions were conducted duri n¢
government institutions, and community groups. These pr o
on key topicshyguiemegs omybienre safety, scam awareness, and
BruCERTds digital awareness platform, www.secureverifyco

information and recorded an average of 773 visits per mon

and digitelntendgangcdmdi ng participation in the ORampai P
awareness episodes, with an average of six educational v
Compl ementing these efforts, 12 structured awareness Sess
while 146 users successfully completed the online awaren

cybersecurity education.

Awareness Talks Audiences Awareness Trainers RampaiPagi AdvertsOnRTB
132 Sessions 15337 7 Trainers 12 6 AverageVideo
Audiences Session Played Monthly
Radio Shows SVCWebsite Roadshows E-Learning Webinar
111Episode 773 AverageVisits 9 Sessions 146 Users 2 Sessions
Completed

Figure 5

These initiatives refl ect BruCERTOs continued commitment

di gital environment across Brunei Darussal am.

I n 2025, BruCERT conducted a total of 132 cybersecurity a

Most of these sessions were delivered to schools (77 se:
youth on Isagreadtiigiesa. This was followed by government age
and corporate organisations (7 sessions). These initiat

cybersecurity awar enersessialnide iscda eanqgrtchsesn mewlbteirpl e segment s
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Students
11,803

Workers
2,217
Public/ Community

1,317

Schools
77

Organizations
38

Community
17

Cyber Security

Awareness Trainer
7

Figure 6
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Bt CI RT

Bhut@aomput eaci Res p ohesaem

1. Highl i ghts of 2025

1. 3ummary of Major Activities

October 2025 saw the successful conclusion of the 5th
awareness and technical expedimpaedaVhbh&elomdéerlenteat teedt

forensics and ndtpwoa&kt aoal yeyberahygiene progr ams.

I n coll aboration with | eading technical coll eges, a Na
nati onal cybersecurity talent. The competition drew a
technical cobbdkeegeasahedgprofessionals from both the pu

A -@ay Cybersecurity Capacity Buil diaegewasxecginveedf s@
The primary objective of the session was to strengthen

executive | evel.

2 About Bt CIRT

2.1lntroducti on

The Bhutan Computer I ncident Response Team (Bt CIRT) is p
to enhance <cyber security in the country by implementi |
coordinating oymat seauandyesbhfibli shing computer security
I't is also mandated to proactively monitor government sy

2. Rstabli shment

Bt CI RT was formally established on 20th May 2016 as the
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cybersecurity activities and initiatives for Bhutan.

2. Besour ces

Bt CI RT operates with fifteen working team members as of

2.@onstituency

Bt CI RT constituents are all government institutions wundeil
network infrastructure to host their | T resources and s

extended twd tahliln usheer scountry.

Activities & Operations

3.9cope and definitions

As the apex body for cybersecurity in the country, Bt CI

cybersecurity plans and programs that contribute towards

The specific mandates of BtCIRT are as foll ows:
Operate as a national cont act in relation to coordina
progr ams.
Conductusend awareness at nati onal l evel and disseminat
conduct security workshops related to various cyber se
Actively monitor systems hosted i n t he vQiolvneerrnanbeimltiot\iaalsa
ti mely reports to the GDC operating team and the syste
Conduct periodic security assessment of g O VO Wnamremme n¢
organi zations on request.
Represent Bhutan in international forums.

Devel op relevant strategies, policies, standar ds, gui d

3.12nci dent Handling Report

The incident trends in figure 1 show that I nformation Gat

by I ntrusion Attempts (313) . The Vulnerability Assessme
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identifying and addressing security weaknesses. The | ea
incidents handled are as depicted in the following graph
Incidents resolved in 2025
500
Custom field Classification Ticket count
450
400 Abusive Content 4
Availability 2
300 Fraud 15
Information Gathering 467
= 20 Information Security 27
1 Intrusicn Attempts 313
10¢
Intrusions 13
Malicious Code 18
Other 85
- Vulnerability Assessment 183
Custom field Classification Vulnerable 14
Total 1131
Figure 1: Incident handled by Incident Cl ass
4 . Wor kshops/ Training
Capacity development is another i mportant mandate of Bt C

ecosystem ar e
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Figure 2: Group photo of the Participan

4. 1C®Pber Threat Management and monitoring Workshop

A fday Cyber Threat Management and Monitoring workshop

government agencies, financial institutions, telecom pr o)

institutions. dhentcwbeinghfeausedentification, vulnerab

cybersecurity frameworks &madodleedt apmna oigs ausrsgneg adoapaeugr iwti yt ht

detection, monitoring, and incident response.
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Figure 3: Participants of the workshop
4. 1T8chnical workshop on digital forensics and network ar
I n coll aboration with the National Cybersecurity Agency

Extremism, and Cybercrtihmekaeyge ks W opONGHEKHK) ,gi a al forensi cs
conduct eldt 1fé6r Ot ober 2025 with participation from 35 offi

Figure 4: Participants at the workshop
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4. 1Cydber conf erence

The Bhutan Cybersecurity Conference 2025, held as a hybr

and international cybersecurity experts to promote awar
Featuring 13udipregk®risnt drmmcdti onal experts, the conference
and private sector s, facilitating knowledge exchange, n

community.

Figure 5: Participants at the Cybersecurit
4. PBrill s/ Exercises
The following drills were conducted:

4. 2Cylber security C@pbaurengdbheQEtlalger )

The Cybersecurity Capture The FI &¢p (OCTF)bech a2l0l2é5n gien weacsl
Gyal pozhing College of I nformation Technology (GCIT) an.
engaged participanrtad fcrod mhetglersee Ctod d ergie of Science and Te
professionals from gover nmechay awmalr kpsrhiovpatceo vseercitnogr se s sfe nan

practical tools, exploitat itoant idodhodwlasstwrealt iboyn sa, CarFd cao mpTeR i

56



TL FC.L E A

Figure 6: Teams competing at the Capture t he
5. 1 nternati onal Coll aborati on
5.1 lnternational partnerships and agt

Bt CI RT has been a member of FI RST and ARQE®RII3I si nce 2017

5.Qapacity building

Bt CI RT members participated in various skil!/l devel opmen
conferences. These engagements have served as a foundat.i
while facilitathnganetwalrkiand wnternational cybersecurit

gratitude to the organizers and spobsblrdi hgroppowvidnhgi é:

5. 2Trlai ni ngs

Bt CI RT members participated in the following trainings, |
APT Training Course on Cyber Secur it y24Telcahnnuoal royg i2e0s2 5byi n
CAMP Annual Meeting by Korea I ntebhelty & GB2% uirn t §o LAtghe nkK
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APl SC Training by Kr CERT/CC Korea Internet Security Ag
Kor ea
I ntegrated Cybersecurity for safer digital wo-AFdObyoBe

in Singapore

.2Dr2i Il I's and Exercises

Bt CI RT Participated in APCERT Cyber Drildl in July 2025
Bt CPRTticipated i nPdcliUf iRe gCym&ar BRAti Bmbereom2225 in Mongo

.2Co8ntri bution to Seminar s, Conference & Presentations

Bt CI RT participated in the South Asian Networ R 30peu att c
2025, delivering "aUppdraetseesn toarh nBotaGInRiTa.l"edvent organized b

net work, system, and I CT professionals, serves as a pl

Future Pl ans

Bt

cy
St

en
En
by
as
St

co

e X

Th

v

CIRT is committed to enhancing its incident handling c.
bersecurity maturity of Bhutan. Bt Cl RTés future goal s |
rengthening NatiConalinkRess | cehtaboration with <critical

frastructure (Cl 1) t hrough nati onal risk assessment s,
hancement of institutional and technical capabilities.
hancing I ncident ResponsBubahdi Mgnt eamiagp8erwvyces:proac
enhancing our Security Operations Center (S0OC) and i
sessment of applications, syst ems, and networ ks.

rengthening Nati onal and | Bt €EF RAt iremali n €o Icloanbmo rt & teido nts
Il aboration to ensure an efficient and effective coord
pl ore new partnerships with security organizations bot

ese goals are key components of the National Cybersecu

Concl usi on

I n
ca
be

st

2025, in addition to handling cybersecurity incidents
pacity devel opment and awareness initiatives for diver
streggtnhagniom al cybersecurity resilience, enhancing
rengthening national and international <coll aboration.
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CERITN

| ndiComp uEmer g eRecsyp ohesaem

1 . Highlights of 2025

1

1 Summary of major activities

I n the year 2025, Il ndi an Computlenr) EhdrddgléehdcydiReesmpton.s eT HT
incidents handled were Website Intrusion & Malware Pro
Service attacks, Website Defacement s, Unauthorized Net
Data Barmedcvul nerable Services. Remedi al measures for he
in coordination with relevant stakehol ders.

CERITn tracks | atest cyber threh% 39eaxcrud i ¥ § baeHvaadtosi,B 88 e a
Vulnerability Notes were issued during the year 2025.

CERITn condkcylkdr security training and awareness progr
organi sations across al | sector ssatttoac pr awiedned s | n stihg hetas
countermeasur es, i nci dentnertensoprokn saen da nidn frreanset driuacttiuorne, s e
I nternet of Things (1l oT) security, Governance, Ri sk ar
Security.

CERITn cond@tdameaelsti c cyber <c¢crisis exercises in 2025 for
Government Depart ment s.

CERITn has conducted 05 international exercise, contrib
and participated as a player in 4 International cyber

.Rchievements & milestones

CERITnds initiative to strengthen cybersecurity resilie
Gl obal Cybersecurity Outlook 2025 report by the Worl d
l auding the | ndi amc yCoRrepsup cerrs eH niiegr agfigor (OQUENRIED rienai ktiinagt i ve t o
cybersecurity resilience.

59



TL FC.L E A

Worl d Economic Forumds Gl obal Communications Group-rel e
I'n on Jakh0O2abef olrt8e, t he Annual Meeting in Davos which we
service {flmomoCERT ti zens to clean their digital devices

identify understand their vulnerable systems.

I n April -R®2%Wwas CERTe to contribute to the 0Cyber Resi
Economic Forum and the University of Oxford. The repor
drawn from itrhe [FErreodttileeadi ng organi zations globally.

The I ndian Computer Emerglemkyi Recspoensf (Tekami Gg30ERM att H e nj
hi dghevel ri sk analysis report on Artificial | niredsl&isgea n c
approach, 6 yputbHd sNatdi dnal Cybersecurity Agency for Fr
advocat es -bfassreda apipskbhach to support trusted Al system
di scussi-noababvadAtyber risks addshew tto umitteidg &Atl e dtelveerh otp
A white paper published by the World Economic Forum an
2025 highlighted that dudtnnbevbeagedr &d¢ ahd286R#pypyaCERTal

over 9,800 billiidemtbN$i ggerni2&s mi llion phishing domain
addition tobabedi hgr BASE intelligence with global partn;
secure the digital ecosystem.

2 . Aboud nCERT

1 I ntroducti on

CERITn under Ministry of Electronics and I nformation Tec
the objective of securi-lnm drmaviade sc ylbreai demtc eRPr eQEERITt i o n
as Security Qutal BeyvMaaagemen

Under Section 70B of the I nforimthases BDeehndlesggnAted

agency for incident response and for performing vlar i o
operates 24x7 inciDkerkt froes ppamnosve dHenlgp ti mely response t
CERITn provides incident prevention and response servi ce
CERITn performs the following functions in the area of
Coll ection, analysis and dissemination of informati on
Forecast and alerts of cyber security incidents
Emergency measures for handling cyber security inciden
Coordination of cyber incident response activities

| ssue guidelines, advisories, vul nerability not es an
procedures, prevention, response and reporting of cybe
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Such other functions relating to cyber security as may
ii.h. CERTn creates awareness on <cyber security i ssues thr

(https: /[ /-iwwwoearedttnps: / / www. csk. gov.in

2.2 Establishment

CERITn has been operational since January, 2004.

2.3 Constituency
The constitulemciys of he&CERAdi an cyber commu-hint prawd dbesedisam\

gover nment , public and private sector or-gmnpeavidas aer

individual srandllomme use

3. Activities & Operations

3.1 Scope and definitions

CERTn provides:

Proactive services such as advisories, security alert s
I ndicators of Compromises (1l oCs), situational awarenes
guidelinesofganheréapiogs to secure their systems and ne
Reactive services when security incidents occur so as
Security quality management services in the form of «cy
security exercises/drills.

3.2 I ncident handling reports

The summary of acti viltni edsurcianrgr itehde oyuetarby2 OEBRTi s gi ven i n

Activities Incidents in 2025
Security Incidents handled 2944248
Vulnerability Notes Published 390
Advisories Published 65
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Security Alerts issued 1530
Security Drills 23
Trainings Organized 32

Table 4:n GQERT vities during year 2025

3.3 Abuse statistics

In the yead n202ahdl @dRR29, 44,248 incidents. The types of i1

propagation, malicious code, phishing, distributed deni al
scanninghptobinhges, ransomware attacks, data breaches/ | e
The summary of various types of incidents handled is giv

Security Incidents 2025

Phishing 806

Unauthorized Network Scanning/Probing 24,36,320

Vulnerable Services 3,41,646

Virus/ Malicious Code 1,48,223

Website Defacements 8,386

Website Intrusion & Malware Propagation 1,118

Others 7,749

Total 29,44,248

Tabl e 2: Breakup of Security Incidents h

3.4 Botnet Cleaning I nitiatives

Botnet Cleaning and Mal ware AnalofSK3 Gast beehCebkmbbws

detection of compromi sed devices in India and to noti:
prevent further MmMhéw&eatieféestwom&ing in close coordi
Service Providers (I SPs), Antivirus companies, Academi
Currently, CSK is covering ~98% of the subscriber base

provides services for organizations from various sect
Finance, Heal t,hdar &, |Treeé&ns pGorvter nment, Academia, 6l ndus

Cities are coll aborating and being benefited by wusing
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CSK celebrated awareness campaignlbC¥bbrusdwpce2hbBbaaRdk
Security Awareness Monthd in October 2025, in coordin
Companies for spreafdomgatwanenegar dindgi ayber security t
citizens against them.

CSK provides three Free Bot Removal Tools (FBRTs) deve
with a cumulative of 89.55 | akh downloads recorded til
Wi ndows and GooglremsAndaSoKi dalpsloatpfroovi de Mobile Security

users via web portal

FBRT Downloadsin 2025
316,827

272,037

196,667
167,936 145,414 139,064 119,414
145,506
126,018
I 112,605 I 12‘i86 I I 106,416

Jan-25 Feb-25 Mar-25 Apr-25 May-25 Jun-25 Jul-25 Aug-25 Sep-25 Oct-25 Nov-25 Dec-25

FiguC&K3Free botnet removal tools download s
5 Security Profiling, Assurance f
Under Security Assurance Framewor k, |  €CERM) Chbemputeerate

of 6l T security auditing organizationsd for carrying
assessment and penetration testing of computer systems
Gowernment, critical infrastructure organizations and t
CERTn bBampaneddTendf or mati on Security Auditing organizat.i
criteria, to carry out information security audit, i nc
the networked infrastructugectoofr goorvgearnninzeantti elanmsd e wipha nsé Icl
information security auditing organizations is being c
sectors for their informatds.on security auditing requir

CERTn has i mplemented data science platform for conduct
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country. The project enabled identifilmnathiassn pafblarsehaed 1
Secure Application Design, Devel opment, | mpl ement ati on
Government and critical sector organizations are imple

27001 standard and as pevrl nt.hel mpdwimeentias s wend emyabCERT v
conducted peri odiERTeIMp.anHeleehdeiecsalof! T security auditor
as wel |l as compl-i andhesawdistos.caCER®Bd out episodic sec

enhancing their security posture.

6 Cyber Threat I ntelligence Shari

A core pathdef mCERITon as the first responder with resp
provide a trusted community platform for sharing-lcnybe
rel eases I ndi casess (bé6CdCso)mpcowméring operational, tact
vul nerability notes to update the Government and crit]
threats and suitable necessary actions to counter thos
CERTn tpaerati obhal oswvedThreat I ntelligence eXchange pl atf
automated platform facilitates bidirectional sharing o

various counterparts ahdtstmaekémoladéeé omsnaitm cnd ars hi-mens i Itihe

ecosystem in the Indian cyber space.
The platform collects, correlates, enriches, contextua
real time with Traffic Light Protocol (TLP) tags. The

automated wor Kfll owmesl.p Ttho sstwieaml i ne their threat det ec

process.

During the ydar v2025,t sCEERMai |l mechanism and withshasedu
threat intelligence alerts with the constituency. Chie
are gettingbybetnheef idcdurealt ed operational and tactical t h
automated platform as well as emai l covering |latest ¢

proactive mitigation actions.

7 National Cyber Coordination Cen
ntinuously evolving cyber thbeahglahdsonfpemanhdont secimpa
d cyber security neceegaltatene Sheumaeednhidor amwmaaeness an
cident seentGohvaesr nsnet up the National Cyber Coordination C
ber security threats in the country. Theaadeantlreesr edc aamd
ar real time sihea adeamtnrad iaswvafraecnielsist.atTi ng various organi
b&att acks and cyber incidents on a near real time basis.
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3.8 Cyber Forensics

Cyber Forensi cs-lnab s( GRLu)i popfe dCBEMRTT h t he equi pment and t o«

and analysis of the raw data extracted from the digital

techni quesry Ttheskrafmat he Lab is to assistln hoen |lonccd uwdrernegn cRe
incident and extend digital forensic support to carry ou
utilized in invasesgafi crybeffr ke urdrtiymesnci demmist taendd bcyy b
government ministries [/ departments, public sector organ

Lab ofl CERaIls been notifiedcasviExamicreeri nofe xEElrecdtsreomf t he

of the information Technology Act, 2000.

3.9 CVE Numbering Authority (CNA)

CVE i s an internbtuisedalef f oo mMmuannidt yr el i es on the commun
vulnerabilities are discovered then assigned and publ i sh
professional s tus ee mCoVIEr eRetcltoeydsar e di scussing the same i sst
and address the vulnerabilities. The vulnerabilities are

around the world thatCVBvRer pgramerRar twiheths tphebl i sh CVE R
descriptions of vulnerabilities.

CNAs are organizations responsible for the regular assi
publishing information about the Vulnerability in the as
Aut horities CVENRe)x.orBHverdyded to the |ist is assigned by a
enabl e program stakeholders to rapidly discover and corr ¢
attacks.

CERTn has been undertaking responsible vulnerability -disc
In since its inception. To move a step further in the di
responuillmleg abi lity reseafrchhas ndbw paunnerwyed CEIRITh the CV
USA. I n this regard, I ndi an Co mplunt)e rh aEsmebr egeenn cayu tRecsrpioznesde b
a CVE Numbering Authoerapi (CNApsfompacting al/l product s

I ndi a.

3.10 Publications

CERIMn published the following key guidelines and whitepar

i. Cyber Security Guidelines for Smart City Infrastructur
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i. Technical Guidelines on Software Bill of Material, Qua
Materi al & Hardware Bill of Materi al

ii. 15 El emental Cyber Defense Controls for Micro, Small,

iv.. Comprehensive Cyber Security Audit Policy Guidelines.

v. Digital Threat report for BFSI Sector

vi I ndia Ransomware Report 2024

vii. Whi tepaper on O0OTransitioning to Quantum Cyber Readines

vii. Whi tepaper on 0Good Practices for protecting Unmanned

ix. Advisory on O0Cybersecurity Threats and Best Practices

Xx. Advisory on OEssenti al Measures for I ndustry for Safeg

x. Advi sory on OEssential Measures for MSMEs for Safeguar

xi. Advi sory on 0Best Practices against vulnerabilities wh

CERITn published sever al cyber security awareness bookl et s

i O0OCyber Smart Kids: Suraksha Guided6é for children to pro

i. 0Cyber Security Best Practices for Senior Citizensdé to
safe online experience.

ii. "Cyber Security Handbook for Mahila Suraksha" on the o

iv. oDigital Safety compass Handbookd on the occasion of S

v. CERTn created its own awareness content in various for
with best practices, infographics in 9 Indian | anguag
di ssemination toemms odnfd ciamdi aMebmédi a handles. A total of
and published for spreading awareness among digital na

Research Publications

i. OA robust and i mplementable approach for Al wvulnerabil

Cyb-Physical Systems.

0Cyber SecuterRetryf oarnnda ntieciCloenpuni @gt wi ned Futuredé in 40t t
1921 December 2025, Durgapur .

O0Bridging Intelligence and Secur iddGQompGQyleer | Ddfeearfsae eSto
Engineering -2lon@ecemsherl 92025, Durgapur.
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4 . Events organized / hosted

4

1 Training

CERTn regularly conducts cyber sedewielt pptmeaitniofhgtcwbeksah
skill building within Government, Public and Private S
and focused topics of CylbnerhaSe ccudrBsduugcht etdn akkBO2bg/ CE&MRK s h ¢
vari ous specialized topics 20f 7fx&rbteirci paatisi thyaveA beehn
system/ network administrators, database administrators
Security Offidernsnnf(OCIma®s )o/n ©Hife cers (Cl Os), and | T/ Sec

CERITn regularly carry out various activities for creati

for upgrading the technical knowhow of various stakeho
cybattacks eamntds .iHin@€kEBIDserved the National Cyber Securit

October 2025 by organizing various events and activiti

I ndia with a theme of " Cy leearc hJ agr iNatBhamradt 6Cy bTelre Stecct
( NCSAM) October 2025-lins a3 5,08 50,b8sle,r2v3e8s. oCSEaRTe r I nternet
Month every year, Swachhta Pakhwada from 1 to 13DFebnt

1st Wednesday of every month fo-atstsapn&bsti&zimgiidenésnahnd
2025, - l@ERDnducted 78 such awareness sessions for diffe
partners. 1A266t ahrof c®pants were covered in these prog

CERITn is regularly sharing safety nd osgaeampchiitcysdeiopstandua

websites and soci al medi a handles such as Facebook, X
i nternet wusaetrtsacokns ,cyibnecri dents, cybemsatsoi shabest i pyben
security alerts, advisories, vulnerability notes and c

handl es.

2 Drill s & exercises

Cyber security exercises-lar¢obbdiehgpg tbedocygadi zpt CBRT t
withst amd tcayclkesr, These exercises have helped tremendous
i nformation id ftrrassitmmiuncg uorfe nmaammpower to handle cyber inc

awareness among the key -lsrechas oomawmditzad i bhirssucCkERdy ber

Till 2012, h&ERTonducted 126 Cyber security exercises of
wi t h participation from around 1651 organi zations c
Government/ Publ i ¢/ Hreinvsaet,e Piamcalmidiingr Pe f orces, Space,
Finance, Heal t h, Oil & Natur al Gas, Transportation (Ra
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Centers.

3 Conferences and seminars

CERTn in collaboration -dayhCMbeéb SenductgdWarRshop & Ta
participants from 27 states, 38 ministries attenddd th
guidelines, Seentirey €GpbentCobhsiCs Management Plan, TTX
To promote the importance of p-bat oqgantday ctarbainreir req dg rna
CERITn during OdMoolert ha®23.0 participants from differen

country participated in the event.

: | nternati onal Col |l abor at i
1 I nternational partnerships and

Strengthening International cooperation to effectively
focus areas ofAs$ heugbyermimenaspect i s being dealt with

in the form of Memorandum of Understandings (MoUs) bet
its overseas counterpart agencaed s¢shatearef wimdtiingntion
preventing cyber -dtntcad adkesn tass awedy Icfyebse rcobVabongt swi ft res
CERITn is regularly coordinating with | eading service pr
to obtain advance information on | atest cyber threats

preventive measur es.

CERITn is a member of wvarious working groups under APCE
working group, Mal ware Mitigation working group, Tsuba
CERITn is a member of gl obal Forum of I ncident Response
enabl es incident response teams to more effectively re
manner .

CERTn is also an Accredited Member of Task Force for

I ntroduCSIrRTI/TIF ) .
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2 Capacity building

2.1 Training
CERTn delivered the technical training session on 0l mp

members on 30 December 2025.

IMPACT OF
ARTIFICIAL

IKITCL | 1 h™
II-|i SE_ Ml

I ELLIGH
N CTI

CERTn participated in the APISC security trai®29n@tc &ero
South Korea.

CERTn participated in the APCERT online training on 0Ce
2025.

CERTn participated in the APCERT online training on O0OR
2025.

CERTn officials also participated in the 301L 1 CS Cyber

. 2.2 Drills & exercises
CERITn has conducted 5, contributed in 1 international e
as player in 4 International cyber security drills in

CERTn participatedgownwet hme®t abaPOCnDerectory -Bamufhatiopae
on 17 March 2025. The simulation enabled POC from 2
coordination workfhiomwg twheilr sndemgtdmdi ng the use of
Contact directory and their roles in Cybersecurity coo

CERTn contributed and participated in the APCERT Dril|l
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O0When Ransomware Meets Generative Al 6. The exercise wi
economies and 7 -CEBRTRTand rAfmr iGCda&CCERT, fostering interna
agai ndrni Aén ransomware threats.

CERTn participated in the ACI@2DOicltlob20220@2&ndliotcadiduygr
Devices at the Edged alon®owdeh dhpaewmabkl ¢b TTKtooadbCt a
exercise str eatgitchreanle dr dandiemrenss by testing 4jespeasetapp
threats.

CERTn participated in the 2ndd3BRIOES obyehre r2 OC2r5i,| If ohceulsdi ndgu
Bank Digital Currency @SBPCemaéibde Commbidaai sdernisldl. ehhea n
nation coordinatisonf oarn dfsigredenpai raelydimers i nci dents with sys
CERTn participated in the gl obal Quantum Dawn VIdlI6 i n
November 2025, organized by the Securities I ndusday al
simul ation engageds ofvreom9m@dr @atrhdrc i p®GhtCSI RTs and i nsti
firms, central banks, regulators, and | aw enforcement.
t hr oughf atueltteid cri si s scenarilosrasdssmaeageimeméd glkacba
sector i msfhoarrmantg omechani s ms. Participants <collaboratiyv

enhancing coor dmankaitnegd adnedc irseigounl at or ys alee aad ywldere sesv d rotrs .|

.2.3 Seminars & presentations
CERTn participated in the APCERT AGM and presented27i n |
November 2025.

CERTn participated in the-2FI B8TheCORErémc€openhmagen?2 D,
CERTn participated in DEB B0OHus88, 2b2bdi duNewmgdad USA.
CERTn participated in Blue -TeamBe@drefmbrean d 2tbeli ch dwarn ir mg |
CERTn participated in Underg0durmrseé pEceabemy 210&I5d i chu 1Sit m @ s (
CERTn participated in the 75th Task Force f-0%1 RDmpMd etri
Reykjavi k, Il celand held during 29 September to 01 Octo
CERTn partici pat2e0d25 nhedydbkduGOiortgp b5 i n Australi a.

CERTn participated in AUSCERT conf er emc3e Maty 2t0a2r5.Gol d ¢
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CERTn participated in 16th Annual Bi | F1li2n g3 eopnt eCybbeerr sienc uV
DC USA.
5.3 Other international activities

CERTn participated in the EleveendedubVorannigv&resaepsiooan
the use of information and c¢commuanlilcatdiudnys 2t0e2c5h.nol ogi es
CERITn, MeityY along with MEA conducted a familiarizati o
countries chaired by Dr. Salng aiyn BMNénw ,D®dlimiectlomdiGae nem af
I ndi an Comput eers pkonmesreg eTrebtagn) R CReeRsTear ch and Devel opment a
a secure and resilient cyberspace, countering cyber th
session on 29 October 2025 faotr nMitniiosnt rTye cchfn oH loegeyt r(dvieii ct sY)
The I ndian Computer Emergémoy Reéespoenseg Odamkl eCERDNI cs

(Mei tY), in collaboration with the Ministry of Externa
and interactiveisgs$gbobannhbisvssfrom Europe, America an
2025. The session was chaired by-IbhrinSa&aejwayeBahl kK | Didia

Singh, Joint Secretary, Meti h&, delf égattidomwedcd mei gleimag kt

ministry, including the India Al |l mpact Summi't

o . Concl usi on

CERTn is the national agency for incident response and v
I ndi an cyber ccbmmiusgi twor KCEBT to i mprove the slermucotmmi off e
continue itonefibobutsoasdto the APCERT community to make
secur e.

Contact I nformation

Postal Address 1:

I ndi an Computer Emergenky) Response Team (CERT

Ministry of Electronics & Information Technol ogy (MeityY)
Government of India

El ectronic Niketan

6, CGO Compl ex, Lodhi Road

New D&l1hGO0O0 3, I ndi a
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Postal Address 2:

CERTn Of fiaél, Bl ock

Del hi I' T Park, Shastri Par k
Deldalil0053, 1 ndi a
Phone:1129902703, 22902704

I nci dent Response Help Desk:

Phone:112290265-7 1244396185 7-23016199249 ( Tol |l Free)
Fax:-1404136854-63801818 269 (Toll Free)

I ncident report to Incident Response Help Desk at:
Emai_hci denitn@coerrgt. i n

Userindi:deanitn@coerrgt. i n

Key | D: O0xB620D0B4

Key Type: RSA

Expired23122026

Key Size: 4096/ 4096

Finger pA7T®%8 O083E 4475 5725 B81A A379 2156 CO0OCO B620 DO
Phone:1122902657

Tol | Fr e e -1P8h0G0A4e9: 4 9+ 9 1
Toll Fred8BW%96991
Vul nerability report, security alerts, or any other tech

contactl "CEIRITf or mati on Desk at:
Emaihf o@crerdrg. in
PGP Key Detail s:
Userinfbo @crerdadyvi soriyvi@cesdbisoribhea@oemngt i n
Key |1 D: 0x275CCACF
Key Type: RSA
Expired23122026
Key Size: 4096/ 4096
Finger pEABE O0O86A 6FC4 CB47 3F29 A90B DE30 A071 275C CA
Phone:x1122902657
Tol | Fr ee -1P8h0d0A4e9: 4 9+ 9 1
Toll Fred48PRW¥%960V91
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Emac¢ $ k @eienr.tor g. i n
PGP Key Detail s:
User | D:-ioskh@gel n
Key | D: Ox4EE11788
Key Type: RSA
Expire95312030
Key Size: 4096/ 4096
FingerpE2®m4 D43D 0296 40FB 8DB9 0290 706D EF4D 4EE1 17

For I nternati onal Liaison activities

Emaiht er nat i-iom.ad r@g.eirn

Oof ficial soci al medi a handl es of @ ndi anCERT
Facebhtotkps: // www. facebook. com/ I ndi anCERT/

X (formerhytpwittew)tter.com/ I ndianCERT

I nstagtréams: // www.instagram.com/cert _indial

Linkédltms://www. |l inkedin.-ce-mhtompany/indiancer:t

YouTuwbe:ps:// youtube. com/ @ ndi ancer:t
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CERT PH

Philippines National Computer Emergency

1l ntroducti on

The Philippine National Comput edPHEM®1i gyescwnRanmpems & hEe aC
Depart ment of I nformati on and Communi cati ons Technol ogy

responding to compurteeprorstesc uarnidt ya citnicviidteinets .

CERAFH al so monitors the implementation of the informati or

and reported cybersecurity incidents and events are give

The &BHRTi s the highest body for cybersecurity related act

CERTs, as well as organizational CERTs shall coordinate ¢

1. NCERT Core Functions

1. 1ll.nici dent Response

Responds to Cybersecurity incidents reported to the BU
the i mplementation of the I nformation
Security I ncident Response Plan to ensure that detecte
action
Devel opsst rwuecltlur ed processes for handling and managing
met hodol ogi es, and practices.

1. 1Vuwl nerability and Penetration Testing
Conducts Vulnerability Assessment and penetration test
Examines and evaluates websites/ web applications, mo
identify existing vulnerabilities that can be exploite
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Security Operations Center
technical details and analysis of di
he continuous operation of the

scovered

Nat i opmail ntS O&Lc C ¢

protection -lmagsad nasttt DNKSs, and the reputation of connect
serves as the centralized facility for detection, moni:t
agenci es.

Monitors the system for possible information security

1.4Cyber Threat Monitoring
Coll ects and analyzes data from publicly available sou
Coll aborates with international and | ocal communi ties
Develops an effective i mplementation approach to monit
2 0perations and Delivery of
2. 1ncident Response and Handling
From January 1 to December 31, 2025, NCERT managed a tot
infrastructure sectors in the Philippines. During this r
i ncident sctwiadhhereefee to service | evel agreements.
Notabl vy, the team achieved a 100% SLA response rate, en s
within the mandated ti meframes. OQur resolution speed rem
and scal abl emewes konse fra
Cyber Incident
Response Services
(CIRS)
12,042 [100%
Incidents % of Incidents
Responded Responded
within the SLA
Average Average
Resolution Resolution Days
Days +for High and Critical
«for Moderate and Low Incidents
incidents
Figure 1. I ncident Handling Overview
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2. 1Kéy Performance I ndicators (KPI s)

Metric Achievement  Note

Total Incidents Responded 2,042 Total volume of security events handled.

SLA Compliance Rate 100% All incidents acknowledged/ responded within target.
Avg. Resolution (High/Critical) 8.94 Days Time from detection to final remediation.

Avg. Resolution (Med/Low) 8.63 Days Time from detection to final remediation.

2. 1M@nthly Breakdown

Throughout the vyear, the team successfully responded to
operational capability and adaptability to fluctuating d
first quarteardualhygr easddchegrsecond quarter, and peaked si

incidents were addressed.

Despite the surge, the team effectively managed el evate
consistent response -ckkdrhaomd spamirad.g Iltmdisdenritghvol umes t hen

concluding witherhefl cwaees nmnuoumDecember.

MONTHLY BREAKDOWN OF INCIDENT RESPONDED

350
300

260
250

200 190

340
179
164 160
150 130 EE
115 112
100
" i
0
May Jun Jul

Jan Feb Mar  Apr Aug Sep Oct Nov Dec

. >
Figure 2. Incidents Handled per Month
2. 1BBeakdown of Incidents based the Sectors Affected
This accompli shment reflects the wide reach and i mpaet o
government sectors. Nati onal Government Agencies (NGAs)

760, highl i gihttyi nggi vtehre tpo iporrot ecting core government oper s
sector followed with 424 incidents, underscoring strong e

continuity.
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GOCC
4.3%

NGA
37.2%

SUC/HS/Elem

19.6%
PRIVATE
208%
Figure 3. Incidents Handled vs. Sectors /
Educational institutions, including state universities a
recorded 401 incidents, showing a sustained focus on saf e

GovernmenGUBMhi wer éLassi sted in 370 incidents, reflecting

at the | ocal |l evel

Lastly, GOwmed mamd Controll ed Corporations (GOCCs) | oggec
specialized government enterprises. Overall, the breakdo

i nci dent handltiincgala csreocstso rcs .

2. 1BAeakdown of I ncidents based on Incident Category

Compromised System
Credentials

Data Breach

Web Application (CMS)

Compromised Server

Malware

Distributed Denial of Service / Denial of Service
Data Leak

SSH Brute Force

Technical Assistance

Compromised Network / Infrastructure
Phishing

Data Exfiltration

Ransomware

Advanced Persistent Threat

Other

O_—-.'.ll'l

3]
5]

200 300 400 500 600

Fig 4. I ncidents Handled vs. Il ncident

c
—
(]
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This breakdown reflects the full range of cyber incident.
related incidents, data breaches, and web application (
mal war e, anrdupteirovngs.e Alils recorded incidents across all ¢

Service Level Agreement (SLA), achieving a 100 %irSdedarcdlmp:
of severifiryeceri vegpe i meilny tahcet i o@quirtehd response timefra

operational readiness, effective incident management pr oc

2. 1Bbeakdown of I ncidents based on Severity Level

This sleeweeli tlyreakdown shows that the maj orMotdye raaft ei ncli, 4eQm
indicating a high volume of routine but operationally si
blyoweverity incidanHbgdeviaBr ictays eisnci denrtef [(eldBt8i cqasa smhmi x o0
serious threats with poEtlenvtaiteeld o pnecriadteimidsaad( 6 3mapdadca@rsi)nt u nchae

incidents r(elpd ecsaesneds )t he most sensitive cases that require

Low
13.6%

Critical
07%

High
92%

Elevated
3.1%

Moderate
73.4%

Figure 5. Incidents Handled vs. Severity

2. Yul nerability Assessment and Penet
2. 2Nambefr Accomodat efbrR&NJquest s

From January t o DePcHe mbeecrei2v0e2d5 ,anGERTesponded to a total of

agencies and instrumentalities with an average of 18 regq
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MONTHLY VAPT REQUEST OF
GOVERNMENT AGENCIES

@ Agencies Requested @ Agencies Provided with VAPT Services

30

25

20

15 N v v v -

10 *

0 P

P R

) .;(0 c:PQ Qo OQC.-

Figure 6. Monthly VAPT request and agenci es

Of these reqguests, 189 agencies were provided with VAPT
Agencies (NGAs), followed by Local Government Units ¢(LGU
Owned and Contmnboibaed CGOERECs) .
In line with these requests, Vul nerability Assessment a
remot el ysiathel, omn a total of 3,251 assets including web arg
These activities aimed to identify potenti al attack vect
security, privacy, and operational integrity of gover nme
al so invol wed | parbooacattiivoen wi th various stakeholders to str
Mor eover, from the total assessed and tested assets, a
were successfully remediated. The remaining vulnerabiliti
as regslalevead -sbbmneni on-Asfs etshsemefhaastFor m ( PAF) .
Further, some goveaomept Bdentitbediglklnerabilities when
meaning potenti al i mpacts align with acceptable busines:
agenci ess, tohpuarhd ya vendor involvement, unavail able patches
remediate the vulnerabilitiescchkmdt hvairl nreegasdnd i whyysagdgendaio
ti melinePH,y &<£RtThetyi onneaeld taidndeil i ne especially when numer ou:

dentified during the assessment.
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MONTHLY VAPT: REQUESTED VS.
ASSESSED/TESTED ASSETS

@ Asset Requested @ Assessed/Tested Asset

2000
1500 1489
1000
567
500 454
341
185
0 7 i; l. 3 30 0 28 14 22 28 22 24 34 29 25 42 21 30
o o =y @ x. X X . LY
QOC\ \)d;\ < VQ‘ RIS 5\>\‘~\ & £ 606 & £
N S > & xS < <
S o) > e ) @ @
'\"O‘ «@ el % [e) 0-& o~
@ <~ <

Figure 7. Systems requested for VAPT and system

2. 2PRPoject Secure OnlinenbNeRwsepknass8&gsmemt ( SONAR)

In the exigency of service and to ensure data privacy an
agencies -PH hies CcCEoRiTducti ng Monthly Vulnerability Scanning
EDU. PH domagmst tenrPROJECT SONAR. The Project encompasses

Detection and Domain Name System (DNS).

The conduct of wvulnerability scanning and detection acro
a comprehensive and proactive strategy to monitor and
mi sconfigurationsi bfepdbgitcdly assets of government agenci
websites, web applications, portals, web servers, name
di fferent from the frontQERFVMél s$bdrviugd ptevivdiddhebwbt hiety
Testing (VAPT), this endeavor is in line with National C)

unwavering resolve mitigate vulnerbbel gbovesnmaedtrpdhbti ab

assets.
I n 2025H QBRT conducted automated vulnerability assessmen
1,224 government agencies and instrumentalities, ident i

remedi at ed.
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2025 AUTOMATED
VULNERABILITY SCANNING

2,990

— websites/web
applications scanned

570,000

almost 370,000
vulnerabilities scanned
and reported to
concerned agencies

13,851

remediated vulnerabilities

Figure 8. 2025 scanned websites, reported vulner al

2. Blati onal Security Operations Cent e

2. 3Dépl oyment Overview
NSOC successfully achieved its target of establishing cor

mar king a significant mi l-eegsd romye d ynb esrtsreecnugrtihteyn i amao ridnitneart i

capabilitioenpl i $Shimentacceflects the continued commitment

defense posture through improved coll aboration, infor mat
Buil ding on this achievement, NCERT aims to significant
agencies in 2026. This expansion is intended to feuwalhveirn
cyber thr eabty |eamadbsicianpge broader visibility, faster i nci de
across critical government systems and networ ks.

2.3S2curity Metrics
Among the thirty (30) ccoengbttd®28pganmei efsyl | tyweonpteyr at i ona

demonstrating effective coordination and integration acr

Significant progress has also been made in strengthenin

i mpl ement ation of standardized security measures to prot

97% Endpoint protection has been i mplemented in 29 out
93% Endpoint policies have been configured in 28 out o
97% Server policies have been put in place in 29 out o
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These efforts are central to NSOC's mission to protect

agencies can operate effectively in a complex cybersecur

2. 3TBcket Status
I n 2025, NSOC h&8bedbee® ,aihcikgehalki gohft i ng the systemds compr e

volume of incidents managed.

The significant increase4id0OR0B&4ncuamb ere oaft ttrii chkuettesd, tfor ocenm h

from the expanded NSOC coverage through deployment to mo

Wi t2h6, 754 tickeNSOClIl demadnstrated efficiency in mdmi ttarcikred
closed with nepresepmthseases that were closely moni-tpred

threshold, highlisgltoimmgtmmeetsé¢ ot iadmdressing and resolving

Closed and No Response
0.2%

Closed
99.8%

Figure 9. Percentage of Closed Tickets with No

2.3l Acident Case Severity

As for the severity classification o0f5,r4e6G0rlilvegads eisnc ifdoento
10, 708 mreid®k &2 4 -rhisgkhbbn3d7 c rriitei &csaels .

This distribution of incidents across severity | evels re
year by the connected agencies and the continuand mé-fout
ri sk cases pet estipalevestaland onwi tsvikda &dlasdés ghequire meti cu

mitigation to protect government systems and infrastruct
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Critical

Low
42.3%

29.4%

Figure 10. Severity Classification of Reso
To enhance incident management , the section refined its
trackingp,fahdodocumentation of each case. These i mprover

approach.

As cyber threats continue to evolve, NSOC remains commi't

wor kfl ows, and fostering collaboration with agencies to

2. 3Pbotective Domain Name System (Pdns)
To intensify the DICT's capability to protect personal ar

the PDNS is crucial in preventing further attacks and en

This system further bolsters DICT8s cybersecurity framew

to mitigate a range of cyber threats.

I n 2025, PDNS processed an average obfl olc.kOe6d bainl |aivoenr aDgNeS odf
malicious gqeswmileésng into the following:

12. 7DINBjjueries processed for the year

176. MaMi cious queries blocked for the year

This capability not only enhances the security of online
phishing attempts, and other cyber threats in connected
By addressing potenti al risks before they can escal at e,
This approach complements other | ayers of security, ensu

reinforcingecture toyv eproasitilurse of government networks.
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2. £yber Threat Monitoring and I nforr

Throughout the period spanning January to December 2025,

meticulously document ed. -PHheveviegiclhaamtn ed fefdo rt thsy oaufg hCERIT t i p

organi zation' stoobbhsteaappnboathigence.

Honeypotyygs
2% 8%

ETI
336%

2. 4Mani toring Sources
Web I nformation Gathering System (W GS): 109 Threats
External Threat Intelligence System (ETI): 615 Threats
Open Sources: 1,067 Threats

Honeypot and other Sources: 37

2. 4T¢pe Of Threats Monitored
Credenti al Leakage
Website Redirection
Website Defacement

Data Breach

1006f reported or escalated threats are promptly address:¢

Government and Emer(dN&GAsy 3&GUsi, ceGOCCs and i ns5t8r. Bree ndafal T d

Moni tored. Threats
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2. 4TBr eat sanfledAdlsy i sori es

Cyber threat feeds and advisories
news, topics, and articles from t
analyzed t oelpyr,ovaicde otnianb|l e advi ce
2. 4sdmmary Of Achievements
Assisted the ClII for immediate
Provided 1,828 monitoring repor
Delivered 282 Cyber Threat and
3,562 agency assets were monito

3. Cybersecurity

TL FC.L E A

are issued on a regul a
he web that may i mpact
to our stakeholders so

resolution of Monitored
ts for various Cll sect
I ntel Advisories and Fe
red

Capability

Activities, and I nformati on

3. Hackfor Gov Capture the Flag Compet
The program was successfully | aunched in October 2025, br
(SUCs) Regi on @&Acr oBsusi | Rlagnigonmonl M hi s moment um, regi onal g u
regions frome©embeer 2085, demonstrating strong coordinat
significant engagement, with a total of 855 participants

On December 9, 2025, the nationds brightest studehici [pdic
Hackfor Gov: Cyber Challenge Competition. The event took
a total of 2Zr0o me lviatrel otuesamse gfi ons across the Philippines ¢

Champi on.
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This year6s partici panstos viimpgr cavnedd ttehcehinri cparl o bslkenmh | s comp art
hi gher scores. Team Akira: Requiem of the Asia Pacific C
of 3,755 points.

B @DT H:CK/ G0V

Foll owing closely behind is the team frorm pCemttrhal3 ,h \wi80ay a
OXOFBYON3 of Wildcard AFuepa msi tphl a3c,e5dl 02 npdo irnutnsn.e r

This yeards t heme, 0Cyber Guardians: Empowering Todayds
inspire young minds to step into the role of digital def
for skillred,i rendv atailye acybersecurity talent became increec
Through this theme, HackFor Gov 2025 envisioned a future
active protectors of digital infrastructures. By equippin
the evewktredcdpdbhem to play a vital role in safeguarding n
tackl| emdorrledalchal |l enges, simulated defense scenarios, and
Throughout the event, students demonst r att el atghe(iGTFoy bpelr:
competitive environwemltd sdynudrad e mgr irteypalscenari os. Partic

designed to tiesdl talkeiilri ttieecshn cri t-s elavi ntghi akKiiInlgs @aamdo spsr ¢

cybersecurity.
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3. Zonduct of Cybersecurity Drills ar
Philippine CERT Conference (CERTCON
Successfully conducted the 3rd Annual Philippine CERT/CS
address pressing cybersecurity challenges and foster coll
technically Hepastednfof mam, previous years by placing gr e:
and practical skills devel opment in the field of cybers

insights and experiencemsowatdiean tthe Rrmetmect i0Fm:om Amovatincg

Init Ss
ial Access Eventually Becomes a Breacr,  SANS Giac

imeter will eventually ¢

cessary Privileges for th
etect and respond (eradicating

1ce, wins the incident

The conference featured a series of wor kshops, present
Participants engaged in discussions on critical topi cs s

devel opmendg ,a fosmermreémensi ve understanding of contemporary

As cybersecurity threats continue to evol ve, CERTCON 20:

enhancement, and the development of a unified response t
The program beglaend wditshc uesxspieornts and techni cal briefings d
understanding of current cyber threats, defense mechani s

the necessafyutndadrni otni ¢ @l ef fectively support the practic

Foll owing the discussions, partici pamtaex emgiaged ti hvada |rdeep
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cybersecurity scenarios. These exercises were facilitate
ensure that al | participants, regardl ess of technical b
meani ngful hendiagmdtsact iTvities covered key areas such as

vulnerability management, and the application of cyberse.

This event brought together a diverse group of participa
community, to address pressing cybersecurity challenges
WATCH CERTCON AVYPpHEREwww. facebook.com/ share/ v/ 18JMKmaWs |

3. Eyber Range Exercise

I n a proactive effort to enhance cybersecurity readiness
of Cyber Range exercises were conducted over the course

together augi wédr ¥yd®2grn ndi viduals from different governmen

The participantsoren@ulgerd Randangismul-woili lochs¢cy e mutl lat @ amtgs r
controlled environment. The exercises provided a unique
i mprove rnespadresne capabilities, and strengthen their abil

cyber threats.

The coll aborative nature of the exenmngiesney fcooperadilmowle

participant gained valuable insights into the | atest cyb
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the participants not only honed their technical skills
agencies, |l aying the groundwork for -wonmplrad veybeero oirmdd inddn to.r
to regulardtcalihabgr aathni on demonstrated a collective ded

cybersecurity posture across the government sector.

| o 1

M A R O PRl

3. NCERTO6s Coll aborative Activities

aO)

di fferent CERTSs

3. 4APICERT (Asia Pacific Computer Emergency Response Team)
NCERT is a recipient of APCERTO6s daily issuance of <cybe
intelligence to enhance cybersecurity measur-esgamNCE&RdI att
including, wébianai ngs, and cyber drill s, which contribut

cybersecurity.

3. 4aTVENCERT (Tai wan Computer Emergency Response Team):
NCERT engages in continuous information sharing with TWN
This ongoing exchange of data strengthens the cybersecur

potential cylbceri vtelhryeats eff

3.4CABMP (Cybersecurity Alliance for Mutual Progress)
NCERT regularly receives updates for inclusion in the CAN
reaches the broader community. NGCE®d atsbvphréesci patkhsasi

further ¢mlRakoniowg edge and skills required for robust cyb

3.4Si4dngCERT (Singapore Computer Emergency Response Team):
NCERT <coll aborates with SingCERT through the sharing of

participates in SingCERTO6s activities, including webinar:
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at addressing emerging cyber threats and i mproving cyber.

3.4AXKBCCBC (-A8BAN Cybersecurity Capacity Building Centre):
NCERT coll aborates cl osel y-bwiitlhdiAJCGEBGC tiim tviavreiso uf so ccuaspeadc iot
and knowl edge. These activities include specialized trai
devel opi s1gc wryibtey professionals within ASEAN. NCERT al so
current and emerging cyber threats, contributing to a b

across the ASEAN region.

These partnerships between different CERT's enhance the

and support the development of advanced cybersecurity ca
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CERTMonga

Tondga mpuEmer g eRecsyp ohesam

1 Hi ghlights of 2025

1.8ummary of major activities

I n 2025, CERT Tonga reached two significant milestones i
nati onal crisis and the enactment of | andmark | egislatio
1. 1T hle Nati onal Heal th I nformation System (NHI S) Ransomwa

I n June 2025, Tongads Ministry of Health was targeted by
I nformation System (NHI S).
The I ncident: Di scovered on June 15, 2025, the attack
hi stories across the countryod6s four hospitals.
The Response: Hackers encrypted the NHIS Oracle databa
sent ransom note threatening that they are aware of ca
price is $5M doll aesrebluy nhegobactttehei th them for $1M.
intermedi aries MoH would pay several ti mes | ess. The T
perpetrators. However, Tonga ( MoH)mernd q ufeosrt etdh et oe mehreg eAdt
Rel i ef provided by the Cyber RAPID Team (Deloitte).
Recovery: A specialist cyber team from Australia was d
the system was reported as fully restored wusing backt

underscored the uragdemntesnddd nfcoer. di gi

1. 1Th2e Cybersecurity Act 2025
Foll owing the health sector <crisis, the Kingdom formally

2025, which received Royal Assent on August 28, 2025.
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1. RARchi evements & mil estones

In 2025, CERT Tonga significantly advanced the Kingdomi
specialized capacity building, and intensive national ou
I nternational Strategic Alignment: The signing of a |
framework for threat intelligence sharing and coordin

Aust dTamlnigam Devel opmemitanPartner ship
Advanced Institutional Capability: I nternal technical
staff member following the completion of a Master of C

enhances the' degdairtmeoperation.

Nati onal Resilience & Outreach: The depart ment succes
across the Kingdom. These targeted initiatives improve
ensuring that crhtdicaVvViinsoasBetyctamaia protected agai

2. About CSIRT

2.1 I ntroduction
Tonga Computer Emergency Response Team (CERT Tonga) i s
coordination for cyber security issues with one of the ai

for cyber seERT IiToyngiassiusesooneC of the departments of the Mi

Tonga. CERT Tonga mainly engages with domestic (both p
stakeholders within its rsmattiudm,r yk scwlped ge, gand egx penrftoi s
threats, while allowing safe devel opments and usage of d

2.2 Establishment

CERT Tonga was established and effective from July 15t h,
Maj estyds Cabinet Decision (HM CD, Tonga) on July 15t h,

provide over sgiigchtdianedc tsitornatien accordance with the TOR.

Vision: A safe and secure digital environment for the Ki
Mi ssion: To coordinate and coll aborate amongst stakehol de¢
cyber threats in the Kingdom of Tonga.
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2.3 Resources

CERT Tonga serves as the Kingdom of Tongads National Comp
of contact for nati onal cybersecurity matters, includin
professionad tthreidiisnsgeg miamati on of security bulletins and
The department opdMi ai esryunoér Meheorol ogy, Energy, I nfo
Environment, Communi cati ons, and Climate Change (MEI DECC
Organizational Structure and Divisions
To better align with international standards and nati ona
(Engagement and Technical) into three specialized divisi
i. Governance, Risk Management, and Compliance (GRC)
i. Communication, Awareness, and Engagement (CAE)
ii. Digital Forensics and Incident Response (DFI R)

Wor kf orce and Devel opment

The departmentds current workforce is a blend of permane
Per manent Staff: Director for CERT Tonga, Senior Engag
Anal yst.
Cybersecurity Workforce Devel opment Program (CWDP): Fu
supplements the team with an | T System Operator (App
completed in August 2025.
Future Growthi20B6r ftbeBeaklOg2Bar, a proposal has been sut

and technical roles, including:

T Deputy Director / Communication, Awareness and Engag
T Deputy Director [/ Digital Forensics and Incident Res
T Chief I nformation Security Officer (ClI SO)

T Senior I nformation Security Anal yst

T Digital Forensic Anal yst

T I'T System Operator

2.4 Constituency

CERT Tonga provides cybersecurity services and support to
Government Ministries, Departments, and Agenci es.
Private Sector Businesses

Public Enterprises
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NofGovernment al Organizations (NGOs)

3. Activities & Operations

3.1 Scope and definitions

As mandated in the Term of Reference (ToR) of HM CD 15th
Serve as the Kingdom of Tongads main point of contact
Coll aborate with the regional and international CERTs.
|l ssuance of security warnings and alerts
Provide security awareness campaigns.

Conduct an annual cyber security threat survey.
|l dent i f yb wialpdaicng ypr ograms for staff.

Digital evidence handling.

Provide forensic services.

CERT Tongads current services within the Ministry of MEII
Engagem@&ngaging with Domestic, Regional , and internat.
and fit for purpose to assist CERT Tonga in carrying o
Proacti vedMeairnvtiaciensi ng proactive services (awareness r al
to ensure cyber threats are mitigated and cyber incide
Reactive 0Ber prepared with reactive services (incident
the impact of cyber incidents is contained, i nvestigat
Digital For eaFsriocm Sermei deos t i me, providing digital foren
requested to assist them. To enable their obtaining of

Admini strati on anRlelMawangte needimi ni strative and support se

department can deliver its intended output, and with i
ME| DECC.
3.2 I ncident handling reports
Throughout 2025, several reports were received regarding
attempting to scan and probe publicly exposed services

investigated dudinngadtdh e i gear multiple requests for di gi t

enforcement agencies, particularly the Tonga Police, to
Notably, a ransomware incident significantly i mpacted t he
and disrupting some health services. Thi s i ncident hig
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Mission Statement

CERT Tonga's vision and mission stalement are defined in CERT Tonga's Term of Reference as
approved by His Majesty's Cabinet Decision No.722 of July 2016 which mandates CERT Tonga 1o
coordinate and collaborate amongst stakenckders to prevent through public awareness, detect and
manage cyber threats in the Kingdom of Tonga.

The cautputs and operation are reviewed annually as part of the planning process of the Govemment
A brief summary of the goals of CERT Tonga:

CERT Tonga operales under the Ministry of Meteorciogy, Energy, Information, Disaster
Management, Enviconment, Communications and Climate Change (MEIDECC) and the National
Computer Emergency Response for the Kingdom of Tonga. Working with international, gomeshc,
public and private parties, acting within their statulory scope, collect information, knowledge and
expertise 1o help improve understanding of developments, threats, and trends and help parties
prevent and ceal with ncidents and make decisions in crisis

The main task include:

Provide proactive activities 1o prevent ICT- retaled incidents and reduce the Tkeliood of one taking
place ihfough awareness, training, issue advisories and securily bulietn lo te constuents.
Coordinate in case of ICT- refated incidenis such as compuier malware, compromise and
vulnerabilities in applications and hardware, From time 1o time, CERT Tonga also provides digital
farensic and advice senices 1o Tonga Police and ofher stakehokders. Piease refer 1o our services
page for more details.

organi

SEARCH

Other CERTs in the Pacific:

= Australia Cyber Security Center

= CERTNZ

« CERT Vanuaty
« PNG CERT

« Samoa CERT

Regional Partners

- APNIC
« PaCSON

International Partners.
« APCERT

« FIRST
« Getsafe Onling Tonga
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Above: Threat Hunting with Rapid Team at the Ministr)

Hanéesn seexipdbmring tools for security monitoring, i ncide

CERT Team wit RonAPsNelsCsihoanndesx pl oring tools for security mon

Above: CERT Team at the main office during the trai

CERT Tongads Cybersecurity Awareness to the following st:¢
Throughout 2025, CERT Tonga executed a series of targete
various Government Ministries, depart ment s, and our stra
were designea dompprreolveéndsei ve overview of CERT Tdoenpgtahd sa noapl eyr:
the 2025 cyber threat | andscape. By fostering these par

collective defence against evolving digital risks.
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Commun+iFryee Wesl eyan Church of (Halafofou) Pahu

Tonga Women in I CT (TWI CT) I CT Expo, 2nd of May 2025
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Nomgover nment organisation, Government Ministry & Departn

Bel ow: Tonga Women in I CT staff & I nter:

CYBERSECURITY
AWARENESS

Awareness with CSD-
MEIDECC
L ]

15 September 2025
mr -

Bel ow: Department of Meteorology operates under
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Bel ow: Department of Communication operates unde

4 . 2rills & exercises
CERT Tonga was also invited to join with The Women in | C’
with our Security Trainer from APNIC, Adli Wahid in [Jul
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