
Asia Pacific Computer Emergency Response Team

(APCERT) 
Application Check List for Sponsors for New Supporting Members
The list below provides a guideline for evaluating APCERT Membership Application.  The evaluation will be based on the relevance of the prospective member’s type of services provided, technical skills, contribution to the security community, expectation for joining as a member, ability to handle sensitive information, and CSIRT/CERT team’s track record.
1.
Relevance of the Applicant’s services to the security field

i.e. Services such as IRT, Security Consulting, Security Research


i.e. Staff skill-set requirements for each service

[  ]
Check all types of services and skills-set of the Applicant to ensure the criteria for relevant APCERT Membership are met.

2.
Contribution to the APCERT community and the expectation of the Applicant team

* The Applicant’s mission, focus, resources available for supporting APCERT activities and the Applicant’s expectations for joining as an APCERT member are examined.
[  ]
Check the Mission Statement described in the application form to ensure the relevant APCERT Membership criteria are met.
[  ]
Check the Applicant’s track record. 


i.e. How often does the Applicant team attend security related conferences? 


i.e. How often does the team present at these conferences?
[  ]
What is its main contribution to the cyber security community?


(  ) writing papers


(  ) providing documentations

(  ) developing security tools


(  ) providing alerts and advisories

(  ) holding educational events, such as workshops, tutorials, conferences


(  ) active in security mailing lists (please specify which mailing lists)


    …………………………………………………………………………………………


    …………………………………………………………………………………………

[  ]
Review the team’s expectations after joining as an APCERT Member.
3.
Trust 

* Clarify the Applicant’s policy in regard to the following:
[  ]
Check the Applicant’s security policy in handling sensitive information
(  ) How is incoming information tagged or classified?

(  ) How is confidential information handled?

(  ) What considerations are taken for disclosing sensitive information, especially incident related information exchanged with other teams?

(  ) Are there legal considerations taken into account in regard to information handling?

(  ) Policy on the use of cryptography to shield exclusivity and integrity of archives and/or data communication, especially e-mail
[  ]
Check a track record of working relationship with other teams.

[  ]
Check the Applicant’s policy in respect to:


(  ) Co-operation, interaction and disclosure of information


(  ) Communication and authentication

__________________________________________________________________________
* A Reminder to sponsors:

A sponsor team is expected to be a mentor and provide assistance to an applicant at least for one year after the applicant becomes a member. Any expenses regarding visits from the sponsor to the applicant should be covered by the applicant. 
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