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HF om e

The Asia Pacific Computer Emergency Response Team (APCER
agreement was accepted in 2003 in Taipei, and the inaugu
15 CSI RTs fr onmAPLQE RTc ohnaosmieexspanded t o include 33 Operation

5 Liaison Partners, 4 Strategic Partners, and 6 Corporat ¢

I believe that 2023 was a ti meendi regneltdg\g dnrdoenmitch ea nsde esniianrc

within APCERT once agalhael potacbtieaeeocarsafsejoonl ean, and
wer e fi nacdnyv eanbd eftofroa ae fmeet i ng. For the past four years
our Annual General Meetings online to such an extent that
Our prideful tradition, the APCERT annual Cyber Drill, w;
OI-CERT, and Africa CERT. Additionally, we delivered a to
analysi®rabeGlvulyncase analysis, search engines, and machi
these, APCERT also -Pacifccp&tedomnct Eeopseirrati on Tel ecommt

Group (APEC TEL W&) ABIEANIi 6BRTahdcitthent Drill

With cyber threats persisting in our co-hsftaicteu enrmecnbeesr, e2n0g2:
and the introdaoalctabbor aotfi wmewt asks. The Coordinated Vulnner
in 2023, along with upcomi ng-deot hi dd sguesp ®,nswiolnl tfhaciclhi
CSI RTs. Furthermore, w®eesaogqerAlnynuant iGeinpatad oleretiimg and C
five years, viewing it as an opportunity to rebuild trus
Member ship Working Group anticipatens APWCGERSTa s end tnhe nobuetrc oenme

through Awards at the Annual General Meeting.

This year mar ks Kr CERT/ CC' s first chairmanship period, a
Kr CERT/ CC with the opportunity to serve as chair and for
nati on. I ftihraml yi tbeéelsi eomnd b atslkerdo leqily agementudsthat we can be

response community in the Asia Pacific region, fostering

Eunju Pak
Chair, APCERT Steering Committee
Kr CERT/ CC of Korea I nternet & Security Agency
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About APCERT

Objectives and Scope of Acti

The Asia Pacific Computer Emer giesncay ®Reaslpiotnisen Tefa mCd AP ICER
Teams (CERTs) and Computer Security Incident Response Te
established in February 2003 with the objefctB/RT sdfCSd eI u

region.

The APCERT maintains a trusted network of cybersecurity
awareness on malicious cyber activities and the collectiwv
i. Enhancing the Asia Pacificds regional and internationa
i. Jointly developing messakesot oredgiadbtnali thhelt wogl securit
iii. Facilitating information sharing and technol ogy exchan
iv. Promoting coll aborative research and development on su

V. Assisting other CERTs and CSIRTs in the region to cond

and
vi Providing inputs and/or recommendations to help addre
response across regional boundari es.

The APCERT approved its vidoiAPICERTatwanentwoirnk Maor chhe | 200 1clr e ¢

cyber space in the Asia Pacific Region through gl obal CC
continue todworkstawtuali zati on.

The formation of CERTs/ CSIRTs at the organizational, nat |
response against malicious cyber activities, widespread s

regioea.i Mnortant role of CERTs/ CSIRTs is building cyberse
through education and training, to raise awareness and e
activities wialt haotdhgtd obeadgi @r gani sati ons

The geographical boundary of the APCERT activities is thi
comprising 56 economies. The | ist of those economies is

https:// www. a-pphecchet fahbermebgtiioonn// apni c



https://www.apnic.net/about-apnic/organization/apnic-region/

APCERT

Me mber s
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The APCERT was formed in 2003 with 15 teams from 12 econ
has continued to increase since then. For further inform
refer to thet i APCEIRTFOpraagwaor K :
https://www. apcert.org/documents/ pdf/ APCERT_Operational _|
As befcembe3r ABEZERT c3Opseirsattsi oonfal3 Méenmbemremifeom @r oss t tbe As
Liaison Partners, 46CSHStrrpaotreadiec PRarntthnreearss, and
Operational Me mber s

Team Official Team Name Economy

ACSC Australian Cyber Security Centre Australia

AusCERT Australian Computer Emergency Response Team Australia

bdCERT Bangladesh Computer Emergency Response Team Bangladesh

BGD e-GOV Bangladesh e Government Computer Incident Bangladesh

CIRT Response Team

BruCERT Brunei Computer Emergency Response Team Brunei Darussalam

BtCIRT Bhutan Computer Incident Response Team Bhutan

CCERT CERNET Computer Emergency Response Team Peopl ebds R

China

CERTFIn Indian Computer Emergency Response Team India

CERT Nz Computer Emergency Response TeanmNew Zealand New Zealand

CERTFPH Philippines National Computer Emergency Philippines

Response Team

CERT Tonga Tonga Computer Emergency Response Team Tonga

CERT VU Computer Emergency Response TeanVanuatu Vanuatu

CNCERT/CC National Computer network Emergency Response Peopl eds Ri

technical Team / Coordination Center of China China

CyberSecurity  CyberSecurity Malaysia Malaysia

Malaysia

ETDA Hectronic Transactions Development Agency Thailand

GovCERT.HK  Government Computer Emergency Response Team Hong Kong, China



https://www.apcert.org/documents/pdf/APCERT_Operational_Framework_18Oct2022.pdf
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Hong Kong

HKCERT Hong Kong Computer Emergency Response Team  Hong Kong, China
Coordination Centre

ID-CERT Indonesia Computer Emergency Response Team Indonesia

ID-SIRTII/CC Indonesia Security Incident Response Team of Indonesia
Internet Infrastructure/Coordination Center

JPCERT/CC Japan Computer Emergency Response Team / Japan
Coordination Center

KN-CERT Korea National Computer Emergency Response Republic of Korea
Team

KrCERT/CC KoreaInternet Security Center Republic of Korea

LaoCERT Lao Computer Emergency Response Team Lao Peopl ei

Democratic Republic

mmCERT/CC Myanmar Computer Emergency Response Team Myanmar

MNCERT/CC Mongolia Cyber Emergency Response Team / Mongolia
Coordination Center

MOCERT Macau Computer Emergency Response Team Macau, China
Coordination Centre

MonCIRT Mongolian Cyber Incident Response Team Mongolia

SingCERT Singapore Computer Emergency Response Team Singapore

Sri Lanka SriLanka Computer Emergency Readiness Team Sri Lanka

CERT|CC Coordination Centre

TechCERT TechCERT Sri Lanka

TWCERT/CC Taiwan Computer Emergency Response Team / Chinese Taipei
Coordination Center

TWNCERT Taiwan National Computer Emergency Response Chinese Taipei
Team

VNCERT/CC Viet Nam Cybersecurity Emergency Response Vietham
Teams/Coordination Center

Chair, Deputy Chair, Steering
At the APCRRKRr GERWE®Cel ected as t he

8

Commi

t

Qhyabi err Soef ¢ ut rhi atsyA PNEagl RaDye
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ChaTme tcefr msach Steering Committee (SC) member are as f ol

Team Term Other positions
ACSC 2022 - 2024

CNCERT/CC 2022 - 2024

CyberSecurity Malaysia 2023 - 2025 Deputy Chair
JPCERT/CC 2023 - 2025 Secretariat
KrCERT/CC 2022 - 2024 Chair

Sri Lanka CERT|CC 2023 - 2025

TWNCERT 2022 - 2024

Wor ki ng Groups ( WG)

Ther eseavr@n Wor ki ngGshpoups APCERT.

|l nf or mati oWGShfaon megld) i n 20

Objectives

| mprove informahaoinngnwi tdlaitm t he APCERT, including i my
value of data sharing and motivating the APCERT member
Organize the members to establish and enhance the nec
provide a better environment to share information and

Hel p members to better understand the threat environme
well as the cybersecurity of their constituent network
Wor k as the Point of Contact (PoC) for the APCERT towa
Convener (1): CNCERT/CC
Member sAUSLBBERT, bdCERT, Bk-bam, CENFBRAt CGnh, CLCERTSecurity Ma
| CERT-SI RDI | / CC, JPCERT/ CC, Kr CERT/ CC, Mi crosoft, Si ngCER
VNCFEROC

Member sMGi g f or meld) i n 20

Objectives

Promote coll aboration and participation by all APCERT

9
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Establish the organizational bassiegtonahhpacenéhe part
Guide activities such as checking and monitoring for
structure

Convener (1): Kr CERT/ CC

Member sAQY@3, :AusCERT, BruCERT, CNCERT/ CCCERGVIS¢RPBeétUCCtyJIHM

MOCERT, Sri Lanka CERTICCC, TechCERT, VNCERT

Policy, Procedur avVGand oGaneEl} n ann 26

Objectives

Develop and maintain policies, procedures and gover ne
Operational Framework. The WG will periodically review
ensuring APCERG®purepmage gtiif ¢ mi ssi on whil st continuing ¢
underpinned by clear policies

Convener (1): ACSC
Member AuC&ERT, Cyber Security Malaysia, HKCERT, JPCERT/ CC,

Trai MmMGnd for meld) i n 20

Objectives

Establish an overall training program to assi st me mb
management capabilities
Provide a channel for members to share and exchange va

interval s
Nurture cooperation and collaboration among member s, [
and face to face technical workshops to enhance fello
mitigating cyber iiemc¢il gemtingd mdfecef fvied y
Convener (1): TWNCERT
Member sCERTh),: CERT NZ, CNCERTRTAd,/ GHHKCERPFIGERT CC, Kr CERT/ CC
Thai CERT, TWCERT/ CC

10
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Dr iWGI (for meldf i n 20

Objectives

Serve as a permanent Organizing Committedrfgamitzh en ga rCrER

Maintain centralized documentation for the drills, the
Provide continuous i mprovements
Conven€ybet)Secur i(tuyntMal aABysgiuast 20 2
Memberd ACSC, Aus CERT, HEEERT, KICEIERII/nCgICCERT , Sri Lanka CE

Thai CERT, TWCERT/ CC, TWNCERT

| oT SeW@Gri(tegr meldf in 20

Objectives

|l denti fication of the threat | andscape and security ch
Suggesting steps to address the security issues includ
Recommendati ons for securing the | oT ecosystem
Developing incident response mechani sms/ measuriempéotin
human 1 ife

Di scussi onsse ownrstieaxnydsatridhsgy and gaps for |1 oT ecosystem and

Devel opment of threat sharing platform and threat shar
Convener -I(fLl): CERT
Me mber 8 GOV CIl RT, CERT N2Z, HKCERT, | DSI RTI | J CC, JPCERT/

Coordinated Vul nerVd@i(IfiotrymeRd} sicnl 02s0u r

Objectives
Enhance AP regional and international cooperation.

Jointly develop capacity to deal with gl obal CVD challl

Facilitate knowledge and experience sharing/exchange wi
Assi st other CERTs in AP region and around the worl d.

Find solutions to overcome chall engeacteinciotuings.r ed whi |
Develop a cooperative framework for CVD activities, in

Convener (1): JPCERT/ CC
Member AuCEERT-| CgbRT Secur L KGERBC alWsGEaRT/ CC

11
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APCERT Website

In its role as the APCERT Secretariat, JPWQERITs :CC wwvaw.asgpecse

APCERGtiI vity Repor

| nternati onal Actili vities and

Int er natCamfnearl enceeentanad

The APCERT has been dedicated to representing and promot
event s. From Janud&@r yAPOE PEe ckBaebmey MRaODWe hosted, participate

event s:

Nati onal CSI R3I MeMenhgeb@R, Canada)
APCERT t eams a't“remueeld Tehcehnlis8c al Meeting for CSIRTs with N

exchanged various activity updates as well as recent pro.

35'"F |l REAAnu@dnf er ¢-aduendMont real ,) Canada
https://www. first.org/conference/ 2023/
APCERT Teams attended t he AMonreala CanaBad RANh d Cesmfaereencveal iurmb |l €

expertise through various presentations.

APCERT CybeB(1BAUdUSst2)02

https://www. apcert.org/documents/ pdf/ APCERTDrill 2023Pres:
The APCERT Cywbet 8téhr IAPICERO2 cyber exercise drill, was suc
capabilities of the padtiCs8| Rasi hgoAPZER&@cdeamses of APCE
Darussal am, Bhut an, People's Republic of China, Chinese
Mal aysi a, My anmar , Mongol i a, New i Zdaln&krad, Thhaiill iapai, n e\sa, n
participated in the drill. From the exCERMabnpaAfresaCERT

APNI C 65164 (Sfept ember)
APCERMW®host ed sessPANI FWIRSA Ao enhance informati on shar.

12
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conference attendees. One of the APCERT OpfeRrGERTO NSaQ nieeentbi
held on the margins of APNIC 56.

AP* Re tlfSept gmber
APCERT attended the meeting for key updatezmtdmnwspdamitrhge

APCERT Annual Gener al Me et i n g3 (§RANGOW) ebne dQ@In ICiome)er ence 202
The APCERT Annual Gener al Mw e theenl gd (oAdNb)e egprr b gC aamf eorveerr cve e w
8NovédmPAPCERT Annual Gener al Meeting
INovédmAPCERT Closed Conference

ASEAN CERT I nciden3(1BOcitlolb®&@mACInR2)) 202
ACI D320I12ed and coordinated 7bly Si eg&ERIN whtherpdritesifiati

APCERT Teams. The drill was compl eted successf ulklnyo,wl prda\w
angdkills on investigatirmg s ammcandeesnto cdhi myg stooi nvol ves a DD
Other I nternational Activities and
Dot Asi a

The APCERT serves as a member of the Advisory Council C

community projects. HKCERT represented APCERT in attendi:

Forum of I ncident Response and Security Teams (FI RST)
Many APCERT teams are also members of the FIRST. The APC
the FIRST on 6th November 2020 to enhance further coll ab

STOP. THI NK. CONNECT (STC)
The APCERT has coll aborated wi t h AaThEPU THANK. JCOANROT 2

cybersecurity awareness and a more secured network envir.

Asia Pacific Network Information Security Centre (APNI C)
The APCERT and the Asia Pacific NetanmbloW i mf2a06m&fi whi €k nt
2019

Africa Computer Emergency Response Team (AfricaCERT)
The APCERT and AdmMotJaCBRR2049gned

13
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APCERT SC Meeting

From January t 8 Dehcee nh@ r me3ril2d rex omdaledde nleteffsacee meé et dm g cus s

APCERT operations and activities.

Date Location

18 Jaruary Teleconference

27 March Teleconference

25 May Teleconference

27 July Teleconference

11 September Face toface meeting
30 October Teleconference

APCERT Training

The APCERITvéde@i)Ni ng23al lexcihmnygle technical expertise, i nf
Date Title Presenter
28 March DNS Security and Threats for Incident Responders ICANN
9 May 5G Vulnerability Analysis KrCERT/CC
14 July Cyberspace Search Enginé Overview and Applications TWNCERT
11 October Exploring Machine Learning on Phishy Domains AusCERT

For funfbemation on the APCERT, pl ease visit the APCERT
URIit tps://www. apcert.org/

Emaapcesric @Qapcert. org

14
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Di sclai mer on Publications

The contdemttisviotfy Reporé samdoinviMeynb BERBOERT Raroem er $t t e
APCERT members and partners based on their individu
expressed in each report I|lies entirely with the auth

15
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ACSC

Australian Cyber Security Centre

1

Hi ghlights of 2023

1.

Th
co
in
Th
t e
20
Wh

Wh

1Achievements & mil estones

roughout Finazi@l YeBp 2082 2023) , Australia was tar
nducted persistent cyber oper aAuotnrsa dihatta phesdk dt i @hg &\

the speed with which malicious actors have researched
e Australian Signals Directorateds Australian Cyber S
chnical authoritpyedtomwcwurber soeneunift puandey achi evements
523 .

at ASDds ACSC saw &8 Financial Year 2022
Average cost of cybledr cpreirmec epnetr report up
Nea®OKy 000 cybercriome arveepargtes a report every 6 minutes.
Answer e83p0e@0t cat he Australian Cyber Security Hotline

day

at ASDds ACSC dido2d Financial Year 2022

Respondedl tbOGveyber security incidents
Notifth@&@denafransemwareomctheitynet worlid8,ascompeanredpgdém gdhdr
increase.

Australian ProtectivebDomaedr Namemaid$hilcitieom s d o nuapi nl 7r6e gpues
cent

Domain Takedolwlno Sdewealri clezant,tla0cck s agai nst upu8Bb6aheanceeatyv
Cyber Threat I ntelli gerwé ®§haei og epSedr tmaerrtsner s

Publ iesdheadl erts, advisories, iomecy bdeern.taoawh d diret sniegrhsth.irpe pPoorr
ASDG6s CybePaBeéeoaerishypgrPwogod@O0o00O® partners

Le?d0 cyber secuirnvgl wixrbg oorg@anit sastoesgt hen Australiafs

17
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2 About CSIRT

2.1lntroducti on

The Australian Signals Directoratefés Australian Cyber S
technical authority on cyber security. ASD brings togeth
and its ACSCcIswede:i ces
the Australian Cyber Security Hotline, which is contac
292 371)
publishing alertadyvitsomliirisoali fadawaté¢éens on significant ¢
cyber threat monitoring and intelligence sharing with
Sharing (CTIS) platform
technical advice and assistance to help Australian ent
nati onal exercises and wuplift activities to enhance th
coll aborating with Australian organisations and indivi

Partnership Program.

2. Resources
ASDds ACSC brings together capabilities from partner age

and the Australian Feder al Pol i ce. The ACSC works cl osel

of Home Afdlaiiamn, FAdeartal Pol i ce, Department of Foreign Aff

2.Bonstituency

The ACSC haodecaonwhnoyl er emit to help make Australia the mos

cyber security advice and assdindtuarmae jtnad i AU dturad Isi.an gover

SActivities & Operations

3.2l ncident handling reports

ASD6s ACSC is able to build a national cyber threat pict

incidents by members of the public and Australian busi

18
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(

O60ReportCyberd tool on cyber.gov.au or via ACSC6s 24/ 7 ho
data enables ASD to inform threat mitigation advice with
Any degrmadehéoquantity or quality of information reporte
reported to ASD is anonymised prior to it being communic
ASD categorises each incident it responds to on a scale
sever e. I ncidents are categorised on severity of effect,
Sustained disruption of essential
systems and associated services
Ccé Ci Cl
Isolated compromise
3
Coordinated low-level
malicious attack
Unsuccessful low-level
mailicious attack
Cc6 Cé6
Member(s) of Small Medium-sized State Federal National security
the public organisation(s) | organisation(s) government government
Systems of
Sole traders Schools Academia/R&D Government National
shared services Significance
Local Large
Table 1: Cyber security government organisation(s) Regulated
o ¢ ritical
incidents by severity category Supply chain . nﬁ: smc;um
for FY 2022-23 (total 1,34)
3.Rublications
I n Financi @I3, Yebadr a2 022 s, advisories, incident and insig
Partnership Portal to support government, ilmdigeiadudalasa,ms h
to i mprove their cyber security posture.
3.Rew services
The ASD&6s ACSC conti nugewaltiot yp rcoyvbiedre sneecwu rhiitgyh ser vi ces an
Australia the most secure place to connect online. Over
Guidance to avoid risks related to soci al medi a and me
An online tool (Have you been Hacked?) to help peopl e
A sa&sdessment tool for critical infrastructure operat

19
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preparedness,;

An Exercise in a Box to help small to medium enterpris
and what they can to mitigate them

A series of guides to help business secure their cloud
Supporting, with the Office of the Australian | nfor mat

A revamped Small Business Cyber Security Guide.

4 Events organized / hosted

4 .0Oril1l's & exercises

ASDds ACSC continued to facilitate exercises through our
infrastructure and government organisations validate and
The NEP ®&l iexerreced ses for government and crit-R28al infrast

4 . Qonferences and seminar s

Through ASD&6s Cyber Security Partnership Program, Austra

understandingkiagngecapalkbielLi ty to |Iift cyber resilience.
were held at ASD state offices | ocated throughout Austra
51l nternational Col |l aboration
5.1 lnternational partnerships and agt
ASD6s ACSC engages with international partners to incre
awareness for both the Australian Government and our par:t
to i mprove regrongl aogybéuisedcstrategic relationships.

ASD6s ACSC monitors <cyber threats targeting Australian

through international networks of Computer Emergency Res

5.Qapacity building

ASD6s ACSC supported the delivery of 6Cyber Bootcampsd t

in collaboration with the Australian National Uni versity
20
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cyber resilience by sharing insights into Aucsfgowaé¢i mamen
arrangement s.
As Secretariat of the Pacific Cyber Security Operations

cyber threat information fleerved rmceytbvear ks eccfurRacyi feixcp ewotrski n

5.2Drli Il Il's & exercises

ASD6s ACSC once again participated in the annual APCERT
APCERT members to ensure we are wel/l prepared to respond
I n October, ASD6s ACSC also participated in the ASEAN C
organisation worked through a simul ated -Hrnocn gleedh t A tutnadcekrs tA

Hacktivi smo.

5.25€emi nars & presentations
ASDB6s ACSC delivered presentations to a number-ofgfoviemnenem:

international engagement objectives.

o Future Pl ans

6. Aut ure projects

| mpl ementation of the Australi ame &bV &e ha@anfiednScaes, .t R | Hiilglein

Cybemnabl er s) i nvest ment over the next decade will be wuse
protect Australians from cyber adversaries.

Commencing on 1 July 2022, ASD scaled existing services
enhance Australiabds cyber defences.

To help achieve thi-23,i ASPioaeaiedl|l néavaf aZ2022ties in Bris|

26, 000 job applications across Canberra, Mel bour ne, Bris

7 Concl usi on

I n Financi-2a3, YASD6R80RAECSC saw cyber threats continue to gr
mal i ci ous cyber actors become more sophisticated. Gl obal

net wor ks.

Australiads regionPBacoufri cr,egisonal stohenolwhdsoeei ng gréewiom@ mé @
military, stratd&fgriacmeadn db yd icpolnopneattiincg val ues and narratives
I'n this context, Australi an bgoV evrersrakerdt,csu s eclraltd sc ad o nitnifmruaes
mal i ci ous cyber actors.

21
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ASD6s ACSC offers advice on actions individuals and orga
informed by a global network of international partners, i
coll abordatdommper ati on is the norm rather than the excepti

22
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Aus CERT

Australian Computer Emergency Response

1.Hi ghli ghts of 2023

AUSCERT has always found it paramount to contribute back
Human assets are a pinnacle resource in operations and d
1. Achievements & mil estones

1. 1Dodmai n Phishing Construct detagntiingn t hrough Machi ne

AUSCERT has in the yeartefttad@23 mpd imepmd dck,d ar eMatchd ne Lear
assist in determining if a domain name is constructed in
been a cul mination of a year6s wor k iiom prsowiemd otrhmatn gt h e
expecTtheids. accompli shment and retainment of skills in desi

basis of ongoing cotlHe bloatad ipar tprofj ex@x3 iannd i s envi saged

1.1Co2ntri bution to APCERT

Every year AUSCERT contributes back to the APCERTe c20nm8u nsi
AUSCRET contribute to effort in the following working gr
PPG®/GEE

1. 1T e3r ti ary Education Capstone Projects
I n 2023, AUSCERT has enabled two more final year Cyber S
al wayse, great results from the projects of the capstone s

increase AUSCERTO0s capacity and capability in early warnji

23
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2 About CSIRT

2.1lntroducti on

AUSCERT is a Il eading Cyber Emergency Response Team for Al
members, including theAsiagfhogortodd uc asteicair i geg/ctgarooup based a
Queensl andds (UQ) I nformation Technology Services (I TS),
security incidents affecti AYSCGERTnhel psnmembmber ptnog,radvnt k

mitigate cyber and I nternet based attacks.

2. Rstabli shment

AUSCERT was officially established on 8 March 1993 throud
including the University of Queensl and.
Formed in 1993, AUSCERT is one of the oldest CERTs in the

nati onal CERT, which it did until 2010.
Over time, as the Internet grew and government, busi ness
communi cations and business, AUSCERTO06s focus changed fr ol

sectors.

2. Besour ces

AUSCERT-fiundsal fand covers its operating costs through a v
the annual AUSCERT conference and service contracts. As
Security Teams a( PaRST) caCdmpauter Emergency Response Team
accurate, timely and reliable information about emerging

and gl obal basi s.

2.@onstituency

AUSCERT, due to its origins, continues to assist Austral]
This is made possible by providing priority incident han
covers all i ndustry definitions under the ANZ Standard |
AUSCERT works closely with Australian government agenci e
security and incident handling advice toZaalramdet lbBa &isfbisc

24
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region. All Australian universities and the majority of
strong relationship with the Council of Australian Unive
participat®etrahi amegdvernmentds | T Security Expertsd Advi

SActivities & Operations

3.9cope and definitions

AUSCERT monitors and evaluates gl obal cyber -cnaeltlwofrokr trherneb
after hours. AUSCERT publishes the Security Bulletin Ser:
recommended prevegmtiom snhdamietgi es.
Services provided are |isted as:

Il ncident Management [ 3.2],

https://www. auscert.-mpgagefaeatvviiceds/ i nci dent

Early Warning Service

https:// www. auscer tweorrngs. eaguv/isceer/vi ces/ earl y
Mal i ci ous URL Feed

https://www. auscert.ourleaw/services/ malicious

Security Bulletin Service [3. 3]

https://www. auscert .-bulgl aui/ seftvices/ security

Member security incident notificationds (MSI Ns)J[ 3. 4]
https://www. au

Phi shi sdgp wtna k e

n
o

ert . -ongi-dethsfervatcieesmslecur ity

https://www. auscert . draddoawsiesrevrivciec/es/ phi shing

Leaked Credenti al Service
AUSCERT'"s member only Sl ack
AUSCERT Conference

https://conference.auscert.org. aul

3.12nci dent Management

AUSCERT®s I ncident Management Service (sometimes referre;q
and incident handling, both of which are standard inclus

member ship bemaeds tAUSCGERT' spemost focal service offering.
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Incident Count

1,920
1,800
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1,560
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960
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240
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Incident Resolved Date

Incident Count

I}

The diagram above shows the statistics of incidents that
AUSCERT serviced seven t housfaonudr, (f704u7r4 )h utnidcrkeedt sa nwdh iscehv ernets

per busi nesrsatdiaoyn.of ope

E.’t
3
[
=
4]
=
En:
Classification
I ncidents 2023 by Classification
A vast majority of the work is around handling of phishi
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Incident Count

mmf

ANZSIC Top 10
Il ncidents 2023 by Industry

I ncidents have happened acr osTshea fwildleo wianrg eddi agarnagne, oofn ian

10 industries with respect to the number of incident tic
The industry definition used is the Australian and New Z
detail s canhtbtep sf:o/lu/ndwva.tabs. gov. au/ st abandewecal-aeanasdanfdcat i

i ndusctlraisasli-Anzat chdhlae &@s ¢

3.8ecurity Bulletins

AusCERT distributes security advisories and bulletins to
public website.
Bull etins are published in a standardised format with a

and affected operating systems.
In 2023, 7154 External Security Bulletins (ESBs) and 245
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5 Year Comparison
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The marked increase &ye@aomplhe i seoen cfthraam titke due to stream
bull etin publication.

3.Member Security I ncident Notificat

AusCERT members benefit from its considerably | arge over.

incidents that have been detected by other parties but ¢

There are sever al antlegbrsesenficechdenbeen running for
notifications are a mix of I ndicators of Vulnerabilities
5,760
5,400
5,040
- 4,680
g 4,320
Ry
o
- 3,240
o 2,880
L 2520
% 2,160
1,800
E 1,440
1,080
T20
3E0
o]
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Incident Resolved Date
MSI N 2023 Mail out by Month
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The following shows the distribution of the yeards notif
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An extension of the MSIN is a notification of edge hardw
This notification is done in a similar manner as MSI Ns b
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3.Bublications

3. 5A0I R

The AUSCERT Daily Intelligence Review is a publication s
cyber security in the Australian context.

3.5We2ek in Review

Every week the highlights of the week&6s | nci dentl +heavnidelw n

3.5503cial Medi a
Publishing is great but getting the word out of a public
pl at fAUINGSERT supports heralding news andLienvkeendldn Fdaoc ohugdk.t

3. 5Nedws | et ter
Newsl etters are also supported in gettMembéehenwwowsbebtuer s

every two (2) months to keep members engaged in AUSCERT

3. 5BI50g Post
Depending upon the gravity of news, articTliss aire pludded hi
AUSCERT website in the Blog sections.

3. 5Po6dcast
Every month there is a podcast that di scusses events of

figure in the Australian context.

4 Events organized / hosted

4 . Qonferences and seminar s

4. 1Auls CERT Conference
The AusCERT Conference 202132t h oMa&ky p2CxFE dtr otrth O tSht aMayhot el
of oBd@blk Futured that was Téles ¢ omrf cea denacset @ dh cd ruldiede .mor e t h

topics on cyber security.
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5]l nternati onal Col |l aborati on

5.1 lnternational partnerships and agt

AusCERT maintains relationship and membership with Asia |

the Forum of I nformation Response Security Teams (FI RST)
5.2rills and Exercises

5. 2APICERT Drill 2023

Every year, AUSCERT participates in an exercise that tes]

Computer Emergency Response Team (APCERT), of which AUSCI
constituents. T®hiwasy®dr gitthd tSuemThe Cdraiilnl Rfeadsetnmgprts ocncdmmu |
the CERTs in the region and beyond. I'n all, 24 APCERT CEI

5.2AQI D 2023
AUSCERT was also invited in participating the ASEAN Cybe]l
This well composed dril |l all owed further interaction wit

and skil/l sets.

6 Concl usi on

AUSCERT continues to | ook for further i mprovemerutriinmg tttad
i mprovement techniques are being shade with other CERT/C
| earning knowledge and its application, more analyst det
use of obumaaluvuedources. Although AUSCERT has started to

model s work for CERT and QQI2RIT,i sf uerxtpheecrt ecdo Iwi a bho roathieorn GENR

experience in using this technology to make a safer and
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BGD-GEOV CI RT

Bangl ad@mswerenment Computer I ncident Resp

1. Highlights of 2023

1.Summary ofBcmayjyoties

BGD-G®V CIRT has successfully organized Financi al Il nsti
Dril |l 2023.

BGD-G®OV CI RT has successMaultlrye eor2g0a2mi,z eCdy beyrberecur ity tra
with -ICERT

A total of 98 meticulously crafted cyber threat al ert
Bangl adesh.

Responding to three major r ansoe@G@M rGl RTh ctihdreonutgsh oruetp otrhtee
0Cyber Threat Intelligence Reporgovermmeénedotgadilzagbive

12 cyber sensor analysis reports have been provided to

Vulnerability assessment and penetration testing (VAPT

including financi al sector s, Critical I nformation I nfr
1. Rchievements & milestones

Publ i shed " Ransomwa rde ilvaennd sTcharpeea:it A nmatyasi s of Bangl ades

Participated in the-CERITh &Re&Cd iSo iCaylb eAr Dbr,i |OI € n Abu Dhabi

Participated in the APCERT Cyber Drill 2023 odigital S
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2 About CSIRT

2. 1lntroducti on

Bangl adesh Governmentdés Comput eeGOWcCIldRMM)t IReEspotismg Tasa mt
Bangl ad@BERT)Y Ncurrently with responsibilities including re
incidents and activities. Under the Gove-G@WneQltRTo fr ePveioepw se
necessary measures to resolve the issue with broad cyber
provides guidance on sec@GOVt ¢l RTIl aksabiwloirtkiseswi tBGD a& i ou

Information I nfrastructures, financi al organi zations, I a

i mprove the cybersecurity defense of Bangl adesh.

2. Rstabli shment

The process to-GOVt EbRTswaBG®tarted on November 2014 and

2. Besour ces

Currently 17 peopl eG@V eClwRT.ki ng in BGD e

2.@onstituency
ConstituencyGO¥f CBB8D are all -governmental, aeambnomous b

institutions of BangdOdd eCdRT Cuwsr raentilnyy BGD Net i onal CERT o

whol e of Bangl adesh.

SActivities & Operations

3.9cope and definitions

BGD-G®OV CI RT provide technical assistance and facilit-ate
Government network and redt@Vu e@l RInfalassd ruentwe eas BaDec &t al y
security reisvids emmoeng nariiadu s-GOValcé Rdl dver s BGD establ i s

security incident management capabilities in Bangl adesh.
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3.12nci dent handling reports

I n recent years, there has been a significant increase i
Cybersecurity expertsaadatgoué&sthae most tbhke tessét of highl
|l ack of proper cybersecurity practices. Nevertheless, th

e-GOV CI RT has taken a | eadi ng ornoloef ienn haadnvcoecda tciynbge rfsoerc utrhiet

MOST IMPACTED
SECTORS OF

BANGLADESH
BY RANSOMWARE

The organization consistently encourages entities acr oss
activities identified within their networ ks.-GDWi I WRIiTI Imiam

significatnite samwrgaieng nbattl e against the ransomwar e.

|l denti fied Ransomware incidents of Bangladesh 2023
1.LOCKBIT 3.0

I NCI DENT TI1 ME

December 2022

TARGET

Leading Pharmaceutical company in Bangl adesh.

DATA BREACH

750GB of data, including personal folders, infrastruct
MODEL

Ransomwaar eService (Raas)
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2. Money Message
I NCI DENT TI ME
March 2023

TARGET

Leading transportation organization in Bangl adesh.
NOTABLE

Newcomer to the ransomware | andscape.

| MPACT

Critical server and computer systems affected; operati

3.ALPHV/ Bl ackCat
I NCI DENT TI1 ME
June 2023
TARGET
Financial organization in Bangl adesh.
I NI TIl AL ACCESS METHOD
Stolen credentials obtained through initial access bro
DATA BREACH
170 GB of sensitive daftianadanicd]|u da mmdg eSn@pLl obyaecek uipnsf,or mat i «
NOTABLE
Ransomware family written in Rust.
MODEL
Ransomwar eService (Raas)
4 Akira Ransomware Group
I NCI DENT TI1 ME
June 2023
TARGET
Congl omer at eBaomgpadgshn
I NI TIl AL ACCESS METHOD
Infilthmougm compromi sed VPN services and exploiting u
NOTABLE
Emerging group, afirst discovered in March 2023.
TOTAL VI CTI MS
Compromi sed more than 63 victims
TARGET PROFI LE

Actitverngget i ng smas$izaeaddbmeidnesmses worl dwi de
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4 Events organized / hosted

4 .Tr ai ni ng

BGD-G®OV CI RT has successfully organized Financi al I nst |
Dril | 2023.

BGD-G®OV CI RT has successMaultirye eo r2gQa2n3i,z eCdy beyrbesrecur ity tra
wi t h -ICERT

Organized a 5 days |l ong training session for officials
Organized MI ST LeetCon 2023, o0Hack Me | f You Canbé.

Organized 0Safe CllI 6 workshop for all the ClIl organiza
Supported partner in Cyber Security conference renascCO
Organized daylong seminar, titled o0Secure Our Worl dboé,

WO me n entrepreneur s.

Organized training for officials of I CT division on cy
4 . 2rills & exercises

BGD-G®V CIRT has successfully organized Financi al Il nsti

Drill 2023.

BGD-G®OV CI RT has successMaultlrye eor2g0a2mi,z eCdy beyrberecur ity tra
wi t h -ICERT
Organized MI ST LeetCon 2023, o0Hack Me | f You Cané.

51 nternati onal Coll aborati on

51Capacity building

51. Trai ning
Participated in Cyber Defense Conference 2023.
Conducted training session at APBn Head Quarter.
Conducted session on 0Capacity Building on Cyber Secur
Conducted training session at Cyber Training Center, C
Attended 0Bl ack Hat Asia 20236, Singapore.

AttendedonwnfR&Aence 2023606, USA.
36



51

6

TL FC.L E A

Conducted training on CIRT operation and Digital Foren
Conducted a 5 days |l ong training session for officials
Conducted a day |l ong training session on 0Cyber secur

Division under the Ministry of Home Affairs of Bangl ad
Conducted a session on 0Case study on Spear Phishing
Bangl adesh System Administrators Forum (BDSAF).
Conducted 5 days long training session for officials o
Conducted 2 days long training session on Cyber Secur.i
by EDGE project.

Conducted 2 days |l ong training session on Cyber Securi
the officials of Corps of Military Police Center and S
Conducted training on Cyber Security for officials of
Police.

Conducted training session on cyber security awareness

Af fairs.

Drills & exercises

Participated in the Cyber Championship, organized by N
Participated in OFinanci al Sector Tech Camp #16 conduc
Department of the USA.

Participated the following events in the Regional Cybe
T The 11th Regi-GERT &Zydr3 OFrCl |

T The 11th Regional Cybersecurity Summi't

1T The 15th AGERTalConfCrence and FIRST Symposium for Ar

Future Pl ans

6lFuture Operation

Arrange Cyber Drills for different sectors.

Perform risk assessment to critical infrastructure (CI
Provide training about I ndubtectadbr Control System (1 CS)
Perform vulnerability assessment and penetration test.i

Training and workshop about cyber security for governm
Provide regular cyber sensor analysis reports (lntrusi

where Cyber sensor deployed.
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7Attachment (Photos)

[ :
& =]
Figure: Financi all nifnosrtmattuitoino nl n& rGrsittriuccatlur e ( Cl 1)

Figure-MaCy by eere

2023, Cyber security training
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Figure: Cyber security training for Critical I nf

3
3

REsEt wHAIN

Figure: 5 days long training session for offi

Figure: Training session at Armed Police Battal
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Figure: Training session at Cyber Training Center, Cr

Figure: o0Safe Cll1 &6 workshop for all the CIlIIl ol
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Figure: World Bank high officials visiting the cyl

332 points

02 o Turkmen team CERT 282 paoints

03 WSS Russian team CERT 272 paints

Figure: Participated in the Cyber Championship, org
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Br uCERT

Brunei Computer
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Emergency Response Team

1 About BruCERT

1. ntroducti on

Cyber Security Brunei (

CSB) is

admi ni strator that moni tors and

the national cyber securi

coordinates nat tconiante .e flft

operates undef ThanMporstawdol nfocommunications (MM C),

charge of Cybersecurity

CSB provides cybersecurity services for the public, priv

security services are intended to ensure the foll owing

i. Il ncrease awareness of cyber threats in the public and
I nformation I nfrastructure (Cll) in Negara Brunei Dar u

i. Il mprove the ability to respond to cyber incidents thro

iii. Enhnhance | aw enforcement capabilities in addressing cy
Forensics Laboratory; and

iv. Il ncrease public aware
Brunei Computer Emergen
with AI'TI, the Ministry

ness of

cy Respo

cyber threats.

nse Team (BruCERT) was est

of Communi catsitoonp, rteof ebrercaol mea gtehnec y

compurtelrat ed naemeél anteer security

BruCERT Join Asia Pacific CERT

2009 and join Forum for

Il nci den

BruCERT has been actively part.i

establishing cooperatio

n with o

43
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1. 1IBrluCERT Services

24X7 Security Related I ncidents and Emergency Response
24X7 Security Related Incidents and Emergency Respons:
incident is received). This service only applies to Br

Broadcast alerts (Early Warni ng)r usfedsn8wcuvmuil ner &bi delie

Website. BruCERT Constituents wil!/| receive alerts thr
tackling I'T Security related issues.

Promote Security Awareness program to educate and incr
security and-htoew htnhircoaughk neodwcati on, workshop, seminar,

Coordinating with other CERT, Net wor k Service Provider

related organizations to facilitate the detection, ana

1 BruCERT Establi shment

BruCERT coordinates with | ocal and international Comput el
Providers, Security Vendors, Law Enforcement Agencies as
detection, aneanltyisoins,ofansdecpurreivt y i ncidents on the I nternet

1.3 BruCERT Wor kforce

BruCeEkdTrently has a strength of 66staff (100% | ocal) of
admi ni stration and technical support. Its staff has unde
N+, Li nux+, EgryeBSENPSeSCNA, Cl W, CEH, CCNA, Cl SSP, BS77
GREM, GCI A, GCI H, GCFA, GPEN, where most of BruCERT wor ki

1.4 BruCERT Constituent s

BruCERT has close relationships with Government agencies

Government Ministries and Departments
BruCERT provide Security incident response, Managed Secul
Consultancy services to the government agencies. Securit:

provided by BruCERtThisiome®| Gabeomrmme mtn Ailgenci es.

EGovernment National Centre (EGNC)
EGovernment National Centre provides I T Services to all (

Darussalam. Services such as I T Central-l pcactuoeme®ONEPASS:
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initiathiosee) hgCare provided by EGNC. BruCERT works cl osel

Security Monitoring since most of the government equi pme

)

N
AIT%

Aut horit-gommuni ofhoi ons Technology I ndustry of Brunei Dar |
to regul ate, license and develop the | ocal I CT industry
Al TI has appointed I TPSS (I nformation Technology Protect]

become the national CERT in dealing with incident respon:

Royal Brunei Police ForErf d RBPHAgNntangeon hiees L@GWEAS)
BruCERT has been coll aborating with-rRBRRE eand necti demtISEAd 1

and Mobile Forensic services.

Uni fied Nati ooJ&NIN Net wor k
UNN, the main |Internet service provider. BruCERT have be

intereleated statistics and the current situation of I' T et

Brunei Cyber Sec@BC&EHX Association
Brunei Cyber Security Association (BCSA) aims to. Bring

cybersecurity to collaborate, share knowledge and coll ec

1.5 BruCERT Contact

The Brunei Computer Emergency Response Team Coordination
security related incident. Any computer related security
Tel ephone: (673) 2458001
Facsimile: (673) 2456211
What stAp(p673) 7170766
Ema¢ért @brucert.org. bn

Reportémpaogrting@rucert.org. bn
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2.Br uCERT Operation in 2023

2.1 I ncidents response

For the year 2023, CSB's BruCERT, through the Cyber Wat cl
mal i ci ous behavior through the secure monitoring and int

Based on thesearfei ndifrecst,i omasl,ware the most prevalent form

some instances involve "Ransomware" attacks. The second
on user accounts, includingctotumtsor Malguuserl amd PgabVviel &
security incidents.

Denial Of Service Unsuccessful Hacking Attempt o ox
0% was detected 7% was detected |
within the within the

monitored network monitored network

T%

P 11%
.! Malware . Privilege User account &

55% was detected. 11% was detected
within the within the

monitored network monitored network
Reconnaissance Normal User Account
11% was detected 9% was detected

within the within the

monitored network monitored network

Figure 1

Types of Attacks Count
Denial of Services 4
Malicious Software 1746
Reconnaissance 345

Unsuccessful Hacking Attempt 221

Normal User Account 300
Privilege User Account 555
Table 1
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Mal ware outbreak within BruCERT constituents had decreas:
depl oyment of Cyber Security Brunei (CsSB) end point det e
of EDR CWC had detemdwrndt amf irmeacemmsaeidssance upon its const

perform by malicious software.

2.1 BruCERT Honey Pot

CSBds BruCERT had been deploying Honey Pot, a test web s
the skEeremrthe | o0ogs extracted from the honeypot, BruCERT I
445 which is the SAMBA (SMB) foll owed by port number 22

connectivity.

Top Abused Port BruCERT Honeypot 2023

11258386

10000000

4000000

1224383

242828

445 1433
PORT NUMBER

Figure 2

Port No Count

22 1224383
23 437834
445 11258386

1433 242828

5060 44833

Tabl e 2
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From BrhuoOneeRYT pot, it seems new variants of mal ware had be
as port 445. This can be further analysed from the mal wa
by Figure 4. Il n outhEeRT chHoonnfeiygpuorta tnmaonna,geBdr t o capture some 0O
Figure 3. Table 3 shows the summary of the most detected

Top Malware Detected BruCERT Honeypot 2023

49%

/—\ o5 o
= Generic Trojan

= Ransomware

Unknown /undetected
1%

42%
Figure 3
Malware Type Total
COINMINER 7081

GENERIC TROJAN 8261

RANSOMWARE 1307

UNKNOWN 287
Grand Total 16936
Tabl e 3

The year 20R&8B8s BaearmCERRIcei ving incident reports from the g
reports pertained to "Scam" activities followed by "Soci
accounts such as IWhsattasdrpgpm, akac eTked elg,r am being successful
an increase in such incidents observed in Brunei Dar ussa
part of the "Scamming" activitytiWVhdrye floas ttheempastr itdhe eie

targeting Bruneians, wutilizing | ocal Brunei | anguage and

48



TL FC.L E A

BruCERT Reported Incident 2023

Figure 4

3. BruCERT Activities i n 202

3.1 Seminars/ Conferences/ Meetings/V

BruCERT attended and presented at various seminars, conf
some of the meetings are done through virtual meetings.
From 8th November 2023 uBtuCEBThdé&lbeganbes 20O2&8nded t he

Conference 2022 which takes place online.
From 16th October 2023-Tuhnrteiel BrOutChE ROlc tdoebl eerg a2tBdRsB d t5tt drn dAdNd
CONFERENCE which takes place at Abu Dhabi, UAE, hosted

3.2 Awareness Activities

Throughout 2023, CSB via BruCERTscogdactedi vaesoas madante
and public servants about the security threats present i

progr amwi secureverijfwboochececenved an average of 1,841 m

Figure 5 for BruCERT Awareness infographic activity for
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RAMPAI PAGI RTB PILIHAN FM SVC WEBSITE ROADSHOWS
12 5 208 1,841 4
sessions videos each month episodes average visits monthly roadshows
TRAINING FOR CIVIL SERVICE ELISE E-LEARNING WEBINARS COLLABORATIONS
sessions attendees users completed 5essions collaborations

Figure 5

RampRaagi 6 is a live local interview segment on Friday mo
interviewed and provide insights on various security top
BruCERT awareness talk which was provided to schools, col
al most every month in the year 2023. A total number of 5

and 1,763 el ded| Bro&€&Ratawnreness talk for the year 2023

NO. OF SESSIONS AUDIENCE
Schools 5,048
Schools «Organizations «Community «Rampai Pagi Organizations 3,722
20 Community 1,763
15 Community
16.7%
10
Schools
47.9%
5
Organizations
0 35.3%
J F M A M J J A S (o] N D

Figure 6
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1 Hi ghlights of
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dent Response

2023

Team

1. 3ummary of major activities
In 2023, the third edition of the ONational Cybersecurit:
part of the Cybersecurity Awareness Month in October.

Ghana, Novembemee@bR2B8g ICAMBouth Korea in-Régliwyn2023 CylpTUsC

2023 and APCERT Drill wvirtwually in August 2023.

assessment was al so conducted.

1. R2Achi evements & mi

| est ones

Key activities in 2023 included:

I TU conducted CIRT maturity
Organized the third o0Cyd7rQetcaubrart,y Newe&kroi rMfgudvia radsow sC qrrf

Application Security, Net work security and Domain

awareness content published in BtCIRT Facebook page
Conducted Capture the Flag (CTF) chall enge i three
Telecommunity (APT) where 138 students participated

Publ i shed Child Online

Drafted the National Cybersecurity Strategy and

Publi shed 83 Al erts and
Handl ed a tot al of 171

Protection (COP) related

assessment and al so

advisories on | atest

incidents in the past
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2 About Bt CIRT

2.1lntroducti on

The Bhutan Computer I ncident ResponsAeg eThecaym ((pBrteC/iRoTu)s liys tah

I nformation Technology and Telecom under the erstwhile Mi
within the GovTech is known as the Cybersecurity DBiewiugiiadl
the country by i mplementing relevant cybersecurity plans
information and establishing computer security incident

proacti ver ygamerinment systems for attacks and vulnerabili

2. Rstabli shment

The Bt CIRT was formally established on 20th May 2016 as

cybersecurity activities and initiatives for Bhutan.

2. Besour ces

Currently, Bt CI RT consists of thirteen working team memb:

2.@onstituency
Bt CI RT constituents are al/l government institutions unde:

government network infrastructure to host their | T resou

services are exwiemldien tlhe addunmtsrey s

SActivities & Operations

3.9cope and definitions

As the apex body for cybersecurity in the country, BtCIl R’
cybersecurity plans and programs that contribute towards
The specific mandates of BtCIRT are as foll ows:

Operate as a national contact in relation to plbaasidna
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Conduc-usendawar eness,daits sneanmiinoantael ilnefvoerimati on on threat s
security workshops related to various cyber security d
Actively monitor systems hosted in t he vQiolvneerrnanbeipltiot\Diaalsa
timely reports to the GDC operating team and the syste
Conduct periodic security assessment of g O V2O Wamremrme n¢
organizations on request.
Represent Bhutan in international for ums.
Develop relevant stragegidedphdpbébhisel éne soandaends,
3.12nci dent Handling Report
A total of 178 incidents were handled in 2023, majority
incidents |ike phishing and scams (11.8%). The foll owing
handl ed:
Vulnerability Reported... Application compromi...
1.7% 3.9%
DDoS
0.6%
Phishing/Scam
11.8%
Privileged account co...
3.4%
Ransomware
1.7%
Unauthorised access t...
6.7%
Unauthorised modific...
1.1%
Vulnerability Assessm...
66.9%
Figure 1: Percentage of I ncident handled by | n
3.Mwareness creation progr ams
Awareness and advocacy i s a vAernyu nbnepro rotfa natw anraenndeastse porfo gBta
in 2022, as described in the foll owing:
3.30rlafting Child Online Protection (COP) Guidelines
I n coll aboration wiotchalliTzlk darnvde rNIohEFofa t he COP guidelines
consideration the existing COPe neuwmisdieleisn easn da rt éh ev d rayc kp rt ehsec
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necessary steps that the respective COP targets; Parents
children to be safe online and to ensure that they are a
and younogalisndwevriedual so published to be distributed to sch

3. 3Awareness Content Pamphlets
An awareness pamphl et covering cyber hygiene tips was pu
cybersecurity awareness month in October. The topics cov

phi shing scams, sahdgdatdi hbraogbupassword security, wupd

3.30p3en Awareness Program

As a part of Cybersecurity Awareness month and Cybersecu
programowdscted targeting the gener al public to help wit
threats and cybersecurity best practices in the online w

Facebook page throughocuytb @rh eh ywgeieekn ep rhoensott ipnrgact i ces.

3.3ecurity Advisory and Al erts

Bt CIRT publishes | atest cyber security news and vulner abi
devel opment in the area of cybersecurity on its website
publishedfinh2823 al@®rts and advisories, a significant pr

released by software vendors to fix the vulnerabilities.

4 Events organized / hosted

4 . Wor kshops/ Training

Capacity development is anotherenmpoetahat mahbatbeoft BkE
ecosystem are prepared tevarkahgiylbge rcsteaclulreange tchfr etalte | ands

sever al capacity development activities have been carrie

4. 1Cylbersecurity GRZ5 wMaksha@23I)223

The cybersecurity experts frohaWeWwohkhahopgKeenonpievi dgdot
Nati onal Cybersecurity Strategy Lifecycle, Critical Nat i
Strategy, CybemnseeunntyRGeker-CGybebcschDioRe f mplf ememret ati on al
and Data protection and privacy. Ther emawkeeres, Kl 3mMa madernideele.
data protection related ofddrcparsatfe,ommdd veerriswa tgeo veea ontnoerng

i mpl ementing Governance Risk & Compliance practices.
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4. 1Wo2r kshop on | nci devmatl wtharned lAinmag yasn ds
As a part of the Cyber Drill event , Il ncident Response Ma
Infrastructure workshops were conducted virtually over t:

of ficials from goveonmenttagendi eri vate sectors particip

4. INa3t i onal Cyberse2znrO¢ctyotbverex (25
The 3rd edition of the National CgBeOseobert ywiWeekbwasew

programs and a conference were conducted.

4. 1T edc hni cal wo-RBsBDopebéldb:

The Cybersecurity technical workshop was conducted on Do
participants including Network Engineers, System Admini s
Private, CorQ@oovreartnimennst aangde nci es.

4. 1Cy5ber security conference (27th October):

Panel of experts from various agencies and institutions
cybersecurity issues, including datal ¢ge mavimdc yt, h @ arnsloanwafr es
intelligence in cybersecurity. The interactive session c

06Trust in the Digital Agebd.

Figure 2:Participants during the Cybersecur
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4 Rri |l | s/ Exerci ses

The following drills and tabletop exercises were conduct

4. 2Cylber securitttyelCedpa lulren-gle7r (Olc&t ober )

The Cybersecurity CTF 6Capture the Flagd challenge took
Jigme NamgyelCdlnlgamde,eGyianngpozhing Coll ege of I nformaomon T
wor kshop on introducing the basics of cybersecurity on D

on Day 2. The objective of theybprogrzmrway worddéwelcep off h

4. 2T.a2bl et op Exercise (15th August 2023)

As a part of the CIRT assessment and training session, a
conducted by the | TU experts for the critical agenci es.
di fferent teamsmemdeng to incidents.

51l nternational Coll aboration
5.1 lnternational partnerships and agreements

Bt CI RT has been a member of FI RST and APC&ERfTabli incee @ O0wi7t |
and GFCE in 2023.

5.Qapacity building

The BmMEMBE€&rs have availed a number of skills devel opment
conferences which have helped the members to upskil!]l t he
opport unmiettiweosr kinawvinhh éar mobé&r nati onal and national Cybersecur
Bt CI RT is grateful to all the organizers for providing t|
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Bt CI RT participated and benefitpepdr Sommevédret ol owing int
Event Organizer/Trainer Region Date
Cybersecurity Bootcamp Program National Security College Australia 5-9 June, 2023
8" Annual CAMP Meeting CAMP South Korea | 11-13 July, 2023
Training on Cybersecurity JICA Indonesia 21-25 August, 2023
Ecosystem in Indonesia
APT Training Course on Asia Pacific Telecommunity India 1-6 September, 2023
Empowerment of Blockchain,
Cyber Security & Cyber Forensic
GFCE Annual Meeting, GC3B GFCE Ghana 26" December, 2023
Conference 27 - 28 December, 2023
ITU Interregional CyberDrill for International Cyprus 28" Nov to 15t Dec, 2023
Europe and Asia - Pacific Telecommunication Union
5.2Dr2i Il I's and exercises
Bt ChRT@ t he opportunity to attend and participate in the

Annual APCERT Dri
| TU

Participated i

5. 25e3mi nar s, Conference

I'l themed oDigital

I nterregional

& Presentations

Cyber Drill

Supply Chain Redem

Bt CIRT had the opportunity to meaetiargdgadcenfienr drheed:ol | owi |
participat-ddyi hTUhénftersegidayalof Cyther I

A Bt CIRT member
Paci fic on 28th

intersector al

A Bt CI RT member

annual Bhut an

Net wor k

November and
coordination in
presented best
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o Future Pl ans

Bt CIRT will continue to work towards improving incident |
overall cybersecurity maturity of Bhutan.
The future plans for Bt CIRT include:

| mpl e mentNaattiioonnaolf Cybersecurity Strategy

Buil ding relevant cybersecurity capabilities to defend
Cybersecurity awareness for |l eaders, Canhtigeheopéraubdt
Strengthening cooperation and coll aboration with more

7 Concl usi on

I n 2023, Bt CI RT handled a tot al of 178 inciichemti smbkand ec aral

cybersecurity mandates of BtCIRT which included various
broad range of target groups. In future, Bt CI RT will <coni
creawareness on the i mporaddictihedm, mpbemseatati obn. ofnNati o
Strategy and the protiecn ilomf rodstCrrudti «crad pgmdtoeataiton wi | | k
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CERITN

ndi an Computer Emergency Response Team

Hi ghlights of 2023

Vi.

Vii.

ISummary of major activities

In the year 2023, Il ndi an Computlenr) Ehreerbdgl@eddc 9 d iReesmpton.s eT W
incidents handled were Website Intrusion & Mal ware Pro
Service attacks, Website Defacements, Unauthorized Net
Data Banredacviul nerabl e Services. Remedi al measures for he

in coordination with relevant stakehol ders.

CERTn tracks | at est cyber thre@b®eandi tviu2andeve asbosr|Biétsi e
Vul nerability Notes were issued during the year 2023.
CERITn con@®kcy ear security training and awareness progr
organisations to educate them in the area of Cyber Secu
& depl oyment of techni qguweasmiand steocaulrsi tiyn rarsdker t o mi
CERITn conddddmasti c cyber crisis exercises in 2023 for
Government Depart ments.

CERITn has conducted 3 international exercise, contribut
participated as a player in 4 International cyber secu
CERITn conducted G20 Cyhber Security Exercise and Drill
international participants from more than 12 countries
from diverse seceprEdeoahi as, FTeheaecom, Ports & Shipping
person for the Strategic Table Top Exercise and for th

0Cyber Security Exercise for Banking Sectordé wuntder ahdc

Reserve Bank of I ndia (RBI) on 5th June 2023, for mor ¢
Bank for I nt ernat iCemalr a% e tBtalnekmse natnsd Comput er Emergency
Countries, MD & CEOs of select Commerci al and Urban C

(Cl SOs) and Chief Technology Officers (CTOs) of 1 ndian
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CERTn successfully conducted cybeo€wgbMariittrye eef x8efr2c8i0sgea n& zt
of Government of BaOndgtl ha dGcstho bferro n2 00223ndi n Dhaka, Bangl ade

CERITn has trained & enabled sectoral entities to conduc
CERITn is the convener of APCERT Internet of Things (1
APCERT Dri HIn W& s GHRTo contri buted in APCERT dril|l 2023
CERITn has become an associate partner in Charter of Tr
(APF) of CoT brings together regul ator s, research i nst

partners to buwiolrk & otmmidtted net creating a strong digit

economy

.Bchievements & mil estones

CERTn conducted G20 Cyber Security Exercises and Dril
Participants including international participants from
CERTn conducted cybersecurity eMartiee &02Béa&i hongcpirbipgec
of Government of BaOndgtl ha dGcstho bferro n2 00223ndi n Dhaka, Bangl ade
CERITn has trained and enabled sectoral entities to conc
In 2023,n GERMed bil ateral agreements in the area of <cy
Readi ness-CERAm @Bd@ renewed the agreements with The I nf
Estonia and NatiGeatltr EyBWECtSSpecruabiltey i nf or mati on sharing
resolution.

CERITn has become an associate partner in Charter of Tr
(APF) of CoT bringsesegethei nségtlbaesrsuniversities, i
partners to build a trusted network committed to creat

economy

About -CERT

IInt roducti on

CERITn i s a Government organi sation under Ministry of
Gover nment of I ndia established with the-lobjpecotviiwe so fl
Prevention and RespoSeceursietrw i @Queessl iatsy wdnagement Servi ce
CERTn has been designated to serve as national agency f
Technol ogy Act, 2000 {lAmemdcmeante s2RUAX)7. iGERTdent r espons

response to repottiyed CERIIe Nnpesrefcar ms the foll owing functi
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Collection, analysis and dissemination of information
Forecast and alerts of cyber security incidents
Emergency measures for handling cyber security inciden
Coordination of cyber incident response activities

| ssue guidelines, advisories, vul nerability notes an:
procedures, prevention, response and reporting of cybe

Such other functions relating to cyber security as may
CERITn creates awareness on <cyber security issues thr

(https: /-l wweor gleffthpsan/d/ www. csk. gov.in

2. Rstabli shment
CERITn has been operational since January, 2004.
2.@Bonstituency

The constitulemciys of he&CERAdi an cyber commu-hint prawd dbesedisam\

organizations in the Government, Peubnl ipa oavnidd ePsr isveartve cseesc ttc

home users al so.

Activities & Operations

3

cope and definitions

CERITn provides:

Proactive services such as Advisories, Security Alerts
I ndicators of Compromises (|l oCs), Situational awarenes
Guidelinesofganhehpings to secure their systems and ne
Reactive services when security incidents occur so as
Security Quality management services in the form of <cy
security exercises/drills.
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rheapnodrl ti sn ¢

acti viltni edsurcianrgr itehde oyueta rb y2 OC2E3RTi s gi ven in

Activities Incidents in 2023

Security Incidents handled 1592917

Vulnerability Notes Published 397

Advisories Published 52
Security Alerts issued 657
Security Drills 22
Trainings Organized 26

3.8Bbuse st

Table 4:n QAERT vities during year 2023

ati stics

I n the yead n2h2a3ddl @@BRT 592917 incidents. The types of 1inc

propagati on, Mal i ci ous Code, Phishing, Di stributed Den
Unauthorized Netwomlg Scanwiing/eBrro Ransomware attacks, Dat
The summary of various types of incidents handled is giv

Security Incidents 2023

Phishing 869

Unauthorized Network Scanning/Probing 447720

Vulnerable Services 941592

Virus/ Malicious Code 184131

Website Defacements 10665

Website Intrusion & Malware Propagation 1045

Others 6895

Total 1592917

Tabl e 2: Breakup of Security I ncidents h,
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3.3.1. Tracking of Indian Website Defacements
CERITn has been tracking the defacements of I ndian website
servers to concerned 10r poubnlzearn § onfs . d &Af d e méntod have been

Defacements in 2023

8724
1862
. 48 11 20
.com in .net .org Others
Figure 2: I ndian Websit e-lDnefdaucreimmegn t2s0 2t3r ac k ed |
3.3.2. Botnet Cleaning Initiatives

Botnet Cleaning and Mal ware Anal 9€5K) Chasrbeélybkbsti abivms |

detection of compromised devices in India and to notify,
further malwa@ahe Ceheceibssworking in close coordination
(I SPs), Antivirus companies, Academia and Industry.

Currently, CSK is covering ~94% of the subscriber base

provides services for organizations from various sectors
Heal t hcare, ITF aaspoe $, Government, Academi a, 6l ndustries
coll aborating and being benefited by using CSK services.
CSK celebrated awareness campaignlbCkFbbrudSwpczhBRBaaRdkh®
3.08 in October 2023, in coordination with I nternet Ser
awareness and infocyberosecegatgi hhreats, challenges and
CSK provides three Free Bot Removal Tools (FBRTs) devel o}
a cumulative of 48.88 | akh downloads recorded til/l Decen
and Google Amasoid platfo

CSK also provide Mobile Security Apwébcpoi oal for Androi d
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FBRT Download in 2023
481,182
378,167
290,744
184,919 202,640
i 166,940 154,186
74,883
40,296 55,153
l 21,650 33,857
[] ] []
FFF S S S S F PSSP
o & > N O
SR R A R A LIRS N
Figure 3: CSK Free botnet removal tools down|
3.3.3. Security Profiling, Assurance framework and Audi't
Under Security Assurance Framewor k, | EGERM) Coanput eeatEener
security auditing organizationsd for carrying out inforn
penetration testing of computer systems, net woe rkrsmen ta,p pd |
infrastructure organizations and those in other sectors

CERTn has ethgénélbedati on Security Auditing organizations,

carry out information security audit, including the wvuln
infrastructure of gsoeveetronrmeart g aamidz actriieknnsc. @ hiphainse | Il iedt i off o €
auditing organizations is being consulted frequently by

information security auditing requirements.

CERTn hmpl emented data science platform for conducting p
country. The project enabled identif-icahaosnpuolhl askead Goi c
Application Des, ghmplDementoptmeomn & Operati ons.

Government and critical sector organizations are i mpl emert
standard and as per then.advmpclee mendgwadd olmy e@BRT i ng wor ksh
periodicall ERSeremgamselodd technical I T security auditol
compliance -andhts. aCEBRTcarried out episodic security audi

posture.
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3.3.4. Cyber threat Intelligence Sharing

A core pakrndesfmC&ERiTon as the first responder with respect
a trusted community platform for sharing cyblemr rtehlreeaasge s nlt
of Compe®m(l oCds) covering operational, tactical and stre
Government and critical sector organizations about the e

counter those threats.

CERITn has opearationalised its own Threat Intelligence e
automated platform facilitates bidirectional sharing of
vari ous c oaunndt esrtpaakrethsol der s i n near real ti me i n arudsimaitd
ecosystem in the Indian cyber space.

The platform coll ects, correlates, enriches, contextual.

ti me with Traffic Light Protocol (TLP) tags. The shared

wor kfl owkl HHeip wo streamline their threat detection, ma
During the year v20a23,t sCEeERMTai | mechanism and withsihtsedu®Bd
Threat I ntelligence alerts with the constituency. Chi ef

getting tkaenebfyi the curated operational and tactical thre
platform as well as email covering |l atest cyber threats

actions.

3.3.5. National Cyber Coordination Centre (NCCC)
Continuously evolving cyber thbeanglahdsnoapemahnhdoint § eicimp a

and Cyber Security necegsxilt atieamse tstid urad e b nfadr aweaareness an

i nci dent sentGohvaesr nset up the National Cyber Coordination C
cyber security threats in the country. Thaeaadeantlreev edc amd
near real ti me siha addrmtnrad iaswafraecnielsist.atTi ng various organi
cybattacks and cyber incidents on a near real time basis.

3.3.6. Cyber Forensics

Cyber Forensi-te Labeqgti ggRd@ with the equipment and tool s
analysis of the raw data extracted from the digital da
techniques. KXhefpthmaLapbtas to assist thenl i dectur Ren1ge!
incident and extend digital forensic support to carry ou
utilized in invesafigayben s8é&cturmhiet ycaiskmesenssbmamndt ed bley
government ministries |/ departments, public sector organ
Lab ofl CERaIs been notified adse nkEcxea minn eerx eorfc iEslee cotfr otnhiec pEovw e

of the information Technology Act, 2000.
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3.3.7. CVE Numbering Authority (CNA)

CERTn has been undertaking responsible vulnerability -disc
In since its inception. To move a step further in the di
respomnwgillmlee abil ity researchhasn ndhw paunnernyed CEIRTh t he CV
USA. I n this regard, I ndi an Co mplunt)e rh aEsmebr egeenn cayu tRecsrpioznesde b
a CVE Numbering Authoerapi (CNApsfompacting al/l product s
I ndi a.

CVE i s an internbtuisedale,f f oo mmuannidt yr el i es on t he commun
vulnerabilities are discovered then assigned and publ i sh
professional s tus ee mCoVIEr eRetcltbeydsar e di scussing the same i sstL
and address the vulnerabilities. The vulnerabilities are

around the world thatCVBvEer pgramerRar twiheths tphebl i sh CVE R
descriptions of vulnerabilities.

CNAs are organizations responsible for the regul ar assi
publishing information about the Vulnerability in the as
Aut horities CVENRe)x.orBHverdyded to the |ist is assigned by a
enabl e program stakeholders to rapidly discover and corr ¢

attacks.

4 Events organized / hosted

4 . Tr ai ning

I n order to create security awareness within t hel nGorveegrun na
conducts trainings / workshops to train officials of gGove
sectnmnrvari ous contemporary and focused topics of Cyber Se
I n 2023d,n CBRT cdBdwé¢tnechgs on various specialitt@e@péaopicspa
including system/ Net wor k Admini strator s, Dat abase Admi n
I nformation Security Officers (ClISOs)/ Chief information
As part of sé¢nyi es ofe@ER®Dn of awareness in the area of

technical knowhow of v-Aani obsesvakehdbledd&ms, o8BRT Cyber Sec
during Octboybeorr g2aOn2i3zi ng vari ous events and activities for

I ndia with a theme of Secure our worldo6é. The total outr
is 86,13, 6I12n 58I13s osCE&dRFaefrevre | nt er net Dayo6 on 1st Tuesday o
Pakhwada from 1 to 15 February of every year and Cyber J

sensitizing internet users onregsbetnf2828snCGERTmMeEs 48ndwaa
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for di fferent sectors in collaboration with different or i

4 Rril Il s & exercises

Cyber security exercises -lamet dehalgp ctome@luct gdnibyatCERTS t ¢
wi t hst anadt tcaychkesr. These exercises have helped tremendous|l
information icfrmatnucguot manpower to handle cyber inci

awareness among the key -lsrechas oomawmditzad i bhssuClERIyber se

Till 2028, h&ERTGonducted 87 Cyber security exercises of di
participation from around 1200 organi zations coverir
Government/ Publ i ¢/ Rrnisveat ePairmrmanidditmg yDdfor ce s, Space, Ene.l
Heal th, Oil & Natural Gas, Transportation (Rail ways & Ci"
51l nternational Col |l aboration
5.1lnternati onal partnerships and agt
Strengthening International cooperation to effectively d
areas of t heAsGosvuecrin,metnhi.s aspect is being dealt with by
form of Memorandum of Understandings (MoUs) between | ndi e

counterpart agencies t hatanar e hvairlel iinmg otromawd rokn ti cng eat hteirme |
incident ssaandckygbas webhl fas pobhvadongtbewift response to
I n 2023,n CEHRTned bil ater al agreements in the area of cyl
Readi nes(seGEeRalm and renewed the agreements with The I nfo
Estonia and National Cyt&r t 8e ewmraibtlye Cedtorenat NG&8C)sharing
resol ut iklonn.i sCEReTgul arthw teaddngasiengi we providers and proc
country to obtain advance information on | atest <cyber th
preventive measures.

CERITn i s an operational me mber of Asia Paci fic donmmpiud et
convener of 0l oT Security working groupdé across APCERT t

|l oT devices.

CERTn is also member of various other working groups unde
wor king group, Mal ware Mitigation working group, Tsubame
of APCERT Drlithds W&, s CERAnt ri buted in APCERT dril |l 2023 de
CERTn i s a member of gl obal Forum of I ncident Response an

incident response teams to more effectively respond to s
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CERTn i s also an Accredited Member of Task Force for Comp
( FESI RT/ T1) .

5.Qapacity building

5. 2Trlai ni ng

i. CERTn participated in the |-8cCyber Reguohtpr Waaekzedr bir

13th October in Tokyo, Japan.

i. CERTn participated in the API SC security trai-2ifngtc&ep

South Korea.

ii.. CERTn participated in the APCERT online training on 0D

March 2023.

iv.. CERITn participated in the APCERT online training on 05«

v. CERTn participated in the APCERT online training on O0OE

October 2023.
vi CERTn officials also participated in the 301L 1 CS Cyber

vii CERITn participated in the APCERT conference held on 009t

5.2l.i2t ernational Drills & exercises
CERTn has conducted 3, contributed in 1 international e X €

player in 4 International cyber security drills in 2023.
i CERTn conducted G20 Cyber Security Exercise and Dril

international participants from more than 12 countries

i. 0Cyber Security Exercise for Banking Sectorod untar ahdc

RBlI on 5 June 2023, for more than 200 participants.

iii.h. CERTn conducted cybersecurity eMaritrsee &00Ba&i hobngGprvegr

of Bangl adedsaht hf rGocmt oOb2er 2023 in Dhaka, Bangl adesh.
iv.. CERITn participated in the APCERT Annual dri || 2023 in

test the response capability of | eading Computer Secur

economies. The tmhielme 202 APWKERTODIi gital Sdmply sChaicheRBe

coordinator (EXCON) for international CERTs in the Dri
v. CERTn participated in the 3rd Edition Africa CERT Cybe
10th November 2023. The exercise was onh chalslpemge, b ana
analysis, reversremrsigé nerealiywgi and f o
vi CERTn participated in Quantum Dawn VI I from 14th to 16

participants from more tsheamt olr50i npsuthiltiuct i smd p rni voavteer

including financial firms. Central banks, regul ators
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vii CERITn participated in ASEMROQRBRT nl Ocitddrtr RMO2I13l. (TAEGI Dl e
O0Respondi nRr amg evdu | Atit acks Arising from Hacktivismdé. 18
in the dril]l

viiih. CERITn participated in Nationa-l nGylrenrast e cownrailt yT eA wetcloanmiutn
Techni cal CyberDrill 2023.
5.t her international activities

i. CERTn participated i n -Sphrei nGQgv E2 0G1 30 bra@I3dSMaumtcihn 023 i n Mc
USA.

i. CERTn officials attended the 35th Annual FIRST Conferer
June 2023.

ii.h. CERITn participated in the APCERT AGM held in Virtual M c

iv.. CERITnh participated virtually in the Community Town Hall

v. CERTn participated AdHotuabmmi i nee hmed®&WNi ngs on counter.i
purposes.

vi CERTn participatet&Endedt Wer UNn®p &noup (OEWG) on Securit:
and Communications technologies (I CTs) at UN HQ New Yo

vii CERITn participated in the 70th Task Force f-08%8] RDmpMe etri
Stockhol m, Sweden held during 25 to 27 September 2023.

6 Concl usi on

CERITn is the national agency for incidehnh rTeswongéngnt ol
security of Il ndi am Qyobremri tstpeadc et.o CBORMM i nue its efforts anc

to make t her Agiian Paxhdrn cpace safe and secur e.

Cont act |l nf or mati on

Postal Address 1:

I ndi an Computer Emergenky) Response Team (CERT

Ministry of Electronics & Information Technology (MeityY)
Government of India

El ectronic Niketan

6, CGO Compl ex, Lodhi Road

New D&l1hGO0O0 3, I ndi a
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Postal Address 2:

CERTn Of fiaél, Bl ock

Del hi I' T Park, Shastri Par k
Deldalil0053, 1 ndi a
Phone:1129902703, 22902704

I nci dent Response Help Desk:
Phone9-1124368572

+91801014949 (Tol I Free)
Fax: +91124368546
+91801016969 (Toll Free)
I ncident report to Incident Response Help Desk at:
Emai_hci denitn@coerrgt. i n
User |1 D: ifmidbemgt @ner t

Key | D: O0xB620D0B4
Key Type: RSA
Expired231220214
Key Size: 4096/ 4096
Finger Print: A768 083E 4475 5725 B81A A379 2156 CO0OCO B6
Phone:1122902657

Tol | Fr e e -1P8h0d0A4e9: 4 9+ 9 1
Toll Fred8BW%969091
Vul nerability report, security alerts, or any other tech

contactl "CEIRMTf or mati on Desk at:

Emaihf o@crerdrg. in

PGP Key Detail s:

User iinbo @crerdr g. in
advi soriym@cerdg. i n
Ssubscride@oengt i n

Key |1 D: 0x275CCACF

Key Type: RSA

Expired23220Redy Size: 4096/ 4096

Finger Print: EABE 086A 6FC4 CB47 3F29 A90B DE30 AO071 27
Phone:x1122902657

Tol | Fr ee -1P8h0d0A4e9: 4 9+ 9 1

Toll Fred48PW¥O960991
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Emac¢ s k @eienr.tor g. i n
PGP Key
User | D:

Detail s:
-ioslbh@geil n
Key | D: Ox4EE11788
Type: RSA
Expire958312025

Key

Key Si ze: 4096/ 4096
Finger Print: E204 D43D 0296 40FB 8DBY9
For I nternati onal Liaison activities

Emaiht er nat i-iom.ad r@g.eirn

PGP Key Detail s:

User | D: intdrnatrigarianl @cert
Key | D: OXECCB2102

Key Type: RSA

Expire958312025
4096/ 4096
0A71

Key Size:

Finger Print: 3343 F7E2 A8D7 O09FA
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CERT NZ

Computer Emergency Response Team New Zece

1 Hi ghlights of 2023

In 2023, a total of 7,935 incidentf@8O®e@reThepertvad #tot GE

in financial | oss reported to CERT NZ in 2023.
10,000 $24m
8,000 waom
$16m
6,000
$12m
4,000
$8m
2,000 $4m
0 0

2018 2019 2020 2021 2022 2023

CERT NZ |l aunched a new Cyber Security Awareness Progr an
t hat hel ps individuals and businesses understand the

providing practical cyber security advice.

CERT NZzZds key amaiugil n@wacteineistsy, Cyber Smart Week, was

October to 5 November 2023.
CERT NZ was integrated into the National Cyber Securi:t

operational cyber security agency for New Zeal and.

72



TL FC.L E A

2 About CERT NZ

2.1lntroducti on

CERT NZ is New Zeal andds Computer Emergency Response Tea

individuals who are affected (or may be affected) by cybe

informati onwhinlde aallvi@wecol |l ating a profile of the threat |
more information.

Anyone can respcrutriaycymei dent to CERT NZ, from members
agencies to I T professionals and security personnel . We
counterpart se mthiefny tahfefyecitded New Zeal and organisations 1in

2. Resour ces

I n 2023 CERT NZ was integrated into the National Cyber S
including operations, communi cations & engagement, gover

contact centrcdcento megeritve. i nci

SActivities & Operations

3.1 CERT NZO0s key services are

Threat identification: We analyse the international cy
Vul nerability identification: We analyse data and repo

I ncident reporting: We triage repgahkesiatdh d mdlg nvti duaan & a

and pass some incidents on to appropriate organisation
Response coordination: We | ead the response to some i nc¢
the national emergency response process.

Readi ness support: We raise awareness of <cyber-t adadtweri:

actionable advice on cyber security best practice.
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3.2 Top incident categories
Phi shi cgedadti al Harvesting remains the top reported inc
The three other top incident categories are 0Scams and F
saw a decrease itm 2022.compared
I PHISHING AND CREDENTIAL
5,000 HARVESTING REPORTS
4,000 4,407 Az% increase
3,000
BN SCAMS AND FRAUD REPORTS
2,000 O,
2,211 v4%)decrease
1,000
0 I UNAUTHORISED ACCESS
2018 2019 2020 2021 2022 2023 761 v 1 8% P
BN MALWARE REPORTS
147 v 35% decrease
Of the reports received by CERT NZ in 2023 24% included
3.Bublications
CERT NZ continued their quarterly reporting, with the pul
Quarterly Report: Hi ghlights document, focusing on sel
Quarterly Report: Data Landscape document, providing a

certnz }

CYBER
SECURITY
INSIGHTS
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CERT NZ joined a number of international partners in publ

https://www. c@rici @b wasntdsvZehrietwesh-ii nt er n-pa i b-nel scaosnep r e h-ey Hiev e

advi-salroc khaints omwar e/

CERT NZ joined the National Cyber Security Alliance and

Research report, allowing us to understand how the New

behaviour s.

The Annual Cybersecurity Attitudes
and Behaviors Report

£) CYBERSECURITY @ CYBSAFE SUPPORTED BY ({Iris}

Nl ALLIANCE

CERT NZ also joined international partners in publishing
roadmaps.

With the emergence of Al CERT NZ published a Threat Repor
| anguage groups.

https:// www. cert . gReewto.rn zsiWaTshsRelRastg iridrnetad-§ angu-dd-€4 EAR. pdf

2023 saw CERT NZ continue to review their critical cont

deci de where best to spend their time and money.

\
certnz 7

CERT NZ's

Critical

Controls.
V//4

https://www. cert.govt.nz/ aszset g£lothgle@dPBs /[pdldcument s
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3.4 Soci al Medi a

CERT NZ |l aunched new I nstagram and Facebook accounts for
https://www.instagram.com/ ownyouronlinel/
https://www.facebook. com/ ownyouronline

CERT NZ has continued to build on their use of social mec¢

on our existing use of TwitteéentpOp@ ERWNIH) f andb dakle bCEiRKC g

Linkedlhnt tppasg:e/ / www. | i nkedin. com/ company/ certnz/

4. Events organized / hosted

4. Qampaigns

CERT NZ ran its seventh cyber security awareness campai gl
the | auncghuof OCOWwn ne. CERT NZ ran a Campaign during cyber

of 10 New Zealanders who have been targeted by cyber cri

: o certnz 2
T y

P

Learn how to protegt s 3 own

yourself online.
ownyouronline.govt.nz

our -
enline

https://www. ownyouronline.govt.nz/

The OExposedd campaign was | aunched with a photo exhibit
CERT NZ engaged with 1,200 supporters from across the go
being secure onlwae. sTbeesafmplaignt h 19 media stories, 20

i mpressions.
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5.l nternati onal Col |l aborati on

5.Qapacity building

CERT NZo6s Pacific Phad negtsablpi Phreodyra mmer ong range of cap:
in December 2019.
The programme delivers two primary buckets of activities
responsive programming.
The menu of BAU activities includes:
I nformation and good practice sharing and devel opment.
Community devel opment and engagement .
Formal and infor mal mentorships activities.
Direct incident response support.

Community outreach.

Contribution to PaCSON, including convenorship of the
Support, advice, and contributions to NZ, regional, an
Responsive programming since January 2023 has included:
The PaCSON Remote Session Series including guest speak
Spearheading the devel opment and delivery of the Cyber
|l tountry training to continue to build the cyber secur
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CYBER

UP

PACIFIC

NN URART MCERE /17 PACI0N DRE/TYRIN SMANT-POCHIC- 2022

5.Qt her I nternati onal activities

Key I nternational engagement s:
APCERT 10T Working group.
APCERT annual conference
PaCSON AGM
GFCE Annual Meeting
APNI C 56

FI'RST Annual conference
6.Contact i1 nformati on
Website:

WWw. cert.govt.nz

Twitter :
@CERTNZ

Facebook:

https://www. facebook. com/ certnzgovt

https://www.facebook. com/ ownyouronline
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Linkedln

https://www.linkedin.com/ company/ certnz/

Il nstagram

https://www.instagram.com/ ownyouronlinel/

By post:

CERT NZ

PO Box 1473

Wellington 6140

By phone (to report an incident):
I n New Zeal and, call us on 0800 CERT NzZ (0800 2378 69)
From overseas, call +64 3 966 6295
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CERHH

Philippines National Computer Emergency

1.Hi ghl i ghts of 2023

1. 3ummary of major activities

Hackfor Go-PH C¥Ré&r Challenge 2023

Foll owing its initial conduct in 2019, this yperaorfdscinmanitn sg
in the Philippines and engage them to take a path in cyb
gual i fdieendt sstaus Phi |l i ppine repr esetnhtfalta gv ecso nipoert iitnitoenrsn.at i on
1.2 Achi evements & milestones

l nauguration of the Annual Philippine CERT Conference (C

Adynamic and comprehensive event that simultaneously hos

enhancing cybersecurity awareness, preparedness, and r ec
Philippine Ratriuompalt hE BEERT nWor k s fPdHp ,Cytblee CHERT dent Dri | |
Nati onal Cyber Drildl (NCD) 20283.

2 About CSIRT

2.1lntroducti on

The National Computer Emergency Response Team (NCERT) i
Department of I nformation and @ardmruniSeattiioms 1Bbe oHndlhegRe(
was established simultaneously with the other programs ar

003 series of 2020 established NCERT as bteh e nNMavini oansa |t hGE
Nati onal Computer EmergeRH)y. Response Team (CERT
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CERFFH i s responsible for receiving, reviewing, and respon
di vision also ensures that a systematic information gat/|
stakehol ¢dérasd | yespenput er emergency response teams, are ma

and cybersecurity risks.

By conducting seminars and-Pélvenbyidesokgamwil radgieomand GWRT

cybrel ated incidents and the importance of establishing |
and protoc®Hs @ WEIRIT as making the necessary i mprovemen!
and requirements of their organization as far as applica

2. Rstabli shment

CERFFH was founded and began operations in 2018. The DICT

the establis-RrMMenNCBRTCER®RTofficially the Philippine Natio
PH), and it ading,chdmigeri eferéng, and supervising the nun
CERTs .-PKKE®ITso monitors the implementation of the | nfor ma
cybersecurity incidentedaaddevepost éthateaeieveebdecappropr.i

2. Besour ces

CERFH, as of this -twirmet isntgaf fh.asTMes dopudrlat i onal fundi ng con
and Communicati dRlsi ITeghinnéogy

2.@onstituency

CERAHd s constituency is composed of the National CERT, Go

Activities & Operations

3.9cope and definitions

I n order to effectively manRHecarndi sttss ofonfsaurt umanjcor, < ercet

as foll ows:

3. 1Cylber I ncident Response Section
Respond to Cybersecurity infdédindentnalr apmar texd etro att he oBu rh
Moni tor the i mplementation of the information securit
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reported incidents are given appropriate i mmediate act
Devel ogptwekttured processes for handling and managing
met hodol ogies, and practices.

Provide ongoing training to i nci dent-eqgrueispppoends et ot elaans d
cybersecurity challenges.

Foster coll aborasihamni amgd akmoonwy! eéddé erent depart ments to
capability.

Mai ntain transparent and effective communication with |
ef forts.
Develop standardized reporting mechanisms for incident:

parties.

1ICy2ber security Assessment and Testing Section

Conducts vulnerability assessment, penetration testing
and integrity of government agencies and instrumental.
Evaluation and identification of cyber security | ooph

attacks.

Provide government agencies with solutions and provide
Provide timely reports based on the provided services.
Develop vulnerability assessment, penetration testing,

to conducting the VAPT services.

1Cy3dber Threat I nteSecandonMonitoring

Develop and i mpl ement policies and procedures that i mp
Ensure that al/l data collection and analysis processes
data privacy and security.

Establish and maintain relationships with external par
and best practices.

Usage of various <cybersecurity platfor m-atotractkhse ipnrtoea c

externally
Coll aborate with other departments to i mplement new se
Preparation and issuance of cyber threat feeds and cyb

Provide timely reports based on the provided services.

INa&adt i onal Security Operations Center Section
Manage and operate the National Security Operations C
analyzing, responding, remediating and information shai

Conducts regular network monitoring security testing,

and escalation and resolution of cybersecurity related
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Moni tors the system for possible information sdgcurity

3.12nci dent handling reports

From January 1 to DeRKHnmbegspB8rnded® 0&2Md ClERITdl ed 100% of all

cybersecurity incidents within the desired response ti me
Figure 1 displays the breakdown of incidents based on ca
Incidents Handled from J y 1 to Dec ber 31, 2023

Total = 1,834 Incidents

Server, Network and Infrastructure Related

1 —
Brute-force /
APT Attack /
Uneconfirmed
Technical Assistance £
— Compromised Website and Systems
Malware and Malicious Files
Email Attacks

DDOS

Unauthorized Scanning
Data Exfiltration/Data Leak 0.1

Figure 1

The figure below, on the other hand, displays the sectore
PH. As shown in the figure, agencies under the Government

target ofks.wyberattac
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Individual

Acadama

Private
Water
Telecommunications
528

Power

Media

Healthcare
I

Iz
Banking
I

Transport and Lagistics

Incidents Handled from January 1 to December 31, 2023
Total = 1,234 Incidents

Figure 2
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Gowernenent and Ermergency Serdces

3.8ul nerability Assessment and Penet
1stQtr 2nd Qtr 3rd Qtr  4th Qtr  Total
No. of Requests from Government Agencies/Instrumentalities 39 56 43 39 177
No. of Target Asset/Systems Assessed/Tested 1,257 264 251 250 2,022

1,400

1,200

1,000

800

600

400

200

2023 Vulnerability Assessment and
Penetration Testing Request

= 177 Total No. of Request from Government Agencies/Instrumentalities
m 2,022 Total No. of Target Assels Assessed/Tested

1,257

18

0

Ist Quarter

250

264 251
56 . 43 39
I — —

2nd Quarter 3rd Quarter 4th quarter
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For the year-D2e2&mbéd anRihipaLERdcei ved and accommodated a

from various Government Agencies and Instrumentalities.

Of these vrudqqereesatbs,l ity assessment and penetration testin
applications, net wor k, and source code to discover any e
potentially compromiisiyng ptrhievaeyer alnld soegpoeurati ons of t he
Bureau stakeholders. This also includes proactive engage

3.@yber Threat Monitoring and I nforr

From January to December 2023, a total -PH t2hr2cowg Motnh & oWeebd
Gathering System (Wl GS) has monitored 477 threats, whi |
monitored t hr eiattosr.e dT htohsreo ungohn Open Sources account f-®H 14
monitoring team, through the use of Honeypot, a tool t ha

threat s, has monitored 6 threats.

Monitoring System Platform

1500

§00

477

OSINT WIGS Honeypal ET!

Number of Monitored Reports using Various Platforms

Based oPRHCHRBRMI toring Systems, the Government and Emergen

and instrumentalities have a | arge number of monitored
threats. Variousepmmtigdrsewch hassavtusl merabilities, mal war e,
were either reported or escalated to the Incident Respon
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Monitored Threat of Critical Information Infostructure Sectors

Logistics
Water
Banking

Healthcare

Government and Emergency

Moni tored Threats of ClI (January to Decen
Cyber threat feeds and advisories are issued on a regula
news, topics, and articles from the web that may i mpact

anal yzed t oelpyr,ovaicdtei otnianfb|l e advice to our stakeholders so
to December-PHOZ2 3 s uCGHRT

239 Cyber Threat Feeds

20 Security Advisories for Public
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CERT-PH CYRERSECURITY

CERT-PH CYBERSECUREY

MICROSOFT RELEASES DECEMBER 2023 PATCH
TUESDAY SECURITY UPDATES

Mibcromol s, pedesmad] [ Dwcaeniner 20075 Padch Ty seourlsy gpdstes §o fix
rriipls wainerainlifes sooss B producs. Sl on She officlal relesos notes
firoem Miosot, Thene ane no penc-oay wainersiniiiies inchaber in She pencn. FHowewer,
s mporiant fo node hat fhene ane four orifhosl waineranlifles sddressed in s

reizame A Lis? of he VinemsiliEles comtinue
=mciing - Micromot Risjesmas Daceminar 2023 Fanch Tussosy Secury Uit
ACTIVELY EXPLOITED ZERC-DAY VULNERABILITY IN
GO0OGLE CHROME (CVE-2023-6345)

Soogibe P relesmeard Shrome Werslon 1190005045155 for Mac and Linece, &
“hersion 1 SL0US04S 1S R00 for Windows: 10 adress seuen Seoursy S5
richling & rerc-day waireranlilsy (CVE-SODSAE54S). Bamed on The officlsl sk for
Chrems upianes, SGoogie s swars of raporss that an sqplolt for CVE-RSOR3-E34S
it in e willd.” Al Bature of Vidinerainlisy

CRITICAL VULNERABILITIES IN VIMWARE VCENTER
SERVER AND VMWARE CLOUD FOUNDATION

Whiwane s rebasmen Saourly updates f0 address oritical vainersinlities
OCVEDORE-3404E ard CVE-DOZS-Z40ES) In Widkeare wDenier Sanger and iwane
o Fouriiation. Semed on The officlal aovisory, “A mallchous soion with nework
anoess 50 wCandsr Sanser may Tiger an ow-o-pounds wris poterially besding o
PG oo ansouhon”. A Mature of
uimeraniizies CVEDORE-S404E CVESDRS- 54055

ACTIWELY EXPLOITED ZERC-DAY VULNERABILITY 1M
CISCO 105 XE SOFTWARE

Gl Fias nebeasad & Samurly aovisory 0 sddress: an sciely sqioban reno-day
salmeranliE GV E-DIES-201SE In e weln wser Inferisoe of Slsoo KIS XE softwane
Bamad on The avidencs analyped oy CEoo, & Susnichous SCIVEY was obsaned on
Septerminer 5, 2003 whilch InCludes: the meation of umsuhorned o00unt on &
Cushomer's: geyios, Agdiilonailly on Dohoiber 12,

MICROS0FT RELEASES OCTOBER 2023 PATCH
TUESDAY SECURITY UPDATES

MiTosof nas relessan B Doloner D023 Panch Tuesday Saourty updates i fix
ruliple woinersblities &o0ss B progucs, Inchading Tnse reporied percrEay
simerainlinles: $0VE-SOSE-30003, OVERIDES-41TES, el CWESUSS-44ET) T ane
oumerily peing spbaied In e wild, Sema on She offichal relamss notes from
Microsof, Thene ane & 0%al of 103 Microsofl OViEs and S nomMicrosofl CViES.
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of the-PlHs sSeedi rCERT Advi sori es i
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4 Events organized / hosted

4 . Hackfor Go-PH C¥R&r Chall enge 2023

MANI BAs part of the gl obal celebration of Cybersecurity
Communications Technology thro®hghi ppsn€ybat seaalti CymBut e
Team (CSBH)CESRiIlccesdfafff yt palfFinals of t-hleElHag kCom@Getvi t2i0@ 18
16, 2023 at the Manila Grand Opera Hotel and Casino, Sta.
Eyes were on the prize as twenty (20) teams from differer
of cyber prowess and vaifegderf carndt hpe emddtgesduigHte of Hackf o
competition cwameh atbhoeu parpgercd pmtti oaams fwhH w-veamenreg esd dausr i fnrgo
regional qualifying rounds carried out from August to Oc

With the theme "Building Cyber Champions: Stronger Nati or

is primarily designed to raise the | evel of awareness an
t hem wi t-&in haeperei in various techniques used in the-tvhat u
flag (CTF) where participants diligently showcaserdeltatedd
chall enges in areasedbuclrcasidcryyptanglr aphworw security, am

Team AdDU from the Ateneo de DesewamneldniNadri sointay Kehopgnpd otnisd
tot al of 1600 points and besti adgaynilnaebtoereino u(sl P)attteaems dur
Team AdDU has recently raised the Philippine Flag in the
recently conclagpgad A$BANsecurity Capacity Building Cent)
Thail and; and lise¢el ASEACSCyHa&aclShng Contest (ACS CON) in J

2023. Mor eover, top performing individuals from various
University of San Jose Recol etedosuy, 1GASRAGAIt @t aotfe Tlercihweorl s0ig
recognized and conferred with Performance Excell ence Awar
overseas as they were also the countryds f.l ag bearer at

Hackfor Gov serves as -RHwhy édmgagdewiDIICTt ICERfTUt ure gener a
and encourage them to consider careers in the field. It s

experts,winteht woerekr s and devel op c¢gadltvicragd 4 HKiilnlkd .ngDla@® pmodd

el evate the status of cybersecurity in the country and |
participation andi i avotl vleanemlitd@amo.ngBy t he same token, exp
not only sparks interest among the students in various ai

to the discovery of new aeppdriogaicthaels lianmn dnsacnayp ear eas of t h
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11T
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Tr ai
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ng

Baetkback with the conduct ofPHt md sldaclofndmuGdve,d ttthe CERT Se
from August to October 2023 in all regions across the cou
for a CERTwiatnhd it hmtosrest in establishing a CERT with the
resources necessary to effectively respond to cybersecur |
in enhancing thesturcgband sEERT'Ii$ yefpfoecti veness thereby m
for future security.

The training enables participants to understand how CER"
mitigation of cyber incidents, and application of prevent
the aliginmenCERTOS operations with the organization's br
were used depending on the regionds need and request:
MODULE/ TITLE SCOPE MODE OF INSTRUCTIONS

Introduction to CERT -PH Objectives Lecture / discussions

Services and training

programs

CERTPH services
CERTPH yearly Events

Ladderized training Programs

Latest Cyber Threat
Landscape of the Philippines

Incident detected, reported, and handled

Common Cyber threats and its definition

Lecture / discussions

Review of Setting up CERT

Definition of CERTs

Lecture / discussions

Setting UP CERT requirements

Incident Response Concepts

IR Lifecycle

Basic IR Tools

Lecture / discussions
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Securing the CERT

Environment

Establishment of Security Zone for CERT

Cybersecurity Awareness for CERT Workforce

Lecture / discussions

Deep Dive to CERT

SOC Operations

Lecture / discussions

operations Vulnerability Management
Incident Response Handling & Reporting
Procedures
Handling of Incident types recorded by CERTF
PH
Cyber-Attack Countermeasures
Threat Monitoring and Information Sharing
Security / CERT Tabletop 1-3 cyber-Scenarios Lecture / discussions & group
participation
Q&A Question and Answer Portion
4. 3emi nars/ Presentations
Country / Event Date
Region

Tesda Office, Taguig

Cybersecurity Awareness and Orientation Program, TESD#

(Resource Speaker)

September 11, 2023

Camp Crame

Cybersecurity Seminar (Resource Speaker)

September 27, 2023

PNP- ITMS

Cybersecurity Seminar

October 05, 2023

Online (Zoom)

Coordination Meeting with PNP and DICT Region 2 (Resource
Speaker)

October 11, 2023

Hive Hotel, QC

CICC's Peer Review Digital Forensics Manual Draft (Reviewer)

October 12-13, 2023

Pampanga

DILG Cybersecurity CERT Training &Workshop (Resource
Speaker)

October 11-12, 2023

Online (Zoom)

Cybersecurity Awareness Month DICT Region 12 & Mainland
BARMM (Resource Speaker)

October 19, 2023

Online (Zoom)

6th Cyber Defense Exercise (Resource Speaker)

October 23, 2023

Manila Police

Headquarters

District

Sub-Committee on Counterintelligence, RIC-NCR (Resource

Speaker)

October 25, 2023

Online (Zoom)

DTI Webinar on NCSP 2023- 2028, NCERT and PNPK

October 20, 2023
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(Resource Speaker)

DOJ Cybersecurity CERT Training (Resource Speaker) October 25, 2023

DENR Cybersecurity Campaign Program (Resource Speaker) October 19-20, 2023

Online Webinar on the Implementation of the NCSP 2023-2028 and October 20, 2023
the NCERT (DTI)

Crown Plaza Stepping Ahead of Ransomware:Preventing Imminent Attacks October 24, 2023
(Trend Micro)

Online Foundation on CERT Operations Training (Resource Speaker) October 25-26, 2023

Online Mariano Marcos Memorial Hospital and Medical Center November 9, 2023
(MMMHC)

DHSUD Hall DHSUD Cyber Security November 15, 2023

Awareness Month 2023

Online Sandiganbayan Cybersecurity November 29, 2023

Awareness Webinar

Eastwood Richmonde Philippine CERT Conference (CCID 2023, NCD 2024, Settingg December 6, 2023
Hotel, Quezon City CERT Workshop, PhilippineNational CERT Forum, Plenary Talk
Intramuros Bureau of Immigration's Cybersecurity Awareness Seminar & December 7, 2023

Personal Cybersecurity

Pasig City NSOC Product Training with Philcox and Comclark December 11, 2023
PNP Headquarters Camp Cybersecurity : Incident Response Training December 14, 2023
Crame

4. @yber Range Exercises

I n a proactive effort to enhance cybersecurity readiness
of Cyber Range exercises were conducted over the course
together augi wédr $d gmdi vi duals from di fferent government
The participantsoren@ulmgerd Randeangismul-wa i lod c¢hyrleeearhisl atnidn g nrc
controlled environment. The exercises provided a unique
i mprove incident response capabilities, and stcenofhewrot
cyber threats.

The coll aborative nature of the exenmngiesney fcooperadilmowle
participant gained valuable insights into the | atest cyb
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the participants not only honed their technical skills
agencies, |l aying the groundwork for -wonmplrad veybeero oirmdd inddn to.r
to regulardtcalihabgr aathni on demonstrated a collective ded

cybersecurity posture across the government sector.

4 .Bhilippine CERT Conference (CERTCC
The DICT through it sCERPHerr ssepcrurnigtbyo aBureedauva signi ficant mi
of the Philippine CERT Confef,enz@23 CEREFCONVed nLCERTE@BET It ¢
day conference dediesiscorlesap toward fostering coll aborat

of best practices within the dynamic realm of <cybersecu

Teams (CERTs) in the country.

On its opening day, the conference welcomed more or | ess
relevant stakeholders including representatives from the
sectors of aGav eeEmmemegnetncy servi ces, Banking, Business Pr oc
Transport and Logistics, Telecommunications, Water & Pow
platform for the cybeulleicur&tpgriivatusetrtyo obonhe @t , exchan
relationships with their colleagues, & representatives f
Filled with exciting and multifaceted sessions, the secor
while the third and concluding day recorded around 135 p

compr ehens,i viehee vVENRTCON 2023 encompasses four key activi:t

significantly to enhancing cybersecurity awareness, prep
stirred up the parotwil eidpaentasd tdleiyl takaendnkmrseveral drills
cybersecurity awareness, to wit:
Philippine National CERT Forum

Avital forum for established and operational CERTs/ CSI RTs
from various organizations with established and operatio
and exchaihnge pseses and concerns they come across and h
establishing their CERTs up until now that they already h

were also raised and rwitlilonbebyt atkheen DInGTo fcoorn stihdee f ut ur e <co

Sett-umgCERT Wor kshop
An activity focused on the concepts, establishment, and
working for a CERT and those with interest in establishi

and r esnoeucrecsessary to effectively respond to cybersecurity
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CERAH Cyber I ncident Dril!]l (CcclI b)y 2023

Around 67 agencies actively played their part as they del
Infrastructures (Clls) cybersecurity awareness and princ
princi elepd nign tlbheir organizat-l ohesegyhbhee; iacmdkeate andeal.
capabilities and preparedness. The sessions were conduct
> Day 2

AM ses&bwvarnment and Emergency Services
PM sesdéeéaht hcare and BPO

> Day 3
AM sesBioanci al, Banking and Transport and Logistics
PM sed¥Waber, Power, and Telecommunications
Nati onal Cyber Drildl (NCD) 2023
An activity geared towards raising awareness and wunder st
general public. Through a creative and multilayered appr
themselves invneadbtaseygerd @aatrni ng path centered on the exis

country.

With the initiative of carrying out an event to convene
a series of activities combined in one setting, distingui
to share ehpertise, e xhpem ioemn cwar iaonuwds ktnoopM cs rel ated t o
|l egalities, technologies, and other relevant matters. Mol

in the conf eraenntcaeg et aokfi ntgheadovpportunity to network with po
and services to the conferenceds audience.

Taking cognizance of the need to regularly gather the cy
in the couniPrHy ,futtHeg G@EBRTEr stands the necessity t-berthmaand
emerging issoes, amadopassi ble partnerships in the nRHds fU
commit ment of promoting the relevance of CERTs nowadays

with other CERTs globally.

Ultimately, the DICT Ilooks forward to the involvement of

to ensure the continuity and annual conduct of CERTCON w
and privanmesoedobong driving into the notion of providing
but more on what they really need.
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51l nternati onal Col |l aborati on

51Capacity building

51. Conferences & Trainings

Bel ow summari zes t heodfoeradncaantanmdattn ainmidllhHy:s attended by

Country / Organization Event Date

Region

Tokyo, Japan ASEANJapan 13th ASEANJapan Information Security 25-28 January

Workshop for ISPs 2023

Kuala Lumpur, U.S. Department of State, = Technical Training under Phase Two of 13-17

Malaysia Office of Weapons of Building Technical Capacity of Law February 2023
Mass Destruction Enforcement to Conduct Cyber-Enabled
Terrorism Investigations

Osaka, Japan Japan International JICA KCCP GRF Strengthening of Cooperation 14-22

Tokyo, Japan Cooperation Agency Among Organizations Against Cyberattacks February 2023
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JICA)

Sofitel Manila

APRICOT

Asia Pacific Regional Internet Conference on
Operational Technologies (APRICOT) 2023

February 27-
March 2, 2023

Online FIRST / AfricaCERT 2023 FIRST & AfricaCERT Symposium: Africa February 28
and Arab Regions March 3, 2023
Tagaytay City ASEANJapan 2023 1st ASEANJapan Cybersecurity Policy/  14-15
Working Group Meeting February 2023
Diamond Hotel Australia National University Philippines Cyber March 29-30,
Manila Resilience Workshop 2023 2023
Online Cisco Cisco Cyber Range Training Host Triage April 26-28
Forensics
Shangri-La the Fort, Energy Sector Cybersecurity Workshop- April 24 - 26
Philippines Enhancing Energy Resilience through a 2023
Cybersecurity Assessment Framework
Quezon City Cybersecurity Workforce Workshop April 18-20,
2023
Online Interpol Intermediate Malware Analysis Training April 17-21,
(Interpol) 2023
Online APO: CybersecurityManagement System May 16-19,
2023
Pasig, Manila Interpol Interpol Advanced Malware Analysis June 26- June
30 2023
Online STCOM CYBER OSINT/SOCMINT TRAINING June 2223,
2023
Online ICVR "Non- Fungible Tokens (NFT) June 21, 2023
Implications for Law Enforcement
Online ASEAN ASEAN Regional Forum Workshop on June 21, 2023
Terminology in the Field of Security of and in
the Use of ICTs in the Context of Confidence
Building
Online Data Visualization using Tableau: Tableau June 1920,
Challenge 2023
Online INVITATION: SOPEWBS Public Consultation  June 15, 2023
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Online Cyber Bitrange - Stockholm June 5, 2023
Online Cyber Bitrange - Stockholm June 9, 2023
Montreal, Canada FIRST 35th Annual FIRST Conference and May 31-June
18th National CSIRTMeeting 13 2023
Bangkok, Thailand Cybersecurity Evaluation Tool July 10-13,
2023
Seoul, South Korea  Cybersecurity Alliance for ~ 8th Annual Meeting of July 11-13,
Mutual Progress (CAMP) the CAMP 2023
National Intelligence Cybersecurity Offensive Training July 6, 19, 27
Coordinating
Agency
Bali, Indonesia Regional Capstone Forum on Building Law August 9-10,
Enforcement Capacity to Conduct Cyber 2023

Enabled Investigations to Counter WMD

Terrorism

Kuala Lumpur,

Malaysia

8th Digital Forensic Expert Group August 15-17,

2023

Manila

ThreatSpace Workshop: Cyber Capacity
Building for Highly Trafficked Ports by CRDF

August 22-25,
2023

Penang Malaysia /

Launch Meeting of the Regional Expert group  August 29-30

Online for Malware Analysis REGMA - Interpol
Taguig City Cybercrime Investigation Cybersphere Philippines 2023 September 5
and Coordinating Center 6, 2023
(CICC)
Manila Digital Forensics Training September 8,
2023
Online 2023 APT LandscapdJnveiled: Trends, September 12,
Challenges, Solutions 2023
Makati City Philippine Anti-Terrorism Council Tabletop September 15,
Exercise 2023
Pasay City Map, Analyze, and Develop a Modernization October 3 - 5,
Pl an for the Philippi 2023

Information Infrastructure
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Taguig City ISOG ISOG | AM SECURE 2023 CONFERENCE October 26,
2023
DICT CO DICT Cybersecurity CyberRange Exercises of DICT and AFP October 27,
Bureauw- CERTPH 2023
Online CSA Singapore ASEAN CERT Incident Dri[ACID) October 18-19,
2023
Thailand ASEANJapan 27th AJCCBC Cybersecurity Technical Training October 16-20,
Cybersecurity Capacity 2023
Building Centre (AJCCBC)
Brussels, Belgium EU The Role of the EU Ecosystem in Global November 5-

Cybersecurity Stability- European Security 11, 2023

and Defence College

Dusit Thani, Makati  Intelligence-Sec Cyber Intelligence Asia 2023 November 29-
30, 2023
Red Hotel, Quezon Basic Customer Service Skills November 7-8,
City 2023
Novotel hotel, Institute of Electronics IECEP 73rd Annual General Membership November 23-
Cubao Engineers of the Meeting and Convention 25, 2023
Philippines (IECEP)
Eastwood DICT Cybersecurity 1st Philippine CERT Conference (CERTCON) December 04-
Richmonde Hotel, Bureauw- CERTPH 06, 2023
Quezon City
Pasig City Trend Micro Product Training with Philcox and Comclark December 11,
2023
Online DICT MEETING/TRAINING Designated focals for December 18,
answering phone calls and addressing public 2023
feedback and complaints
Bangkok, Thailand ASEANJapan 28th AJCCBC Cybersecurity Technical Traininc December 18

Cybersecurity Capacity
Building Centre (AJCCBC)

0 J4 Trainer Training on Network Forensics 22,2023
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51. BDrills & exercises

Bel ow summari zes the | ocal and intermPHtional exercises p
Country / Organization Event Date
Region
Online NCA-ITU WSIS 2023: NCAITU CyberDrill May 3, 2023
26-27 - Online Philippine Air Force Philippine Air F July2628,
28 - at the PAF Multi-Purpose Cybersecurity Ex 2023
Gymnasium, CJVAB, Pasay City Siege 26
Online Asia Pacific CERT APCERT 2023 Cybersecurity Drill  August 16,

2023
Bali, Indonesia ASEANKorea Cooperation ~ ASEAN Cyber Shield Hacking November 21-
Fund - Korea Internet & Contest (ACS CON) Participation 24, 2023

Security Agency (KISA)

o Future Pl ans

6. Aut ure projects

Hackfor G&PH: CbRT ChalAlpendgetd20D4t ober 2024
2nd Philippine -OERDbEonR&R2dnce

6. Ruture Operation

|l mpl ement ati-BH 2484/ TEQper ati on
With the upsurgewngl ciasg@scylervaethtreeak s iamdt teg beocuntry t hat

anyone, anytime and anywhere, it is imperative for the DI
such conlxerasl ¢ ot o i mprove its incident response capabildi
cyberspace and ensure the integrity and security of cri
efficient! yf wmotriyom,uti tt hiiss cruci al that a 24/ 7 operation
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CERT Tonga

Tongads Computer Emergency Response Tean

1 Hi ghlights of 2023

1.8ummary of major activities

Early | ast vyear, the Government of Tonga through i1its Nat
attack where Cyber Experts from Australia, CERT NZ, CERT
restore thet umérasnvices. Another fraud case on ccTLD (o.

di pl omati c mi ssions abroad were reported to CERT Tonga

exploitations of DNS inactive.

1.Rchievements & milestones

I n commemoration of CERT Tongads establishment under t he
Management , Environment, Communi catonobyamh8, CEDin&t e CER@nN
its 7th Anniversary |l ast yearowd4dt h2@2Tyber Resilience We:q
CERT Tonga had the opportunity to conduct seventeen (17)
ministries, depart ment s, and to the outer islands of Tol
trainings | ed CERI WionlgaCERT eNZ, ACSC, Trustwave (a cybe
under DFAT initiative Cyber Security Services in the Pac
I nstitute for Security @oveyntamaienih@Gwi amdABRMbEr sec

On behalf of the Tongan Government, MEI DECC and the New

Partnership Arrangement for the extension of the Digital

2023. CERT Toinngaar yi sc otnnteacpt in the Ministry of MEIDECC for
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2 About CSIRT

2.1lntroducti on

CERT Tonga is the national body and the main point of co
Operated wunder MEI DECC, CERT ©®dbrndd eonuddded awidt hprd vme et

international st dlse hsotladteurtsor wi tshcionpe i n gathering i nfor me
awareness, mitigate threats, while allowing safe devel

cyberspace.

2. Rstabli shment

The establi shment of CERT Tonga was based on the Term of
(HM CD, Tonga) on July 15, 2016 with its Board to provid:

Vi si oA safe and secure digital environment for the Kingd:
Mi ss:i @imor di nate and coll aborate amongst stakeholders to
cyber threats in the Kingdom of Tonga.

2. Besour ces

CERT Tonga amended its organizational structure compri si.

Oversight and compliance.

Coordination and communicati on

Vulnerability detection with incident response and for
Under this government organi zati on, a Cyber Security Wor
with the ongoing support from CERT NZ, all owing CERT Tong
in operation.tFreen d hiteahulsiuahed staff (Director, Senior Er
Tonga, to five employees now. CERT Tonga also has a vol ul

working earpeprieaenhaedshbhmpeggbeirsecurity.

2.@onstituency

CERT Tongads constituents ar e Government Mi ni gtorvieg n,me ®

Organizations (NGOs) .
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l es & Operations

3.3cope

Mandated in

and definitions

t he

TOR udfy M 10, CEoRilgalonga ai ms t o:

Serve as Tongads main point of contact for cybersecuri

Col l abor at
|l ssuance o
Provide se
Conduct an
Establish
Conduct in
Perform vu
Digital e
Conductin
Provide s
Research

Provide f

o o o «a <

e with the regional and international CERTSs

f S

cu

(¢}
(¢} D o QO oS =

-

e
[

n

curity warnings and alerts

ty awareness campaigns

ual cyber security threat survey
mai ntain programs for staff

nt handling

ability handling

ce handling

k analysis

ty consultant and advice

opment

ic services

Current operations within the Ministry of MEI DECC:

Engage mkemtgsa g e

with domestic, regional, and internation

Proactive 0Blarmt aesing proactive services by providing

advisories

to

ensure cyber threats and incidents are m

Reactive 0feovidesreactive services (incident response

of cyber incidents is contained, investigated, mitigat
Digital Seorrweidfcsdecm ti me t o ti me, CERT Tonga al so provide
Police with regards to obtaining of digital evidence f

Admini stration

depart ment

3.12nci de

ca

nt

Since 2022 with

I nfrastructu
concerninadts

in February

re

h it

n

(

adrde IMawnarmgte medmi ni strative and support s

deliver its intended output s, and coll a
handling reports

the reports of the International Revenue
I SP), foll owed by the malicious activit

It$R lemrly incident of the 2023 Medusa Lo

2023. This was a critical matter for the gove
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optic cables. The Tongan Government then requested assist
relief team from Australia was dispatched and CERT Tonhga
Australia ( Coyrboeur rEexmptelryt swi tch t he scheduled bilater al me e
first Tonga CSI RT.

Throughout the year, CERT Tonga received occasional rep
scanning services. This includes three | P addresses r-epor
sponsoredalianioas myber activity targeting US big tech c
international actors impersonating international CERT wi

causing a chain of enthiiplso rmettiwe emi stshieonfToammrgdant he gover nmen

| egal prosecutors. Additionally, scam emails appeared
attempts to child exploitations sites is still wvery mini
3.Bublications

Asrestutom the coll aboration with the Australian Cyber EXp
Critical Infrastructure (1 SP), the System Administrator

infrastructurengthemwmrtiseitro metrwor k security.

B —— e
ot 101001010108 e —

o> Q\O\mo‘o

) & \0&

&3
» nw T "‘“0& 0\0\
nmm"‘“‘mo@«(

A

System Administration and
Hardening Guide
CERT Tonga

March 2023

The partnership with Trustwave initiated a workshop

guidesd documents to accompany the procedur e.
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Tonga

Information
Security Policy

™

l
N
ey

v,
o
CERT Tonga continued publishing Advisories to assist co
observed to be exploited in the wild with Monthly Securi

ongoing thirionuggh insati to notify them of any possible attack
CERT Tonga also utilized the soci al media platforms (Fac:¢
the public on how to remain safe and secure online. CERT
the secondyéeatf whithstt was reported by the host organi z
of the data was | ost. Hence, CERT Tongaf6s website was do\

the website again.

4 Events organized / hosted

4 . Tr ai ni ngs

CERT NZ Bil ater al Meeting and Cybersecurity Training, Fel
A succesdcgdwl bitlwat er al meeting was held between CERT Tong
Australian Cyber Experts in assisting one of Tongads Cri/
this ongoi hgoonpl CEROr donga and CERTdady iafl sooicdtardw cft edé ai

system administrators from government ministries, public
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Trustwave SIEM and MISP Training, March 2023

After almost two years of wvirtual coll aboration with Tru:
Australiads MPemaird meAt f amifrs and Trade (DFAT), CERT Tonga
i nstall the Security Information and Event Management (

systems shipped near the end of 2022.
A t hdeeye training was also conducted and was facilitated b

on SIEM and MISP systems with the involvement of CERT an
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and resources to proactively monitor indicators ohttam@s
The systems were introduced to | SPs, |l aw enforcement an

cybersecurity measures.

Australian Cyber Security Center (A&SoOn)gaBi lJautneer a202P3aci f i |
The bilateral training offered by the ACSC to the Pacif
Intelligence and Incident Response. The outcomes of this
response roerspaerhceensd, hcow t o appropriatel y-epreindr,i tmape esead a
and mechanism as well as support the comprehensive devel
ri sk management pl ansf oIl eyt e aiadien 25028 keldd was facil it :
ACSC and CERT Tonga staff.

F
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Commemorating CERT Tongad6s 7th Anniversary of estdalbdl,i shme
2023

The-dsaiyx of activities and trainings this week was to mark

event commenced with a church service on Sunday, July 09,
July 10, &dotybersebyrity training session for key communi
training for system administrators on Wednesday, July 12

On Thursday, July 13, CERT Tonga hosted a singing and p
Schools and High schools on cybersecurity and internet s:
Labs from Ausatrwyalinatfiomut Eesr taind Tonga Women in I CT (TWI CT
Assembly of Tonga. The trainings were faciliteaterdt byF CEdAR:

14 concluded with an eat®ts biotah keymp&ERMmMemMsnand prize
student s.
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Training Session for Community Leaders
11/07/2023| at the Ancient Tonga

Exhibition Day
for the Cyber
Resilience
Week
14 JULY 2023

ey = .\“" E Grcal
nil‘ﬁ - E 1.-_1‘»,

APNI C Cybersecurity Training

APNI C and CERT Tonga facilitated Security Management:
Comprehending Cyber Threats & Defense Training to |IT
ministries, private and public sectors.
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g
TRAINJ)\@ . I'TH

20-22 NOVEMBER 2023

4 . Rrills & exercises

Representatives from His Maj estyds Ar med Forces, Tong:
Communications Department and CERT Tonga participated in
United States | nstirtniatnecef drl S&¢ c warnidt yNeGawea ds Nati onal G

Nukudal of a,0NOwteanber DA , 2023.

TEN_ e
~ ISG Cybersecurity TTX
Nuku’alofa, Tonga
30 Oct-1Nov 2023
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4. BGonferences and seminar s

CERT Tonga attended in the Cyber Safety Pasifika (CSP)

Australian Feder al Police (AFP), Pacific Asia Command an
2 ®November .03, 2023

CERT Tonga also participated in the PacC€iohi e rvidhaicostn rvka sOpelr s
in Nukudal of agDeNocevirebrelrer0 127 2023. Hosted by Tonga Communi c

opportunity to join the other members from the Pacific |

51l nternati onal Col |l aborati on

5.0ri1 1l s & exercises

5. 1Trlai ni ng
Candidate from CERT TonrPga i ¢ o mp |Tetl(ePoTmimeTrifasiyna ng Cour s e

Technoldbdmgerd of Risks in the |l atest and its Counter measur
Februaorlyy ,12023, and was conducted by KDDI Fi.p aQEeRdT -ENoi ndgdaecsd
First Responder National Trainers Workshop organized by

the Department of Justice of the Pho24pp20623. in Cebu, Ph

5.10Dr2il Il's & exercises

CERT Tonga attempted to participate in a drill hosted by
to complete the drill. CERT Tonga was also inviteRactiof ia
I nterregi ornialll CiyrbetDmassol , CPpceamberNo0é&mbe2r0238 but Sin
abovementi oned, CERT Tonga did not make it to Limassol,k
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5.1Se3mi nars & presentations

Representatives from CERT Tonga participated at the 35th

Montreal, Camdf@a, 2028e CERT Tonga also took part idthehe

human si denoifdenythbser at the Asia Pacific Regional I nterne:

Augusd3 12,9 2023.

This includes attended three events in Port Vila, Vanuat
The Development Cybersecurity Workforce to Enhance Nat
015
Annual Gener al Meeting (AGM) for Pacific Cyber 0836curi-t
FI'RST Symposi umg2 2S,e p22rb.er 21

I n addition, CERT Tonga also partook in the Pacific Cybe

Nadi, Fijid0o4Qc t200b2e3r adn2d t he First Gl obal Conference on C

Novembe&B028

o Future Pl ans

6. Aut ure projects

CERT Tonga continues to manage, coll aborat e, and i mpl e me
(CWDP) with the intention to develop its own <cyberhsaencdur i
information i maddtldadtiiersg amudl nehr eats for the critical i nf

because Tonga was also elected to be one of the Hub Couni
Cybercrime Working Groumi tftoe enefdo raE tNjard oi jGdncatC.Y Co m

6. Ruture Operation

CERT Tonga vamrtkdcligpsaetleys wi th the I nternet Corporations for
mainly for the governance of the 0.tod6 ccTLD and to -be n

Pacific partners.

7 Concl usi on

As a member of APCERT, CERT Tonga strives to continue

capacity building and sharing of information with the ot
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CNCE/RCC

Nati onal Computer network Emergency Response techn

1 Hi ghlights of 2023

1.8ummary of major activities

As we reflect on 2023, itds clear that it has been a yea
APCERT and the wider community by a series of work done.
conferencesCybecbteasrihg Forum for Technology Devel opment
CNCERT Annual Conference. Besides, we actively participat

2023. We have made fhrbbéeh gbbbaboaati noegiwbhal partners.

crobsesrder incident handling and other fields, these are t
1. Rchievements & milestones
I n the past year, CNCERT/ CC has fulfilled its responsibil

Sharing Working Group. CNCERT/ CC has maintained and pro
APCERT member s Hawinmdg 2r3e gnesnbeerres upl oaded their PGP keys.
platform in 2023. Meanwhi | e, CNCERT/ CC has continued to
pl atfor m. Now platform users aretiarhd,e dtoc.r evfi etwhd hien fcami
members through ADE and APCERT mailing | ists. And the n

Member shi p Awards calcul ation.
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2 About CSIRT

2.1lntroducti on

The National Computer Net wor k Emergency Response Techni
CNCERT/ CC)-pir efiat nonwbersecurity technical center and the

emergency response community.

2. st abli shment

CNCERT/ CC was20 ®l rbgdeecda men a member of FI'RST and one of t h
CNCERT/ CC has established OCNCERT/CC International Coope

regions.

2.@Bonstituency

As a national CERT, CNCERT/CC strives to improve the nat.i
information infrastructure. CNCERT/CC | eads efforts to pr
and inmtcsi,depur suant to the guiding principle of Oproacti

maxi mi zed recoverybo.

SActivities & Operations

3.9cope and definitions

CNCERT/ CC coordinates with key network operators, domai r
society, research institutes and other CERTs to jointly F
an imporiant heoi@edustry, CNCERT/CC init-Viatwes Alhlei drmoae daft
and China Cyber Threat Governance Alliance (CCTGA).

CNCERT/ CC actively <carries out international cooperatio

mechani sm of prompt response to-baomrdeao acrydiemnrasteicwe ihandlnicn

full member of itdekeatFResmooksel mad Security Teams (FI RST)
Computer Emergency Response Team (APCERT). CNCERT/ CC has
ASEABRI @8d ot her internati oantailonasnnd regional organi z
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3.RPRublications

During the year of 2023, CNOGE&ERT oW, masruplblriepled swe als| w

information, which were reprinted and cited by massive a
Title No. of Issues Description
CNCERT Weekly Reports 52 Emailed to over 400 organizations and individuals and published on
(Chinese) CNCERTO3s Chi rmtgps/evwweethaaict/ e (
CNCERT Weekly Reports 52 Emailed to relevant organizations and individuals and published on
(English) CNCERT®s English website

(https://www.cert.org.cn/publish/english/115/index.html )

CNVD Vulnerability 52 Publ i shed on CNCER htips://w@.demaozgsce/) w e

Weekly Reports (Chinese)

Articles Analyzing 8 Published on journals and magazines

Cybersecurity Threats

Table 1: Lists of CNCERT®s publications thr

4 Events organized / hosted

4.1 2023 World I nternet Conference
Forum for Technology Devel opment an:

Hosted by CNCERT/ CC, the Cybersecurity Forum for Technol
World Internet Conference Wuzhen Summit was held in Wuzh
of "Pursue Mutual e8enetand @®@neh MOnd"H the Forum calls on
together for stronger dialogue and cacopereatmitdnet,denl dscayg
Near |l vy 100 representatives f r omz agtoivoenrsnnmené s earncther nas i iot
enterprises atteneed otwnee dF drnune.r n\otr Ipd oneer s, heads of in
from cyber administrati onsf ooufndéhrdsnex aodtikndbsnokeowelk préese
and abroad delivered keynote-bapéelcmgs Ruheshoedi Pttt o 8
Cooperati opbhaandgo&merging Technol ogi eso. T heen F@Q yubre raslesc
Technol ogy and Cooperationd6 to share and exchange practi.i
policies and strategies, technol ogical opportunities and

cooperationuriint ycyyber sec
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4. 2 The 20th CNCERT Annual Conferen

Col |l aborati ve Gooreurm anfc eChSiurba Cy ber s
Fuzhou

On 13eptembko23, with the theme of "Deepening Coll aborat
Security Barrier", the 20th CNCERT Annual Conf er &maa m nnd
China Cybersecurity Weekhk WerbosuctbhbesCahfgréaetd invited
research institutes and cybersecurity comptapieensdt d deisc
cybersecurity. The Conference al sdcSecoirttgat eTechhel 02g0y2 3C

Crowdsourced Cyber Security Testing Competition.

51l nternational Coll aboration
5.1 Drills & exercises

5.1.1 APCERT Drill 2023

On 16th August, CNCERT/ CC participated in APCERT Drill 2
APCERT Dril |l is o0Digital Supply Chain Redemptioné. Thi s
I nternet todayi pahes phandled a case of server incident
economies of APCERT, as well as-CERTCEhBRTAffricmCERTepa@amo mi
5.1.2 ASEAN CERT Incident Drill (ACI D) 2023

On 18t h October, CNCERT/ CC participated in the ASEAN CE
"RespondingProogdMd | At t acks Arising from Hacktivism". T h e

reporatneld,r ecommended remediation and mitigation measures

5 key Dialogue Partners participated in the dril/l
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6 Concl usi on

This year, we have actively participated in various act
APCERT members, and there have been concrete achievement.
By reflecting on the year of 2023, we have al ways cherish
Looking ahead, we will hold on with our mission and respog

the confvelnmfroromati on Sharing Wor king Gr oupc.l erongle trhedri,a bw e

space.
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Cyber Security

Cyber Security Mal aysi a

1 Hi ghlights of 2023

1. 3ummary of major activities

1216 Mar PRARBicipat €ERITn 5tGh se@luCi ty WG Meeting and Acti vi
the IGufidr mati on Security Ex$ED iUtniidre d& AC amf &rma m ad

1618 May RaArRBicipatedERMm PhemadtliCon Programme and the OE
I ntelliged@Dl Sy sGoemf erence & Expo, Egypt

31 Jul 203yani sed the WelbBus@&®hsabér Cmpun Re2ekang S8onammger

Mal aysia Edition in cooperation with theBBBH#8one
Cyber SecuctBy &8mdnthe (Cyber SecuCS8RAy( Amleinteg) of
16 Aug 20&3yanised the APCERT Cyber Drill oDigital Supply
1113 Sep €haBred the APCERT Steering Committee Physical,
8 Oct 2023 gani séeBRDIRRoard Meeting 05/2023, Abu Dhabi, Un

9010 Oct R®&RBi cipated in the 11th Ar a&CtERRe g& otlad CSyebceurr i Dryi
United Arab Emirates

11612 Oct Pa023 cipated in -CERT1EBbhfanenat &I EI RST Symposi u
the theme 0Cybersecurity Innovation and I ndustry

8 Nov 202C*haired the APCERT AnAQM I ( Grelniem &) Meeting (

9 Nov 202xarticipated in the APCERT Annual Conference 202
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2Abolybersecurity Mal aysi a

2.1lntroducti on

CyberSecurity Mal aysi a i s t he nati onal cybersecurity S
Communications and Digital having the vision of being a
Centre. The serbecestpgovided aanfoll ows

i. Cybersecurity Responsive Services
Security Incident Handling
Digital Forensics

i. Cybersecurity Proactive Services
Security Assurance
I nformation Security Certification Body

iii. Capacity Building and OQOutreach
I nBecurity Professional Devel opment
Outreach

iv. Strategic Studies and Engagement
Government and I nternational Engagement
Strategic Research

V. |l ndustry and Research Devel opment

vi Cybersec-emptyvBr &ervices

2. Rstabli shment

Cyber Security Malaysia started with the formati bMpCBERTOhE
13 January 1997 under the Ministry of Science, Technol og
the government administration, Cyber Security Mal aysi a w

Mul ti media Mal bgséem Wwbcame the Ministry of Communi cati o

commi tted in providing a broadledngerviceybepseguammgs,
reduce the vulnerability of digital systemd, aammced atn tthe
2. Bybersecurity I ncident Management
Cyber Security Malaysia managed security incidents throug
agency is a leading point of reference for the Malaysian
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My CERT facilitates the mitigation of cyber threats for N
theft, mal ware infection, and cyber harassment, among ot
My CERT operates the Cyber999 Cyber I nci dent Reference C
technical support for incident handl ing, and mal ware ad:

My CERT can lbhétfppeund wavtw. mycer t . or g. my/

2.3Cylber 999 Cyber Incident Reference Centre

The Cyber999 Cyber I ncident Reference Centre, providing
escal ate cybersecurity incidents that threatens persona
reporting <yadbred anrbiuswewances to MyCERT®ds Cyber999 cyber inc

websilitet mg: / / www. mycert.org. my/ portal

My CERTG6s Cyber999 cyber incident reference centre, has e

codes and online fraud

2.3Cy2ber Threat Research Centre

Anot her valuable service from MyCERT is the mal ware resce
Centre. The centre has been in operation since December
mal war e and cybser sTelcaurcietnyt rtehrcecantduct s research and develo

producing advisories, monitoring threats, and coll aborat

2.3Co3nstituency

CyberSecurity Malaysiafds constituency is the Internet us
reported either by the Malaysian public or international
technatakrm. | f an incident involves international coopeil
the country or constituency, of which the origin of the

Activities & Operations

3.1 lnci dent Handli ng Reports and Abuc

Cyber Security Malaysia receives reports from various part
gover nment sector s, and security teams from abroad (fore
internal mpnbaotiwmg by Cyber Security Mal aysi a.

Cyber Security Mal aadaptbaoupgheMyCER®duced 87 advisories
on issues relating to cybersecurity. The specific 1ist

https://www. mycert.org. my/ portal/advisories

Most of the incidents reported were related to fraud and
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managed by MyCERT.

Reported Incidents based on General Incident Classification Statistics 2023

700
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Jul A
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Noy De.

® Denial of Service @ Intrusion ® Content Related @ Intrusion Attempt

C

@ Vulnerabilities Report @® Malicious Codes ® Fraud ® Spam

Figure 1 2023 Reported Incident

More information on incidents reported to Cyber Security

https://www. mycert.ex0023my/ portal/statistics

3.Qyber Threat Research Centre

The centre operates a distributed research network for ar

established collaboration with trusted parties and resea

Ot her activities by the centre includes

Conducting research and development work in mitigating

Producing advisories on the | atest threats

Threat monitoring via the distributed

honeynet project
Partnership with universities

, other CERT's, and inter
3. Bhe LebahNET Project

LebahNET is a Honeypot Distributed System where a coll ect

we l | as to collect mal ware binar.i

es. Honeypots are compu
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ensnare malicious software into believing that it is a |
all ows researchers to detect, monitor, and counter malic
intrusiandphasacksd payloadit pbt / cdmashéoaredweddnatynet . org.
The URLs of the LebahNET project are:

LebahNET Iptotrgsa:l/ /adashboard. honeynet.org. my/ dashboard/ 1

Ki bana mdrttpasl: /dtes . hobnye yunseitn go rggu ensyt/ aut henti cati on

Username: guest

Password: guest2021!

4 Events I nvolvement and Achi
Cyber Security Malaysia actively participated in cyberse
meetings. Some of the major participations are as foll ow
41Cyber Drills

Cyber Security Malaysia was successful organised the APCETF
The objective of the drill is to test on the procedures

There were 28 CSIRT from 24 economies of APCERT and +on
CERT and AfricaCERT

Apart from the APCERT Cyber Dril I, Cyber Seenuartiitoyn aMa |ICayybse
namely {HCHERKRTOlAG@d Arab Regional Cyber DrilAICHDO2B23Aand ASEAN

4. Rr ai nings

Handsn training entitled DigitalDSER wumidtey Itihfee Maha@gylsé amniT)
Progr aMiim@P (was conducted by Cybe-i 6&e &2 iJtuyn eMa2l 0a2y3s.i aT hferroem wle

form Al geri a, Bhut an, Eswatini, Il ndonesia, Jordan, Mal di

4 BBresentati ons

Cyber Security Malaysiads representatives had been invite

and seminars as foll ows

i. 1416 MarchAs2023speaker at the Gulf | nfor maQliSgEnCa$e d¢ threi tD
Worl d Trade Centre, UAE

i. 1618 May-R9D28B speaker at Egypt Cybersecurity & Data I nt
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iii. 507 OctoberAs2®23speaker at the conference-Safhti tAlSEEfaNw C
Communitydé at I nternational Conference on ASEAN Japan
iv. 9 NovembeAs2®@23Ipeaker at the APCERT closed conference
Leakage in Malaysia from MyCERT Perspectived (online)

v. 586 Decembehs 2dd2883peaker at the conference entitled O0Emp

at the Arab International Cybersecurity Summit 2023, B

4 . Mesearch Papers

Cyber Security Mal aysia actively contribute research papel

of the papers published.

i. RENTAKA: l dentifying Windows CrypAbgarapRh Al RE€Easbmwaeat
Learning -Gleasagiafki drlsmu Publ i shing
i. M-health digital evidence taxonomy system (MDETS): Enab

approatct® Publishing
ii. Systematic |iterature review: Trend an-&ll ysivs eon the de
iv. Modi fied Generalized Feistel Net wobMDBI ock Cipher for
V. The Systematic Literature Review on -Imkoi matieownf Sé dNKFIOR
vi Understanding How National CSI RTs Evaluate TooAsss oacnida tDi:
for Computing Machinery (ACM)
vii Ransomware Behavior on Wi nddcwWs EBrucmdii mtn: GArm ubhpn Lloyngieg e n
vii. Cryptographic Ransomware Early DetectionEwmnsiyngt iManc hB o

l dent i fWAWM i Pnademy, Semarak || mu
ix. The National Cyber Et hics Modul es: An Approdoh efomrt il
Academy of Technology, Education and Development (I ATE

4 . Hoci al Medi a

I n 2023, CyberSecurity Malaysia received continuous invi
television stations. Cyber Security Malaysia also activel
as t he Faancde bTowikt t er, which as of now the Facebook Page h
Mal aysia Twitter has 7,873 followers

51 nternational Col l aboration
The Mal aysia Cybersecurity Strategy 2023 identified int
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cybersecurity. In |'ine with this, Cyber Security Mal aysi a

parties

5.Working Visits

CyberSecurity Malaysia conducted wovrekrisnega svitsoi tfsurttoh erre leenv
cybersecurimThygy pbpeoteve of the visits is to seek potenti
This agency also received wor ktimgt vihav e ssifmiolmarf oo ji gart iov e
i. Bangl adcesyxreremment Computer I nci dé®VY @®eRpPppnse Team (BGD
i. Badan Siber dan Sandi Negar a, I ndonesi a

ii. British High Commi ssion Singapore

iv. Nati onal Revenue Authority (NRA) Republic of South Sud

V. Minister of Security, Republic of Uganda

vi Tanzania Bank, Tanzani a
5.12nt ernati onal Rol es
Amongst the international roles and contributions by Cyb

i. The Permanent Secretariat of t h&C oOwpguatneirz aEtmeorng eonfc P Isi easnpi
CERT where a major role is to undertake daily operati
members countries

i. The | ead for the CapacityCBBRITi I ding Initiatives in the

ii.h CoeLead t4H&ROI 6G Security Working Group with the object
adopted by OI C member countries

iv... The Chair of the APCERT

V. Member of the Forum of I ncidemtRRKlesponse and Security

6. Future Pl ans

Cyber Security Mal aysia strives to i mprove the service

cybersecurity incidents to the Cyber999 Cyber I ncident R
channel s and ifamrm tdfers @rwinmds t hrough the mass media are &
To encourage a safer cyber environment, Cyber Security Ma
international cybersecurity organisations through the e
through Memor amsdwumddio gW¥nadhedr agr eement s

Cyber Security Malaysia and Aerosea Exhibitions Sdn. Bhd
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Digital Services, D e yebnecreD paAOdT hSiesc uag v é ryt Aiss asgdhedul ed to
August 2024, at the Kuala Lumpur Convention Centre. Held
Mal aysi a ACEMMC¥Earachd (Si ber sA@E awhiThke iICSMan annual event pr
and awards to information security professional s, and th
awareness among the yalutaehrrema, thybe m$eawraittiyonMal aysi a- as
CERT, continues to spear head coll aborations a@ERTO r yramu
Conferences and Trainings.

With such understanding, Cyber Security Malaysia supports
consultation and assistance especially in becoming memb:¢
APCERT, FI RERT. and Ol C

7 Concl usi on

Cyber Security Malaysia wil/ continuously work with inter
the cyber environment . The agency will work together to

cyberspacePianoni fhe Aspgaon.

I n Il'ine with the Malaysia Cybersecurity Strategy 2020 t h;
cyber threats, and international coll aboration, Cyber Sec!
cyberspcociesges, capabilities, and technologi es. Cyber Se
to seek new edges in cybersecurity and to be a catalyst

I nternational cooperation and coll aboration are an i mport
environment does not conform to the physical boundary of

initiathveéeheWrapid development of the internet, the econc¢
such as online bankin®d,usomlgiowe r@tmemkt st r aachidn gt,hee protecti
information infBasurutyuMasay€S€ybaewill continue to establ
through bilateral or multilateral -CERTf @ammds wsudh cantihe

cooperation with cybersecuraltlyy aigne ntchiee se frfeogrito ntao | nya kaen dc ygb
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ETDA

El ectronic Transacti onsl hbe va@lnadpment Agency

1 About CSI RT

1. 1lntroduction and Establishment

ETDA was founded to provide responses to changes in ecor
anal og society to a digital soci ety where everyone has a
Conversations have-t#oawed meeytdmdysf acoe onl ine chats or vide

world can communicate with another person from the other
and documents no Ibengeri nneeadd and submitted to offices. D «
various forms of authentication and sendenmeeitdenngtsi fwictahtoiuot
space for | arge numbers of npdoprem @amhéengei hase Bransr ei i
on a screen. Payments can now also be made online.
Changes in the structure of peoplesd |lives have created
govern services in the aforementioned topics in the digi
governanceo6 woirmdsot @i s can help the economy and societie
This is why the ETDA was founded. The Agency was founded
developing electrtomars aagtaincrax)t i@mmsorfleine transactions un
2544 (A.Dvig2601FEdi(Reon) and the Electronic Transactions I
The ETDA prioritizes 3 main sectors: government, private
transactions:

G2 X, or Geavweo \nenremme nt taveamcm@Bot § ness transacti-bas a

Citizen transactions.

B2X, or -tBBssinesss transatcdGovasnmeBitsi neassactti€hnsi zaem

transactions.

C2C, ort&Liitizem transactions such as transactions Vvi a
Some of these transactions are conducted through online ¢
the transactions, -ciotvieze mgdigmeresmomesndsesscbor apl atforms thai
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of electronic transactions.

Because online transactions may béuvdlynergabled cto fdi gud,a

promoted in the digital worl d.

To build +twheesydtgarmal governance, the ETDAG6Gs roles of

mechani sms for digital governance consist-sefttingensieggs

sandbesting.
Licemédinognses are granted to platforms or providers of
to the potenti al for widespread damage. This mechani s
service provirdedr st caragpprlegygud or a | i cense before providin
Regi stdBeetciaaurs e service rirslsk a&ree vdicfef preowti delrewmay be 1
NotifioBxti oemerliyskl oswer vi ce providers may give be -rieghki
services may be provided without notifications, regist
St andeertddiThgeg ETDA continually works on standards. El ec
standards of security and safety. Service user data mu
by one provideropaisabihlaivtey i witteh ot her providers and mu
Legi sbbegiosl ati on includes major | aws such as acts con
| D, and elvewemr egul ation such as royal decrees in order
| aws.
Sanddestdiggndboxes are test sites for services unreg.l
understanding about services in sandboxes to control r
Once oversight aedvgogsrhnanuogepdefsstood, services may | e

I n addition to |licensing, registraateisansn,g nottihfei cEaltDiAdrss ,b al
Dat a Ammlafl ylsaws are to be enacted with a view toward th
order to prevent | aws from becoming obsolete in new te
Per sonnel Dda&lvheel oEpiTibeAntdev el ops personnel to be fully eff
ecosystem.
Consul dTanhe o TDA provi des consultation for government acf
to understand what is | egal, illegal, appropriate, rel
Fraud PrévVeemtEDDA emphasizes connections wit hd epfleantsfeo ran
consultation, or accept complaints in order to coordir
affected individual s.
l nnovation oBeomosieorl|l ectronic transactions and digita
ETDAds status as a governing agency over services may
the ETDA sees themaotiigmg fiitmonwcat odn pand sandboxes.

Soon after ETDA was established, the Thai Cabinet decid

performed this role until 2023, when it was moved to the
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1. Qonstituency

The constituency of ETDA is all Digital Pl atform Service

per the Digital Pl atform Royal Decree of 2023.

2Activities & Operations

2.l lnci dent handling reports

2023 marked the year when the role of the National CERT

Security Agency (NCSA). ETDAS6s role was | imited to initi
handl ed al |l cases.
2. Rublications

Establishing a Certification Authority (CA), Feb 2023
Certification Authority (CA) Maturity Model, Sep 2023
An Introduction to PGP/ GnuPG, Oct 2023

S3Events organized [/ hosted /

3.Mraining

Trainer:
TRANSI TS | for the NCSA, Apr 2023
2023 AMSRIcIC ity Training Course. Oct 2023

S3.2ri Il Il s & exercises

Organi zed:

Cyber Drill for the NCSA, Apr 2023

Cyber Exercise for Certification Authorities (CA) TTX,
Participated:

APCERT Annual Dri || 2023, Aug 2023
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3.Bonferences and seminar s

Participated:
APCERT AGM & Conference 2023 (speaker), Nov 2023
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Gov CERT. HK

Government Computer Emer gency d&kosnpgo nksoen gT,e aGh i Hoe

1.Hi ghl i ghts of 2023

1.3ummary of Major Activities

The Government Computer EHwergekonyg ReGopwlBRT . THKM cont i nued
di fferent stakehol der s, pressing ahead with various acti

of the community.

1.Rchievements and Mil estones

Building Cyber Security Capabilities and Resilience

We ©0 gantilsee dDefpar t ment al Cyber Security Drild]l with the C
(CsTCB) of the Hong Kong Police Force (HKPF) to enhance
burédepartments (B/ Ds) in tacklIl i nkRurtthlee remamrl es,i nwge cp/rbea c tsiey
reviewed the Government I nformation Security Related Reg!

strengthening the cyber security governance and safeguar

Rai sing Awareness and Knowl edge

We held the o0Build a Secure Cyberspace Promotional Campa
Response Team Coordination Centre (HKCERT) and HKPF, to
We al ®0 gami sed the Cybersecurity Symposium 2023 with the
Limited (HKIRC), uniting the industry to address the cyb

Fosteri nbgouwnrdodasrsy Col |l aborati on

We actively engaged in training activities and dril!/l exe.

technical views and to cooperatelnumitedi gnCNCERPHLHEBEL wea

I nternet Conferepcefi W iChstist at nom member to expand our |

|l eading international organisations for addressing commo
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2 About GovCERT. HK

2.1lntroducti on

GovCERT.HK is a governmental CERT responsible for coordi
I nformation Security Incident Response Teams (I SI RTs) of

Region of the Peoipdea' ' (sotRreg u®dv er rorhe rCthd ) .

GovCERT. HK works closely with HKCERT, | ocal industries al
intelligence sharing, cagabtadndyc adretviehnw@une nfr, o patbilo on ¢
GovCERT. HK al so actively coll aborates with other governm
sharing cyber threat intelligence and incidenf oirmdmed mat i
drill s; and organisiegeact ipviomoes ohomnpulclaipabawarty devel
information and cyber security in the region.

2. Rstabli shment

GovCERT. HK was established on 1 April 2015 through the c¢
of the Government Chief I nformation Officer (OGCIO) of t

2. Besour ces

GovCERT. HK is an establishment under OGCI O and funded by

2. Mi ssion and Constituency

Being the government al CERT, GovCERT. HK centrally manage:
CERTel ated services to assist government departments in U
cyber security,r aprpil @tme ndgd ngr iatpyp me a stuhrreesantdsmo esponidnggp ot

events with a view to ensuring that the governmentds inf
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SActivities and Operations

3.9ecurity News Bulletins
GovCERT. HK published the following security bulletins to
gener al publ i c:
0Security Vulnerabilities and Patchesdé and 0Security |
every working day; and
OWeekly I T Security News Bulletinsé with summary of s
government subscribers through emails and posted to th
WwWww. govcert.gov.hk)en/ secbull etins. ht ml
3.Rl erts and Advisories
In 2023, GovCERT.HK issued over 245 security alerts on Kk
For those vulnerabilities with higher severity Il evel, we
and appropriate preventive measures against potential in

3.13nci dent Handling Reports

Gov CE

RT. HK handled 9 reported incidents related to gover

Leaking of classified data _—

DISTRIBUTION OF REPORTED INCIDENTS IN 2023

Abuse of information _____ Loss of mobile devices or
systems
11%

removable media that contain
classified data
23%

in electronic form
11%
Denial of service attack
11%

— Ransomware
22%
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Rel evant statistics on information security incidents 1in
Sector Information Portal for public access.

www. dat a. edoavt.al kd/agoagscest®/ch kd-i m f 0 L Asaet ci varm ¢ iyyd e n t

3. Mbuse Statistics

GovCERT. HK assisted government departments to take effec!

and i mpacts of cyber attacks on their information system
DISTRIBUTION OF ISSUES HANDLED IN 2023
____Others
Exposed network port 1%
11%
_Vulnerability and
Alleged suspicious __— misconfiguration
activity 55%
31%
3.Bublications and Mass Medi a
To actively reach out to the public, we continued to shal

mul tiple channel s.
We partnered with Radio Television Hong-W&ohd BSRAHK) Tt g
week, covering a wide range of topics such as phishing
and safe use ofi motcamtl megdsagiamg, in a lively and interl

WwWww. cybersecurity.hB/en/ media.php#Radi o

We published practical guidelines and infographics wit!l
& best practices, cyber safe travel and guide on using
against cyber attack

WwWww. cybersecurity.)hk/ en/resources. php
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e pASINEOTMELION @y Mardreion  Ommmeten V oe==
pisinformation frtvietrey | Javtaitsasie b .

We organi sed OProtect Your ®rhiynerledéenmtviet wd deépese wwh t @o m
the public to safeguard their digital identities and p

Build & Secure Cyberspace 2023

EOINL INE
IR=NTITV

Public Speech Contest

Wi nning Entries

We published a series of posts on the OGCI O Facebook i
topics such as phi simitred,lakgdebnicBec,cDdeattr Espbake, to enha
publ i c.

wWww. f acebook. gom/ OGCI OHK
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3.0vCERT. HK Technol ogy Centre

We continued to operate the GovCERT. HK Technol ogy Centr e,
develop the capability of government staff to tackle evo

security weaknlekse@ésenwi aocmant o

4 Events Organised/ Host ed

4 .Tr ai ni ng

I n 2023, we organised various seminars, webinars and tra
solutions, as wel |l as the | atest cyber security fthreats
participated in the events with topics on security risk

protections and applA cGatialno gsueec uafi tlyT tSescturnigt.y Sol uti ons

B/ Ds to reference and expllTosectthetposehutabnef various

4 . 2ri1 1l 1l s and Exercises

|l ntdeepart ment al Cyber Security Drildl

GovCERT. HK joined hands with the CSU€eBaocft mMKPRIt ¢eaybregarmsie:
strengthen the preparedness and the overall .linnc2i0d2e3nt irte sw
in a hybofdlomlkei ier mat featuring a practical exercise sy

of ficers from 68 B/ Ds.

Cyber Health Check Exercise
A series of technical assessments was carried out to eva
potential weaknesses-fiarci qq@v esryrsrhemts lamtde rmoéti | e applicati o

stronger defence.
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4 . Gonferences and Seminar s

Build a Secure Cyberspace Promotional Campaign

Varies promotional activities under the theme OProtect Y
organi sations, schools and the public to raise their cyb
post rwes semi nars were organised in May and September 202

SUILD A SECURE CYBERSPACE 2073
“Protect Your Online ldentity” Seminar

and 1
L2 i
. speach Contest Award Ceremony J
l, 22 September 2028
School wvisits and sgeocvuerrintnye nttaallk so rfgoarninsoant i ons ( NGOs)

To promote cyber security awarenasstsoaal ofybéd etbgtuette, |
school s, tertiary institutions, and NGOs to deliver info

recipients and staff of NGOs.

I nfoSec Tours with RTHK Radio 2

GovCERT. HK continued to partner with the RTHK to conduct
l dentitydéd, OProtect Personal I nformation and Privacyd an
security mesismgewayn andeédqaxi pped the pubAigshdrt bwei cae s malr it
t heme w«fhefckdtng has al so been produced to raise awareness

before sharing it.

m%?ﬂ%lsfﬂﬁ%’ggm
==
Cybersec I nfohub engagement activities
To promote cyber security information sharing among publ i
secspeci fic meeting and networking, technical profession

Cybersec | nf ohubr apmantet meirtshhiapf fprrongat i ve feedback.
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Symposium 2023

The event aimed to benngr pmigedwd drerqglac@qds organi sations t

Cc
f

- T

ol l aboration in addressing cybe@®wvegeddriitnducshalyl exges tisn
rom the Mainland of China and Hong Kong, together with
ublic and private organisations, exchangedcal edvat @namd f
atest technologies and treneseinh ayber featened mashewsa
olutions, allowing participants to gain insights and to

echnol ogi es

and solutions.

T @ é.:‘nfn:\':".;;-i{‘mr;v hkh C
CYBERSECURITY SYMPOSlUM

mﬁxgﬁﬁ
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5Local and I nternati onal Col

5.local Col |l aboration

Promoting Cyber Security Information Sharing and Coll abo
We continued to promote and operate the Cybersec I nfohub
|l ocal i nformati on Tsheec uprriotgyr asntnaek ehhaosl daetrtsr,.act ed over 2 000
representatives from various | ocal sectors as of the end

s it
NMAVIGATING THRDUGH
212 BANGNG . af

4 ﬁm}z i

Enhancing Overall Cyber Security Resilience

We continued to support our working partners to organise

to cope with the | atest cyber attacks and to acquire fun

talents | mGoar CIERAIg HHKurs.upported the following events and i
CTF Challenge 2023 and Phishing Public Awareness Campa

Free online training resources at O0Cybersec Training H
traininggacnoau rdseeds ,| earning platform and competitions, by
5.12nt ernati onal Col |l aborati on
To foster closer collaboration with international secur i f

strengthening the knowl edge vbualsnee roagdbnelmetiigeisggt c ymes ot ut ¢ @
strived to |l earn from the CERT community on the global ¢

international standards development, gl obal infoamawviesn a
technolregie@alc h
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GovCERT. HK participated in the following events in 2023:
China Cybersecurity Week 2023
APCERT Annual Gener al Meeting and Conference
APCERT Drill with the theme of o0Digital Supply Chain R
APCERT immre training sessions
CNCERT/ CC Conference 2023
Nat CSI RT Meeting 2023 and 35th FIRST Annual Conference

o Future Pl ans

It i s Gow@BERT.nKE&S fort to strengthen the cyber security
various activities:
Enhance the intelligence gathering and sharing mechan
threats;
Bol ster t he connercetgiiooansadl wi h h e rl matailanal cyber securit
communi cations on incident management ; and
Continue to work closely with our partners to organi se

awareness and resilience within the government departm

7 Concl usi on

To maintain cyber security readiness, response capabilit]
will continue to raise cybrenmunsecyurbiyt yp reovaacrtd nveed sy iwo rtkhen g
stakeholders in the industry in a holistic approach-with

changing cyber security trends.
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HKCERT

Hong Kong Computer Emergency Response Te

1 Hi ghlights of 2023

1. 3ummary of Major Activities

OrgantibBedoBuild a Secure Cyberspace 20236 campaign wit
Organi sed the Oo0Hong Kong Cyber Security New Generation

Hel d-OuAl tIRhmtiishi ngd moving showroom campaign.

Participated in smart city roving exhibition organised
Participated in Innocarnival 2023 organised by I nnovat
Presented in different international conferences and |
0Year Ender 6 in | ocal media briefing to call on public
Media interviewsadamd!| o¥aprmgdaamme t o raise gener al pub
risks.

Publi shed timely security guidelines and advisories in

1.Rchievements & Milestones

Organi sed the o0Build a Secure Cyberspace 20236 campaig
campai gn involved 2 pubCadrct esseidmi amr swar d pSrpeeseecrht at i on

participants joined the contest and over 400 participa

Organi sed o0Hong Kong Cyber Security New Generation Cap

a h©h®urs online contest and a public seminar with award
to open for remgactedatovear ah@0atéams to participate. HK
could assign 1 winning team in tertiary or open catego
Hel d-OuAl lRMiishi ngd moving showroom campaign. 't invol ve

Hong Kong. HKCERT crossed over DpgmiDomign gd etsh gmed rmov idreg

campaign visited HongheKoNegw Tkeowliooonr,i esnd ot teach citi z
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phi shing attacks.

Participated in smart city roving exhibition organise
initiatives in Hong Kong can bring convenience to thei
a booth in theseexthhiebiatwiaorne nteos sr aoif cyber security among
Participated in I nnocarnival 2023 organised by I nnovat
the activity and interacted with the public via deepfa
Published security advisories on | atest phishing and

Continued the Healthcare Cyber Security Programme and

which covered al most all public and private hospitals

2About HKCERT

2.HBstabli shment

Hong Kong Computer Emergency Response Team Coordination

from the Hong Kong Speci al Admi ni Bhe alowvge Remgg ofir ¢ HKSHAIRY i

which is a government subvented organisation in Hong Kon:

2.Qr ganisation and Workforce Power

The senior management of HKPC oversees thEheveaialy adperat

taken care by the Centre Manager, two Consultants and si

2.Mi ssion and Constituency

HKCERT is the centre of coordination of computer securit)

and I nternet users) in Hong Kong.

The mission of HKCERT is to be the cyber threats respons.

I nternet environment and the economic and soci al interes:

The objectives of HKCERT are to serve as a focal point

responses; to provide a focal point in Hong Kong for coo|

Response Teamg el @rERNg) ,boadnkes outside Hong Kong; to promo

computer security issues and the | atest international be
community in the protection angdaitnhset pcroenvpeuntte ro ns eocfu rsietcyu rtiht
actions for computer security incidents
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SActivities and Operations

3.l lnci dent Handl ing

During the period from January to December of 2023, HKCE

decreased of the previous year (see Figure 1).

10,000 9,458
O

9,000
8,000
7,000
6,000
5,000
4,000
3,000
2,000

1,000

0
2019 2020 2021 2022 2023

m Phishing = Botnet = Malware = DDoS m Defacement m Others

Fi guHKCERT Security I ncident Reports

Whil e the number ionfciawernasl |hanad werdi tby HKCERT kept fluctua
from» to Pha%.hing (3,752 cases or 48% of total cases) wen
22%. During the period from March to April of 2023, Hong
reward programs of somesHo®g Kbegobhganhamntdjobotnets (2,

dropped significantly and went down 39 %.

140



TL FC.L E A

Others DDoS < 1%
Mag"é;'ffre 11% Defacement < 1%

Botnet

Phishing
36% 48%

FigubDées?2ribution of I ncident Reports

3.Watch and Warning

During the period from January to December of 2023, HKCE
maj or software (see Fhgadedi 8) oon HKEEW&bbhatve.al so publis
include 5 key risks in Hong Kong I nformation Secasity Ou

service, Web 3.0 and identity bbef-Racahatysgsei dél raasbmw

intelligence and i nsnt.ant message applicati
400
359 350 357
350
315
300 273
250
200
150
100
50
0
2019 2020 2021 2022 2023

Fi guHKCEBERT Published Security Bulletins
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HKCERT wused t he hetetnptsr:e/6/swwwe,bhsiR@G&r, t((Homg Kong Government N
soci al media platforms such as Facebobkoagmd nléKakEeRITl mltsm

email and SMS to publish selected security bulletins to

3. 2EmMbrace Gl obal Cyber Threat I ntelligence

HKCERT wused the Information Feed Analysis System (I FAS) t
Kong from global ddeursiytsy eme peadnvdchleds.a better picture of
to verify the effectivenessFoaf etxhaempd eec u rfiitgy rien cdi dseotavteraeal st
Hong Kong network reached a high count of 2,583 in 2023

maj or botnet remained as Mirai

3000
2583
2500
2285 2227
1897
2000 1783
1500
1000
500
0
202204 2023Q1 2023Q2 202303 202304
FigumeeAd of Bot related security events in
(Source: data feeds from overseas security resea
3.Bublications

HKCERT had published 4 quarterly issues of Hong Kong S
computers i n Hong Kong from t he dat a collected

https:// www. hkrceeplotr.tor g/ wat ch

Hong Kong Security Watch Report (Q4 2023)

vorkeda II e
ESEm

HKCERT had published -Ne&wsd Isestuteesr oif n mtolng shd & ievd/. h & e e)r.t . or
HKCERT had published t he statistics of i ncident

https://www. hkdert.org/statistics
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Distributed Denial-of-
service

Patentlal Impacts

' i o e st bt s e
: Petential Impacts
. S
I I I I I I I e
N ® T oy R ARG RT3
= 5 = 2 = = 2 o

Web

Phishing ) Defacement/Intrusion .

Potential impacts ’ .

& Sanarmay e = = = ) 4 = a A2 - 2 i - = I ]
[- : * = % . -

Figure 5. Charts in HKCERT website showing the stat

4 Events organomrsganiasaedco

4 . Build a Secure Cyberspace 2023

HKCERT j oi nttlhye oorBguainlidsead Secure Cyberspace 20236 campaign
For€Tee campaign involved 2 publ iAn saewa rnda rpsr,e saenndt aat isopne eccehr

organised in Sep 2023.
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For the Folder Design Contest, HKCERT received about mor
Schoaonld, Pri mary &clhpoof e&soopal judge panel selected winne

Figure 6 shows the photos of winners receiving the rewar

Secondary Group

Open Group
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Figure 6. Winners of Primary School, Secondary Scho

Use this link to access the winning entries online:
https://www. cyber s@d®r3i.tpyh.phk/ en/ contest

4. Qaptuhlel ag Contest

HKCERT jointly organised the O0Hong Kong Cyber Security Nt
CTF 2023) with partner associati olmtse-h8ref oomaebBbdbnwasdop
participants who were enthusiastic with Capture the FIl ag
internationhlt wWasragssteess with more than 500 teams and
secongdamgand,open categoriesal al Asppinbwiaikc i nd vearmdtd eme mony
in December 2023. Furthermore, it received prestigious a:
Japan. The winning team of HKCERT CTF 2023 receiamrd a sp

participated directly in the international finals taking

EEBRBRZHNENR

Hong Kong Cyber Security New Generation

EHEKET

Capture the Flag Challenge

Use this link to access the webinar playback and winning
https:// www. hkce-Kkbnaoy lBeeecvuanrétw ghnoenrga taip d-tubrfeel -a g a | -2 3e

semi-am-dwa-pdesentatéemaony

4. BAOlut Amtiishi ngo Moving Showroom C

Moving showroom campaign involved 3 phases and over 10 d

Di nDong designer-pthdo sthé aiggm hameantmovi ng showroom. The cam
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and the New Territories to teach citizens how to identif

the showroom with positive feedback.
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4. %mart City Roving Exhibition

Smart city roving exhibition was orgaminaéddtihy Hamgi Kompan

how various smart city initiatives in Hong Kong can brin
technology. I n the exhibition, HKCERDehel@écarbogthmbogr &i
4 .15nnocarni val 2023

l nnocarni val 2023 was organised by Innovation and Technol
interacted with the public via deepfake technology.
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5Coll aborati on

5.1 lnternati onal Col l aborati on

HKCERT participated in a number of international coordi n:
Participated in the Nat CSI RT Conference 2023
Participated in the AusCERT Conference 2023
Participated in the HITCON 2023
Participated in the 2023 APCERT Cyber Security Drildl E
Participated in the API SC Security Training Course 202
Participated in the APCERT AGM and Conference 2023
T Presented ORaising CyhAerbLoSalcused yApwaoaoksés
CNCERT Annual Conference
T Presented O0Hong Kong SME Cyber Security Connection P
Participated in the SECCON 2023
Participated in the JSAC 20214

HKCERT col |l aborated with APNIC closely in taking down ba:

not provide proper contact information.
5.1R2ocal Col |l aborati on
HKCERT worked with a number of | ocal organisations in dif

HKCERT continued to work closely with the government
meetings to exchange information and to organise joint
HKCERT continued to actively participate in the Cyber

which comprised of over 300 companbaeshkeadriotheal enhfras

Kong.

HKCERT continued tloSRwod kdomaihn poégicetries on closing d
sites and botnet command and contr ol centres in Hong K
HKCERT col |l aborated with Microsoft in the Healthcare C:
situational awarene$beiobheatiheaot sbhrsoprogramme is

intelligence to inform Hong Kong Healthcare sector of
better mitigatTehes ePowrgirtaynmrei sskass. of fi ci ally | aunched in

including the Hospital Authoriny Homd mMonty ¢foinhegpriva

HKCERT <col |l aborated with Microsoft in the Critical I n

cyber security situational awareness in critical infra
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of gl obal cyber threat intelligence to inform Hong Kor

infrastructure so that theyTlanPrbegrtaemmeni wa g ad fef iseicallrli

2021 with 7 organisations that provide essential publi

HKCERT coll aborated with | ocal regulators to deliver t

HKCERT coll aborated with | ocal wuniversities to conduct
6 Achi evements & Mil estones

6. Advi sory Group Meeting

HKCERThéladl t he Advisory Gr oupThve emdentgi ngn sOxltiochietre ® 0i2Bput s

invited guests from SME associations on the devel opment

6. Rhree Year Strategic Pl an

HKCERT had prepared its rolling Three Year Strategic Pl ar
Service Review Report and dTihsec upslsaino ni swiutphkthéed gaoavsee ahl moeyn.tt

to prepare the annual work plan and budget to solicit fu

6 . BKCERT Comprehensive Guide to Soci

HKCERT had | aunched the O0Comprehensive Guide to Soci al M
Personal | fnft o pmat/ i/ aviwdv. h k egauri td.ed ri qn/ed ec mowiriegh @ v @ d-i€& a-ms
settuipdgf ensaf egwawrdr somdlor matinomMmug 2023. The guideéline c

areas to aid user to handle soci al medi a Sscams. These 2

Preventative measures to soci als cnaenmdsi ao ns csaonesi,a la lnseod i hao w | taat

6 . HKCERT Open Threat I ntelligence Ce

HKCERT had | aunched the Open Threat I ntelligence Campai g|
sharing platform to provide automatic integration of thr
means of -trmackiime ( M2MIThehabijergtive is to help organisatic
defence capabilities by | everaging HKCERT threat intelli

suspicious network activities.
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6.5Analysis of Ransomware Trend

HKCERT studied and anal ysedAstifhaec irfaincs.o mivdav ies d mieensd wem e spu b
awareness of wusers for the prheverstidmwwandkdet ¢ c-toir gi®@heoas

202s3ur-igi@t t aacckrsasfp a cHipfeir s i-rmu letnd gt o ratnidovno | v ihm-an dsjcape

6. $ecur ity Guidelines and Advi sori e:c
HKCERT published different security guidelines and alert:

0OYear Ender Press Briefing 20236, such as identitaymaor cr

servicetamgeétichkg Web 3.0 and attacks targeting |1 oT.

6 . HKCERT-OwA|l |Armtiishi ngdé Themati c Page

HKCERT would Iike to reinforce our target of preventing |
introduced a new-Quhte rRafittiischhpregye (/Alwwww. hkcer t-awangp hpiusH.ii co t

The thematic page consolidates all essenti al i nformati on

identification, and handling procedures for suspicious m

6. Besearch on |1 oT and OT security
HKCERT <col |l aborated with | ocal uni versities to conduct r

The researches were successful and HKCERT published a vi

devices.

6. Bmbr ace Gl obal |l ntelligence and Bl
HKCERT had i mplemented the | FAS to collect ifdhel skygeéreame ¢

provided a better picture of security status of Hong Kon;

KondKCERT publicised the information to the public quarte

6. Open Dat a

HKCERT had a plan to provide open data for the count of |
https://www. hidagrastargioagedanuary 2020.
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6. Year Ender Press Briefing

HKCERT organised a year ender press briefing to media in
and provided an outlook to 2024 to warn the public for b

press coverage.

% Hong Kong Information Security Outlook
meer B MR EZREE 2024

Phishing Incidents v vy Information Security Risks in 2024
masmny 2023 20242 1 & RIGLEM

Weaponisation of Al
ATLRRE "R,

Next-level Phishing Attacks
M— M

Trend towards Organised Cybercrime A\

REEREREant e i<

Phishing URL [ o 1A HHEERMNBER
m%wmm$/ ¢

Third-party Risk
o BRM=5EHORN

Figure 7. HKCERT at the Year Ender press

7 Future Pl ans

7.3t rategy

+roactivitydé, o0Share to Wind and 0Security is not an | sl

closer with other CERTs and security organisations to bui

7.Runding

HKCERT had secured Government funding t o Vger osvhiad el twhoer kb acsli
the Government to plan for the future services of HKCERT
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7.Bnhancement Areas

HKCERT will | aunch 0Cyber security on the Tramsod.s dHKECEIRT
and primary school groups to design the outlook of the t
winners wil |l be displayed on the physical trams.

HKCERT wi || |l aunch a cyber security public awareness c¢amj
held in a shopping mall with different display booths an
HKCERT wi || hold a | arge cyber security drild]l exercise Wi
HKCERT wi I | continue to work on | oT research. El ectronic
HKCERT will continue to organise the Capture the Flag (C°
associations to organise another CTF in 2G6G2Zhomdd , Dhbenpar
categories.

8Concl usi on

I n 2023, the number of overall security incidents report
The phishing cases and phishing URLs recorded a rise, i n
maj or securi ownwgi Kondent ti wald believed that the rise came
programs owned obryg athoinsga Bkoabnngst j ust recorded a decrease. T
under investigation.

I'n 2024, HKCERT wi || continue to actively study the treni
community in medtaingd ntghes eewern ty challenges through vario
of cyber atittayc krse,cosnenteinndat i ons, et c. HKCERT wi | | also org
competitions, including the I nformation Security Summi't

the Flag Challenge, to rassanbdooalttoaybethseoexitgeawanten
There are five major information security risks that mus
1."Weaponi sation" of Al

Hackers use generative Al to issue instructions for gene
hackers can use Al to generate disinformation that affec:
Hackers atcsocnunesat &lfake videos to deceive for personal g e
2 Nexltevel Phi shing Attacks:

I n addition to using traditional met hods such as email s

use fake videos to impersonate someoneds identity. Phi sh
i mpersonating sometheasdmpatgeme, Ahackers use search engi
phi shing websites appear at the top of search results, d
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3Trend towards Organised Cybercri me:

I n 2023, Hong Kong experienced several ransomware attack:
of ransom being extorted and sensitive data being expose
phishing. Globallfyyranke mvamee attacks and vulnerabilities

increasingly serious trend of organised and systematic ¢c:

4 Attacks Arisen from Smart Devices:

El ectronic products nowadays are most equipped with netw
devices or the internet. These products have varying cyb,
mal i ci ous mani pudattd oman rSotmep gptroold security vulnerabilitie

attacks.

5Thi-pdrty Ri sk:
Most companies use | T garviycesupgthowisdesad flhwatrtei mechd | T per

supply chain attacks and insider threats, | eading to dat
Additionall yestesthathgenggative Al may produce incorrec!H
vulnerabilities or false information. I f organisations a

operations.
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JPCERT/ CC

Japan Computer Emergency Response Team /

1 Hi ghlights of 2023

1.8ummary of major activities

JPCERT/ CC | eads CVD Working Group in APCERT
The number bhasCRaAcsirfegi on i s growing, however at the sam
experience and knowledge among APCERT members, and there
address CCNDMMT riks sige ,grhoausp b(eVé@) est abltioshed]! idn asBEiPaRDirfkigd o n
for information/ knowledge sharing, CVD/ CVHheoepamr &t i6ort,e ¢
WG, and JPCERT/CC is |l eading its activity.

YAMA customi zable mal ware detection tool rel eased
JPCERT/ CC developed and r(ddtceahAradt mert odé meray | Ada lYyMéwh if cohr
desi gnseudp ptoort mal ware detection. YAMA uses YARA rules <cre
even fileless mal ware can be detected i f it iosbfduespclaotyeedd, ¢
be detected by scanning the deobfuscatnedi mabiwarenr uhei fig
repos.itory

Git Hub /CE&YRBRT
https://github.com/ JPCERTCC/ YAMA

1. RAchi evements & mil estones

JPCERT/ CC no®@CHNAeraseea Root CNA
JPRE/ CC has been working to streamline the global distrib
and Exposure (CVE) Numbering Authority (CNA). Foll owing

devel opers as CNAs |IDsd iammssai gmore decentralized manner, J
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operation of the CVE Program as a Root CNA through eff or
CNA. The CVE Program welcomes the recent addition of new
partners withdwhéesét vul mceamnabd |l ity information and share
information distributiiosomwkiagnbaidb&iy eonmodPCERTECEiIi ve di st
vul nerability informati otnhda hpopwlharaiczatviidn esf gtelng eGE\EDOP r «
wor king group in APCERT.

JPCERT/ CC st af felmecmbeedr tioDitnhee coBomrFsIdRST

FIRST is thecoomudi syl dongesing a membership of 679 CSIRT
June X0QR&ako Uchida, Manager of the Gl obal Coordination I
Response and Security Teams (FI RSDT) afnrgoenmedrPtCErRMM/ CC and ws¢

2 About JPCERT/ CC

2.1lntroduction & Establishment

JCERT/ CC is the first CSIRT (Computer Security Incident |
profit organisation, serving as a national point of cont
its i nicreplt9%%2n, JPCERT/CC was officially established in 19

vulnerability handling operations, engaging i n mal war e
publishing secuiristoyi abenttos tdred wadie publ i c, organi zing f
security issues, and supporting the establishment and op

2.Qonstituency
JPCERT/ CC6s constituencies cover oveéeéereahhilkcmatesnhnaf fusér & ni

al so coordinates with network service providers, securit)

in Japan.

SActivities & Operations

3.l lnci dent Handli ng Reports

I'n 202 PCERTV e85 réee@Wmput er security incident reports from
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Number of Incident Reports in 2023

20,000 16,836
15,000
10,000 66
4,256 3,536 4,125
5,000 3,713 3,751 3,449 3,696 3,393 2755
0
1 2 3 4 5 6 7 8 9 10 11 12
Figure 1. Number of3)l ncident Reports
Number of Incident Reports
70,000 65,669
58,389
60,000
50,000 43,823 44,242
40,000
30,000
20,000 18,070
10,000
0
2019 2020 2021 2022 2023

Figutec2dent report s9-2t08 JPCERT/ CC
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3.Rbuse statistics

I ncidents reported to JPCERTBEEreducanggohiez ¢Rdoudgsh @iy roE ie gt utr

reports were on phishing site, followed by scan and webs:

Abuse Statistics Oct-Dec 2023
Targew?os
attack 0.02%
0.02% Defacement
1.0%
Malware
1.0%
Figure 3. AbusdeSt t0i2sti cs of Oct
3.8ecurity Alerts, Advisories and Pl

Security Alerts
https://www. jpceftEngli $ipY engl ish/ at/

JPCERT/ CC publishes security alerts on widespread, e3nerg

26 ecurity alerts were published.

Early Warning I nformation

JPCERT/ CC publishes early warning information to many |
infrastructure operators through a dedicated portal sit
Advocates) 6. nEarmatwamnicomgutiai ns reports on threats, thre
Japan Vulnerability Notes (JVN)

https:/ /(Emglipg k) /
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JVN is a portal site that provides vulnerability infor me
operated by JPCERT/ GCCeahdolbgyl Rfommmat oonAgency (I PA) to
developersd onavelmeentabil ities (including information on
as updates, patches).

For products that affect a wide range of deEERT.,0pERMNI, ANCS
NCSREL.

JPCERT/ CC also directly receives vulnerability reports f
and developers with vulnerable products. Once solutions

the repordareddVNsues
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5500
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2500

2000
1500
1000
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Figure 4. Numberpuobfl ivsuhlende roanb iJIMN ibeys year

I'n 225 Y ul nerabilities coordinated by JPCERT/CC were pub
I n June 2010, JPCERT/ CC became a CVE Numbering Authority
Vul nerability Notes (JVN) and JVN i Pedia entries that co
JPCERT/ CCds Vulnerability Handling and Disclosure Policy

https://www.jpcert.or.j-pluépgliskh/pdf2018/20180330

JPCERT/ CC Weekly Report
JPCERT/ CC publishes weekly reports on selected security

is relevant to current issues. (Japanese only)

JPCERT/ CC Official Bl og

https://blogs.jpcert.or.jpl/len/
Since September 2010, JPCERT/ CC has been providing securi
as updates of international activities that JPCERT/CC en:
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Quarterly Activity Reports

https://www. jpcert.or.jp/lenglish/ menu_documents. ht ml

JPCERT/ CC publishes quarterly activity reports and study.

JPCERT/ XQWwon)t er
https://twitter.com/jpcert _ en

Since January 2009, JPCERT/CC has been XrTdw i).diemrg Secur it

JPCERT/ CC GitHub
https://github.com/ JPCERTCC

JPCERT/ CCds analysis tools and other resources are avail.

3.%ervices

I ndustrial Control System Security

Since 2008, JPCERT/CC has been working on asweclemietsys irmi kb
since January 2013, JPCERT/ CCO8s incident handling servic
presentations at seminar s and has supported <cyber i nci
Fur moere, JPCERT/ CC released an -ALASCSsbe c udreivteyl ogpsesde sisnmeena | |1
from I CS vendors and asset owners. The tool has been tra

https://www.jpcert.or.jp/english/cs/jclics.html

3./ssociations and Communities

Ni ppon CSI RT Association
https://www.nca. dEngpiem)i ndex. ht ml

The Association is a community for CSIRTs in Japan. JPCEI

Counci | -Pdhfi shnitnig Japan
https: /[ / www. anltaippahniesshei)ng. | p
JPCERT/ CC serves as the Se®héesaiingt Japrant he Council of A

4 Event s

4. Tr ainings, Seminars and Wor kshops

JPCERT/ CC offers trainings, semi nars and workshops for t
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JPCERT/ CC hosts the JSAC in January (held annually since
(held annually since 2009) .

51l nternational Coll aboration
5.1 lnternational partnerships and agt
Mo U

To further strengthen the cooperation, JPCERT/ CC exchang

security organisations.

FI'RST (Forum of Incident Response and Security Teams)
https://www. first.org

JPCERT/ CC contributes to the international CSIRT communi:t
a member of FIRSY. dPpPbERgU/I C@pyani zati onsd membership app

APCERT (Asia Pacific Computer Response Team)

https://www. apcert.org/

Since its establishment, JPCERT/CC has been serving as a

the conve@¥¢®Wookinlge Group.

5.Qapacity building

5.2Drli Il Il's & Exercises

JPCERT/ CC participated®O0&no tthestf oddrowimagi ddentl lrsedmonse carg
APCERT DBrliehlgaer)
ASEAN CERTs I ncident Dril!]l (ACI D) 2022 (27 October)

5.25eminars & presentations
I n 202PCERT/ CC delivered presentations at the foll owing
JSAC2023 (January, Tokyo)
2023 FIRST AnnamllatCoOmMeRTt ¢ dgkent y eal
Bl ack Hat AUSA sA0a2s3 Vegas)
APNI C (September, Kyot o)
Cyber Secur-Cegt 65ammE (S eapsti earm@edi2)Be n t
I nternet Governance Forum (October, Kyot o)

Gl obal Conference on (CNdbwamiCearp,acAdgr 8Bui |l di ng

160


https://www.first.org/
https://www.apcert.org/

TL FC.L E A

.amred mor

5. 2Qt3her international activities
Bel ow are some of the internationd&l events that JPCERT/ C
| CANN -ARWANCC Engagement Forum
NATO Cooperative Cyber Defence Centre f Excellence (C
34 AmnwFdIRST Conference
Nat CSI RT Meeting
RECON 2023
BSi deslLV
Bl ackHat USA
DEFCON
M3 AAWG Gener al Meetings
Virus Budletin 202

Nand many mor e

o Future Pl ans

6. Aut wprreoj ect s/ operati on

Resume cépatiding activities

JPCERT/ CCr asamiicsgamaci t yp bajféocdti nmgat i o naanld CoEtRHTeso fi engi on, whi ¢

suspended for several year s, Trrei nweradii syo rdku ewittoh terxatveerln arle s
of fterai ni ng abroad, as wel toadluice®l dlevesoepr enlat eri al s and
Broaden engagement in multiple areas

While striving to maintain the robust coll aboration amon
communities such as I nternet governance and cyber nor ms,
policy trends.

7 JPCERT/ CC Contact | nf or mat I

URL:t tps://www. jpcert.or.jp/lenglishl/
Emai | : -cgcl@jbpacler t . or . jp

Phone:3-6+28/819 0 1

Fax:-3-627%819038
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KNCERT

Korea National Computer Emergency Respol

1 Hi ghlights of 2023

1. 1Summary of major activities

Oof ficial Launch of the NCRMU

A Memorandum of Understandi ngCERgneddbebhawedd Ch8AROKOSt
on Cybersecurity.

Hosted 2023 I nternational Conference on Building Gl oba
Held 2023 Cyber Conflict Exercise(CCE)

Onsite Exercises in Response to National Cyber Crises

Held the 1st I CT Supply Chain Security Conference

2 About-CERT

2.1lntroducti on

The Korea National Comput ed1€CERA}i dént hRedNponoaaTedmtleMNI ig
Korea has been serving the mission of safeguarding nati o
in 2004.

2. Rstabli shment

On January 25th, 2003, the entire Internet of the ROK wa:
need for a comprehensive and systematic response taken
establi shme€fERdf obhhEeKNuary 20th, 2004.
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incidents and attacks against the industrial control s
For <cyber incident response training(Cyber Guard), fr
cybersdcibvi syual-basedor mal defense; response agai HAsetvesp.

situation mesdysvage cesnpocsed for employees of 193 publ i

exercise.

5Partnership

Rarticipation in oLocked Shields ¢
The NCSC attended international cyBeorosdeflebbye tdxerNor
Organi zati NP ATOE O ense Cednatsera (JCLCIDICIOE) eam wi th Tg¢r ki
personnels from ten public, private and military organi
and NSR from April 18th to 21st, 2023.

OLocked Shieldsdé in 2023 focused olni ftehei ndce tdeecntti orne sopfo n
technologies currently in operation. The ROK competed
UK, and Estoni g,0oranudniitty waos faunr tohper our response and te

partnerships with NATO member countri es.

2nt ernati onal Cybersecurity Conf er
The -KINRT has been holding International Conference Bui
coll aboration with the NSR since 2017 to discuss inter
mal i ci ous actorsupiosynghnaati snal sec

In this year, OGCPRO6 held from September -CERAF gavé3ahk
speech on oO0Koreads strategy for order and securityo in
Advisor for CybédmokoBmesgiong Téde White House and Jen I
l ecture on the topic of order in cyberspace through

partnership on cybersecurity.
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Kr CERT/ CC

Korea I nternet Security Center

1 . Highli gh23 of 20

1. 3ummary of major activities

I n 2023, Kr CERT/ CC began the year with a flurry of acti v

institutions as well as telecommunications companies in
convene a spe-pf avnasgzpeedcitpiuobnl itceam t o investigate and announ
compensation. To combat smishing, which delves into our

| aunched a smishing risk warnintgededeti ect iaoid 3$ ynptl emetnd esly
threat s, consolidating previously separate detection sys
Kr CERT/ CC engaged in attacker group profinluiengtrreatmasbloy a

attacker group by analyzing and tracking ransomware atta

enhancements, efforts were made to prevent future incide
mitigmeaomres by affected companies and defining incident
1. Rchievements & milestones

I n 2023, Kr CERT/ CC remained dedicated to preventing cybe
responding to incidents. Notably, we sustained our focus
and mitigatisng narsomwane Uavdralgkvwsi de .

Key activities in 2023 were as foll ows:

Preventing Direct Smishing Victimization and Empowering

Kr CERT/ CC provided a perceptible risk warning service to

ri sks, thereby averting potential wvictimization. Through
from pascesne®f inadequate feedback. Additionally, we enh
warning screen for -checksensCobnsequdottyseiwé successfully
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2023, thereby averting direct harm to the public. These

a

Pr

coll aborative partner, which awarded Kr CERT/CC a certi

eemptive Detecti on asncdal|Ree shAtotnascek st obyL aExgpeandi ng t he I nte

The frequency of sophisticated attacks -bponsdveedaecenbpdintal e

threats to countries, economies, and individuals, is ste
detectionupoBuiad diieng% i ncrease in detection efficiency ach
2022, Kr CERT/ CC embarked on validating an "integrated de:
detection systems amnrdodanfmeaetswaruk,t uger Wiooma,i nss. Thi s i niti
of cyber threats through proactive measures against nati.

Analyzing and Tracking Ransomware Attacks to Minimize Dai

Kr

CERT/ CC preemptively thwarted ransomware attacks condu

safeguarding approxi mately 78 4Tahregseet eadt tcaocnkpsa,n i wehsi cfhr otny peixc

l oss of KRW 1.38 billion per incident, amounted to a tot
into the eXpirsotfiinlgi fFgENaShal ysis system, we improved the acc
inci demteve@ammeédattack strategies, techniques, and methodo
profiling reports. The service and activities garnered r
Directords Award from daandneahel @eetifgeate &fr Mgeneccyi.at i
Strengt Beoungty Checks for Major Victim Companies of Hac

Kr CERT has implemented a customized security check servi

sophisticated cybersecurity threats and hacking attacks.

itical tecdmonaotgiiesal vidmpetfi ti veness, Kr CERT/ CC suppor

technol ogy theft and production interruptions. Additiona

services offered to the pdbfiorcti(fwebsentvwasr, snodbdudiet ya,pplsy m@r

vulnerabilities susceptible to exploitation. Through the
averted KRW 61.3 billion in hackinffjadamageg. f Nomabt g, mwk
invest ments by hiring security personnel and deploying s
! KI SA. (2021, December). A Study Estimating the Economic
2 FENS(Feature Engineering Normalization System): An ana
feature information from mal war e, mal i ci ous apps, Vvieskioai

i ncidents
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Response to Malicious Apps through a Coll abor.

Vi cti ms

Kr CERT/ CC partnered wicbmpaael@stoimmumius adewalsoper s, manuf ac
ag and financi al i nst-ptuvabessystemthbti sbmhatunng
eradicyadtee fraud crimes. Through thisecati eébicgibhieonhy awel Ica
orchestrating a unified response to malicious apps and b
of app di sttr itluttihen pgietvé v.usl proacretsrsa f or detect
wh i three hours and |l eft the public vulnerable to
mi ugh emergency blockiAg,asigeauffcahttihgemet efgh
de ice phishing damage by KRW 120 billion won ,°
y e Furthermore, we increased our effectiiovenseistsesi nbybl o
appr y 125% ,from 762 to 1,711, compared to the p
app ations, introducing a new service. These achi

our ololna bionr aatpipr ehending a cyberfraud crime organization
Il mpr e Legal Framework for Reporting and Prevent.i

I n idents involving personal information | eaks,

nec enhancing the | egal framework for reporting
i nf and ccoemnpurnoivciadteirosn. sGorrnwsiequently, the Ministry
adyv r amendments to the I nformation and Communi c
cou res for infringement EBEnEhHdentememéendédthe Fa
Syst des clear guidelines for reporting incidents

del eporting methods and pr eccoendpulrieasn ¢ eAudtdb t i sBopnoad & n
has reased threefold, from KRW 10 million to KRW
aga dents, the amendment empowers the Ministry o
Previ i" metc®e@mmendati ons,' the authority now include
i ns ' and 'corrective orders.' This strengthenin
as g to, recogerecgrfeameg anhdipcedents, was pre
dec effectiveness. Furthermore, regulations have
i mpl on inspection methods and prakedmeasur Eai hga
i nci now carries a penalty of '"not more than 30 mil
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2 About CSIRT

2.1lntroducti on

The Korea Computer Emergency Response Team/ Coordination
responsible for the private sector. Formed under the Kor.
of three divinsitermanswi tKkhr CEIREFV &€ C carries out various respo
minimize cybersecurity damage by enabling prompt respons.

prevent incidents.

2. Rstabli shment

Kr CERT/ CC was established in 1996 as a small team respon:
Security Agency (a former KISA). Since its foundati on, i
tasks. The feinrtstwansajtohre ilnnctied nedl ICed sd sl ammesredwdbym&oi n 20

Kr CERT/ CC had difficulties in communicating efficiently
point for the Korean Goverannmeento ft oc oroepceorgantiizoen twhiet hi nspeocrutr i
and businesses such as | SP. As a result, the Security I n
December 2003, and has evolved into iothsalc wrercaurrti tfyorimch yd e

in 2007, 2009 and 2013. Domestically it is wusually call e

2. Besour ces

As of December 2023, about 130 employees from 3 division:

2.@onstituency

Kr CERT/ CC serves as the focal point to coordinate securi:
nati onal cyber security framework and related | egislatio
Kr CERT/ CC is redpbngibhei ient s8aand ensuring the security
private sector, such as the telecommunication sector and

with many | eading and nattiioomaall oOEgRalmsi/ ZCEtl iRAS , i amaneér aa@acur it
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3Activities & Operations

3.9cope and definitions

Kr CERT/ CC works for safe, reliable cyber space by prevent
is to guarantee rapid response to major nationwide Inter
cooperate closelyl SYWeg ,h amtmewitius compani es) athsdl RTo,r eeitgen. )y

Moni toring, Early Detection/ Response with regard to cybe

3.12nci dent handling reports & Abuse

Kr CERT/ CC's incident response scope encompasses all <cybe
Whil e not all statistics are publicly disclosed, below a
Ransomwar e: Despite a significant surge since 2019 and
number of ransomware reports in 2023 went down, compar
350
300
250
200
150
100
50
o — I
194 20 21 228 234
As HD&Bed mal ware distribution has been increased si n
response syst eamsaegaimadtwaweh Furthermore, it has streng

t hrougdhariilneg and @rserislo®®iv@dy et here was a significan
di stri buddtoenctseidt,e nearly doubling the number of waypo

di stribution site detections, attribbsuitteed nioon itthoer ienngh asnycs
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Year 2019 2020 2021 2022 2023

Distribution site 566 738 2,584 4,354 7,307

Landing site 7,733 5,296 4,459 9,307 5,424

Total number 8,299 6,034 7,043 13,661 12,731

Tabl e 1. The Number of Detection of Mal war e
* 4.1 million domestctTLDOmRi nsKoBe@nmi ahdo@. 9 millio

Kr CERT/ CC initiated its service in 2011 to aduer twiinmfo eve
aiming to mitigate the spread of incident damage, i nc
di stribution intbatffioéd 2002t hedl surged in 2013, t he
mobile devices, notifying RBGeasdomobhinfecard geivdicerg tsh
measures through general antivi, us ttaotealt mefniilnid0edotdetds nuse
were detected and notified, enabling Tiheeramn atl oy stisk @ fndd
infection notifications suggest t hat security enhance

measures, coupled with a decrease of PC users, have ha

Year 2019 2020 2021 2022 2023

Number of Cases 297,208 436,025 179,544 212,953 110,947

Tabl e 2. T hMa INiuambeeu sNalftnif feicct @ toino n

3.Bublications
In 2023, KrCERT/CC released six reports, including two s;¢
reports covering the Black Cat and Xiaoqiying incidents,

anal ysionalAdyd,i tkr CERT/ CC distributed the 2023 Cyber Threa

Cybersecurity Threat Outl ook Report. These reports are a

3.Mew services

New services introduced in 2023 include the following:
Establishment epfriavaf ei mal pabbus app response system
installation of malicious apps on devices

ldenti fication of victim companies undergoing ransomwa

of incident data

Preemptive detecti on andéds craelsep ocnysbee rtact tsaicgknss boyf ilnatregger at i
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detection systems
Focused identi-fishkhtwvahnerf athiilgihti es with significant [
responsive system
Devel opment and deployment of hacking diagnostic tool :

detected

4 Events organized / hosted

4 .Tr ai ni ng

Kr CERT/ CC has conducted trainings, inviting both interna
knowl edge exchange among employees. The internal trainin
Legal system and safety measures for personal informatio
Protected Country Homepage Administrator User Manual ( Fe
DNS Security and Threats for Incident Responders (March)
Phi shing and Bitracker I ncident Case Sharing (June)

Utilizi-ssgz&dpalr Models for Natural Language Processing (I

SME I ncident Support Service in 2023(June)

Al Era, Technology Trends, and Utilization (July)

APCERT Cyber Drill (Aug)

Generative Al Analysis/ Respon(seput)ilization and Anal ysi s
Met aver se Security: Checklist and Countermeasures for DD
(Sept)

Sharing RF hacking and incident response using SDR (Sept
Practical cyberattack defense drill (ELECCON) met hodol ogy
Understanding and wutilizing malicious app analysis solut
Cust omi zmneadl vaanrtei t echnol ogy with XAl technology (Dec)
Trends in code -sebatagd ctcectdéntat €Dec)

In additi omc,onKlu®@BR™M/ ©@&I i ne and offline API SC incident r e

organi zations in October, 2023.
4 . 2rill's & exercises
Private Sector Cyber Crisis Response Drills: First and S
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4. BGonf erence

2023 Blockchain Meetup Conference (2023 BCMC) (April, KIS,
The 29th I nformation Communication Network I nformation P
(Net-kRc2023) (April, KI SA)

The 12th International I nformation Protection Conference
The 2nd Ransomware Resilience Conference (Sept, KI SA)

The 15th CODEGATE ( Nov, Kl SA)

2023 Al Security Global Festa (Nov, KI SA)

My Data Conference 2023 (Nov, KISA)

The 13th Software Devel opment Conference (Nov, Kr CERT/ CC
The 28th Hacking Prevention Workshop (Dec, Kr CERT/ CC)

5]l nternati onal Col |l aborati on

5.1lnternati onal partnerships and agt
Kr CERT/ CC exchanges MoU(Memorandum of Understanding) wit|
5.Qapacity building

5. 2Trlai ni ng

APCE&IG vulnerability Analysis(May)
APCE&DINS Security bandi @keneaResponders(Jul)

5.2Dr2i 1l s & exercises
2023 APCERT Cyber Drill (Aug)
2023 ASEAN Cyber I ncident Drill (0Oct)

5.25eBmi nars & presentations
2023 GCCD (Nov)
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Pl ans

6. Aut ur e

Moving forward
address chall e
broaden profil

devel opment of

7 Concl usi

As highlighted
incident respo
 aunched a few
recognition th
comtwuie to endea

cyberspace of

projects

, Kr CEREkOGQCiaiymsditgneshancappbzrzedfent empt i
nges in implementing software devel opment
ing research to reinfarlde apdrveoecnaptei vfeo rmeraasnud

-pias k hes!| ierambilghti es to mitigate their spi

on

in the summary ahead, a year of 2023 prov
nses early on. DespitreeseywyreKaLERTACCengese :
of new preventi on, response, and recovery

rough numerous certificates of appreciatio
vor to estabimpsbveekbeapaortreguiactiesnsnaondd

South Korea.
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la o CERT

Lao Computer Emergency Response Team

1. Hi ¢ ®®Ifi2p3o

1.Summary of Activities

Coehost The Seminar on Cybersecurity for Critical I nfor

March 2023 at Crowne Plaza Hotel, Vientiane Capital, L

CeOrgani zed Workshop on Cyber Security and GC¥Y®ebBepnemhb

2023 in Vientiane Capital, Lao PDR,

Cohost Workshop on Cybersecurity Capacity Bui2dldiSegp tfeomb

2023 in Vientiane Capital, Lao PPRctdBadctn eli ptaend sMif mioant |
12Achi evements & milestones

To establish Security Operation Center (SOC)

To be full operation

2 . About LaoCERT

2.1 I ntroduction

Lao Compmdregency Response Team (LaoCERT) is the national
Tel ecommuni cations and it develop on capacity building f
organizations in theybhegtaocktolLag&ERSt hwst been promoted
among | T social, government agencies, private organizati

was a member of APCERT in 2014. tTihas amd uade rreetpioant onMi |Uaoga

174



TL FC.L E A

2.2 Establishment

LaoCERT was established in February 2012 by degree 220/ N
Center, Ministry of Post and Telecommunications (MPT), G
| TUMPACT recommeddati ‘ims been announcement to become the
2016, directly wunder to the Ministry of Post and Tel ecomil
Currently, t he Ministry of Post and Tel ecommuni cati ons
Communications and also LaoCERT has been promoted to becc

of Technology and Communications (MTC).

2. Besour ce

Department/ LaoCERT currently consist of 5 divisions whicl

with the total number of staffs: 28 people, 7 are women.

Director General

General Affairs Deputy Director Deputy Director
Division General General

Cybersecurity Incident
Cooperation Response/LaoCERT
Division Division

Research and
Development
Division

Content Analysis
Division

General Affairs
Division

Department/ LaoCERT Organization Charts

2.4 Constituency

Department of Cyber Security/LaoCERT is a coordination c
international CERT organizations in the field of cyber s
cyber seotectiyop, disseminating information security and
citizens, government agency and private organizations i nc

in Laos PDR.
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3. Activities & Operations

3.1 Scope and definition

Department of Cyber Security/LaoCERT aim to awareness ra

incident response as well as to coll aborati-antwckh other

3.2 I ncident handling report

The foll owing graph shows the statistic of incidents tha

INCIDENT IN LAOS
2023

3.3 Abuse Statistics

The foll owing graph shows Abuse Statistics in 2023:

Top 10 Srclp

141.58.11.107
170.64.129.139
94.156.67.93
78.153.140.221
78.153.140.219

179.43.191.162
27.0232230
109.237.98.226
20402173
109.237.97.180
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. Remote Flle Access Attampt

D URL file extansion ks restrictad by policy

(i! Microsoft Exchange Server « Unauthenticated SSRF with anonre
(1) evabatdinphg In PHPUNR before 4.8.28 and 5.x before 5.6.3 R
D Rogue wab site crawder

() crossits Scripting 055) Attack

(@ shelishock Command injection Vulnerabiities in GNU Bash

D Apache Struts 2.3/2.5 RCE (CVE-2018-11776)

O Fortinet FortiDS 6000 60456310567 and SAG60540
D Arbitrary code exacution vulnerablity in Request URI

Top 10 DomainName

. www. dtc-svi. gov.ia 93,9
D cesdtgov.la 3.2%

CJ www.cesdtgov.la 2.5%
D dec-svi.gov.ia 03%

Top 10 ClassType

. Crosssite. request forgery. attack
) rRemate Code Exacution attack
[ ) web.apps attack

l:] SQL injection.attack

S3.Bublicati on

Website: www. |l aocert.gov. |l a

Email: admi n@ aocert.gov. |l a

Tel: +85621 264608 WoesBkbDfAg hour

Il ncident report: report@ aocert.gov. |l a

3.ew Services

Advisory on the use of Social Media Security.
Awareness raising on Cyber security to society.

Provide training related cyber security.
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Events organized / hosted

4.

1 Training

Training on Enhancing I nformation Security and Soci al
PDR

. Qonferences and seminars

Coehost The Seminar on Cybersecurity for CrDhitgictadl il md toir

March 2023 in Vientiane Capital, Lao PDR

CeOrgani zed Workshop on Cyber Security and GCyY®ebBepnemhbd

2023 in Vientiane Capital, Lao PDR.

Coehost Workshop on Cybersecurity Capacity Bui2dldiSegp tfeomb

2023 in Vientiane Capital, Lao PDR
5 | nternati onal Col |l abor at i
5.1 I nternational partnership and a
I n 2023, LaoCERT did not sign any agreement on cooperati.i
contract for joint activities in cybearsgarirzatdi drhse,] dawi Dh

5.Qapacity Building

5. 2Trlai ni ng

The foll owing has shown the statistic for attended the t

The 25t h)AAS&ERANCYybersecurity Buildin@3Cdntnree 2Dr28i ninn @ a(n/
Training on Malware Anal y30sJymhmavamz2di heMani)l &r ofh i2l6i
The Regional Ransomwar ed28r diuhiyn@0QB8uit :1e Mamaoma26 Philipp
Training on Capacity Building in International Law and
Cyber Secuc€r2ib yAufgruosnt 221023 in Tokyo, Japan

The Enhancing Capabilities of Public and Private Secto

training3lf rloung u2sot , 2023 Danang, Viet Nam.
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The 26t h]) ASEANCYybersecurity Building CenrOtlr eS eTprtaei nmbienrg 2
Bangkok, Thail and.

The 27t h]aAfS&EMMNCyYybersecurity Building-2Ce®tct®b@&r ai2mi2mBg i
Thail and.

The 28t h] AAfSeEMPANCy bersecurity Building2XZebecemblerai 2028 (
Thail and.

5.2D0r2il s and Exercises

The foll owing has shown the statistic for participated D
APCERT Cyber Drill 2023.
ASEAN CERT Incident Drill (ACID) 2023

The 5th ASEAN Students Contest on I|Information Security
Attend the Cyber SIEDA NDavneemb2e0r2 32 002n3 92t t he AJCCBCO6 i n Be
The ACS Cybersecurity D24 eMocwvercmenpe2023 oinn ohakR®drt a, I n

5. 25e3mi nar and presentation

e following has shown the statistic for participated t
The Wor ksdh@ept hoAB&RAANNn | nformati on Secur i2t7y JVdorukas hyo @2 0f2d3r
Japan.

The Workshop on Cy-hér FEbcuamryy2028mi @ Singapore.

The 1st-JABPEANCYyber seGuoupy MWet-EbgGebr adry 2023 in Phil
The Workshop Cyber Security and Cyber I ncid@&n%t hReMagyo nXs
in Cambodi a.

The Course on International ddGawMay ZTYdIEri rOpRirmgda parse .fr
The 2nd-JABAN Cybersecurity Wor-RdnHagraop3Meat Bngnehn D323
The Comprehensive Security Coope2atione (ZGZ3 worUWsfoh
The Gl obal Cyber Policy Di-a&l dgidegs:20238uti me &3 thghapioa ef r om
The workshop on I nternationad7 UDawyoPROCBhEun OppenBSERDer
Centre of Excellence (ASCCE), Singapore.

The 8th Annual Meeting of the Cyber Secu1iB3tyYuAll 28”R8e |
South Korea.

The 3rd-JAPBANCYybersecurity Wor-RdnduGuetup2Mes8ti ngHanoO1]l
The Seminar on Network Security and I nformation24tomfr
September 2023, in China.

The Workshop on Cybersecurity Capaeditpyl oBua tRsé i oBng p2f5e mb B o |
in Siem Reap, Cambodi a.

The 16t hJaABSeEMANCybersecurity0fLoOctcybdMee203 iom DB8pan.
The-UBPU | ndustri al Control SystemPa€CybecsRepdd 00yt oMo ek 9
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in Japan.

The 08th Singapore International Cyber Week (SI CW) and
on -18 October 2023.

The Seminar on Building Cyber CapgédbiOcitbbes @0D2B 1 heFGb
The Workshop on the Internati ondl7 LNeow eonfb eGy b2e0r2 30 pi enr astiin

o . Future Pl ans

Continue t provide training and seminar on Cybersecur

o}
the country.
o}

Continue t coll aboration to exchange the | essloamwsnand
information on developing an online soci al medi a man:
organi aatdiopr| ated sectors in the field of cybersecurit
Complete the drafting and issue the Cybersecurity Law
Finalize the drafting and release -2th24 Nati onal Cyberse

Expanding the awareness raising on Cyber Crime Law and

Pl anning to establish a Cyber Security Operations Cent
room.
Pl anning for Establishing Government Threats Monitorin

Pl anning to set up the Network Monitoring System.

7 . Concl usi on

Department of Cyber Security/ Lao Comp)utstri IEImek ggeem cgo rRteismp

team including to improve the technical capabilities of
handling, net work security, devel opment the caynboenrgs eccaumd &
and international cybersecurity organizations in order t
provide a-sweoi heamomnd training which aim to improve the
awr enresissi ng on | egislation and Law and instruction on |

wi t h o u ta tctyabcekrs .
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Response

Tear

1.9ummary of major

For the purpose of effective
Exercise yearly. I n ter ms
governmend aorfdisiadents.

Competd2t0i203n" was successfully

1. Rchi evement s

Myanmar served as the

Myanmar presented as

Energy Security, Agriculture,
Organized the OMyanmar

Virtually hosted Cyber

Foll owing this | ocal

Video Comp®23d i mmagsanai zceodor di nati on

NCSC conducted Cyber

November.

0Cyber Security Policy
Policy, approved by the

representatives fromnalhegyy ndmd m&@y ben

As -rpaairsti nogf

& mi

Chair

speaker at othe

of

activ

incident

capacity

organi zed

response

ti es

buil ding,

ctahmep ad wganr, e nt ehses

services,
mmCERT
"Cyber

for university st

estones

at the 14t h

Cyber

ANSAC Meeting
ASEAN Wor kshop
Secur i tSe p taenndb eQr e2al
-Qyol2e3r6 Denc wrtiht yA u@hussitl, e Rg0e 3 .

Secur-i2t0y2 3Awaorre nuersisv eVrisdietoy Gsot nupdeet

competition,

Security

Wor kshopo

ministries and government
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2 About CERT

2.1lntroducti on

My anmar Computer Emergency Response Team (mmCERT/cc) is
My anmarsponsi ble for handling cyber security incidents in
in 2011.

2. st abli shment

My anmar Computer Emergency) ReapoastaldllelanhiéoanmiChe RTdhek eFor c ¢
2004, i n accordance with the I nitiative of ASEAN I nteg
gover nfmemded organization under the | nfororfatCommuTreicdhatoil cor
and Telegraph (MCPT).

On 15th December, 2010, MMCERT expanded its services wit
In 2011, MMCERT/ cc became an operational member of APCER
I n 2015, t he I nformation Technology and Cyber Security
Communication and I nformation -Geubnomegy EMCUVITresoaadcehte
government agenciseectamrd. tAs g rrievsaulet , mMmMCERT/ cc was restr
Center (NCSC), | TCSD.

In 2016, the Ministry of Communication and I nformation Teé
Communications ( MOTC) . MOTC now | eads activities related
in Myanmar . MMCERTobperatesems a subdivision under NCSC o

2. Besour ces

Al | of MmMCERT members are recruited by Ministry of Transpg
was directly managed by the director of Nati onal Cyber
Security Depart meaant r(elsToCuSrDeje s Acsf hmmmCERT i s inadequate to

it has been planned to extend the organization structure

2.@onstituency

MMCERT initially handled computer incidenotwndéaort g@loecosmme

Since its establishment, MMCERT/ cc has been responsi bl e
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as providing technical assistance to government agenci
universities, and individual users in Myanmar. There are
banks, oclkishehesepving platforms, research and devel opment

SActivities & Operations

3.9cope and definitions

Creates National I T i mage by coll aborating with intern
Di sseminates security information and advisories.
Provides technical assistance.
Coll aborates with | aw enforcement organizations for <co
3.2nci dent handling reports
There has been a significant decrease in the number of
sectors. However, according to the incident analysis con
type of incideosel wym€C&®Tdhaated with government organi zat
their impact and i mplement preventive measures.

3.8Mbuse statistics

The foll owing graph shows the incidents statistics handl

Incidents in 2023

0
296 1%

» Ransomware Attack

» Phishing Attack

= Web Shell Attack

= Web Defacement Attack

= Account Compromise

= Server Compromise
= Brokent Access Contorl

= Misconfiguration
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Rlrubl i cati ons
0OSTOP Ransomware Guided was released on its Facebook r
ti mely changes in the encryption method by the develop

https:// ncscogoenmmbwpoads/ 2022/ 06/ STOPRansomwar eGui de
OPl ugX Removal Guide (Version 1.1)6 RAds ualdeo st @alnelad dae

RAT and the eradication method.
https://ncscoagbenmmbbwpoads/ 2022/ 06/ Pl ugXRemoval Gui deVe

OGuidebook for Suspicious Mails (Version 1.0)6 was sha
preventive measures to a wide range of entities, from
https:// ncs-cogabeninmb oads/ 2-08uslRi/-MaudVoss ks owkh_-wbtvv Br . pdf

Current events and activities of mMMCERT are found on the

cyber incident s, and articles are also translated into

computer net worckasn aanlds os ybset ermesvi ewed on the mmCERT website

and articles can frequently be seen on the mmCERT Offici

To

4

https://www. mmcert.org. mm

https://www.ncsc. gov. mm

https://www. facebook. com/ mmcert.team/

https:// www. vyout yudbe. com/ @mmcer t

Mew services

provide prompt assistance for incidents, mMmCERT/cc off
I ncideninfepenm@mnmc eamtdneri gemm @ncsc. gov. mm
Phone: + 95 67 3422272

Facebltotkps: / / www. f acebodqk.4c exm/7mmsceervti .cteesdd m ( Messenger)

Events organized / hosted

. Tr ai ni ng

I n coll aboration with the Ministry of Home Affairs, NC!
2023.
https://www. mmcert.org. mmii8aAae3phpbedadacti vity/ 2023

NCSC conducted a Cyber Security Awareness Program at t
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https://ncsc.gov.mm/wp-content/uploads/2022/06/STOPRansomwareGuide1.4.pdf
https://ncsc.gov.mm/wp-content/uploads/2022/06/PlugXRemovalGuideVersion1.1.pdf
https://ncsc.gov.mm/wp-content/uploads/2022/12/Guidebook-for-Suspicious-Mails-Version-1.0_with-cover.pdf
https://www.mmcert.org.mm/
https://www.ncsc.gov.mm/
https://www.facebook.com/mmcert.team/
https://www.youtube.com/@mmcert-cc
mailto:infoteam@mmcert.org.mm
mailto:incident@ncsc.gov.mm
https://www.facebook.com/mmcert.team
https://www.mmcert.org.mm/index.php/en/activity/2023-08-22t2325560630
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November , 2023.
https://www. mmcert.orgl0®@mA8&8d/A2Q10I6GWBIOt Y/ 2023

Training for "Capacity Building Training (1/2023)" was
Py i Taw) , Ministry of I nformation in November 2023. Th
branch of fiicreisng.n this tra
https://www. mmcert. or ¢.13n0nf/ 93 @220&3 0 y/ 2023

NCSC provided Cyber Sekeavelt yofAfvacengsattobhei dnt er nal R
September, October, and November 2023.
https://www. mmcert.orgi2mmAddld60i6BI0t y/ 2023

R2ri |l l s & exercises

My anmar Cyber Se202Btwa€hall eénaqée Nay Pyi Taw on 5th A
uni versity students and young professionals participat
https://ncsc. govc.ynhe/eent nd iy h2ap3p elnev el 2/

3 Conferences and seminars

MOTC organized the "Safe | CT Service" Dialogues and W
government agencies attended and participated in discu
https://www. mmcert. orOgB3mm2&82vv7vded8/ 2023
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https://www.mmcert.org.mm/en/activity/2023-11-08t1811220630
https://www.mmcert.org.mm/mm/activity/2023-11-30t1930220630
https://www.mmcert.org.mm/en/activity/2023-10-27t1441460630
https://ncsc.gov.mm/en/myanmar-cyber-security-challenge-2023-open-level2/
https://www.mmcert.org.mm/en/videos/2023-08-31t2132170630


































































































































































































































































































































