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From the Chair 
The Asia Pacific Computer Emergency Response Team (APCERT) has been in existence for 19 years since the APCERT 

agreement was accepted in 2003 in Chinese Taipei and the inaugural Steering Committee (SC) was formed. Since then, 

there is no turning back. From the founding members of 15 CSIRTs from 12 economies, the APCERT membership has 

grown to 33 Operational Members from 24 economies, 4 Liaison Partners, 4 Strategic partners, and 4 corporate partners. 

The APCERT have gone through a lot since its inception, but the past three years were challenging because of the Covid-

19 pandemic. However, we soldier on, come what may, in any way possible to achieve our vision of help create a safe, 

clean, and reliable cyber space for the Asia Pacific Region base on global collaboration. 

This can be seen when we still strive to deliver our international activities and engagement despite the challenges. We 

adapted and continued to have our pinnacle event, the Annual General Meeting (AGM) and Conference albeit online for 

three consecutive years. The 2022 AGM and Annual Conference was held in conjunction with the 2022 FIRST Virtual 

Symposium: Asia Pacific Region giving the event more visibility and impact. We continued to have our Annual 

Cybersecurity Drill tradition ð the 17th APCERT cybersecurity drill where 25 CSIRTs from 22 economies participated 

including external members from the economies of the OIC-CERT and Africa CERT. We also conducted a session with 

the Pacific Cyber Security Operational Network or PacSON by delivering an online lecture as part of their webinar series. 

We hope that this session will develop further cooperation with the Pacific Island nations of Micronesia, Melanesia, and 

Polynesia. Apart from these, APCERT also participated in the Asia-Pacific Economic Cooperation Telecommunications 

and Information Working Group (APEC TEL WG) meeting, the Asia Pacific Internet Organisation (APStar) retreat, and the 

ASEAN CERT Incident Drill. 

Looking ahead, APCERT need to be ready against the oncoming challenges for 2023 and beyond. One such challenge is 

data leakage when information is exposed due to internal errors and data breach when an external source breaches the 

system in a cyberattack. It is important to note that data leakage could lead to serious concerns and repercussions such 

as identity theft, data breaches, and ransomware installation. Ransomware which began as malware can extorts payments 

through data encryption; denying legitimate users access to their data. These challenges can be escalated to the related 

working groups under APCERT for serious consideration and possible mitigation. 

This would be our last term as the Chair of APCERT after four years thus we would like to take this opportunity to extend 

our deepest appreciation the APCERT SC members for their tireless efforts to strengthen cross border collaboration. To 

the working groups and members, we would like to thank you for enhancing awareness and competency in computer 

security incidents management in the Asia Pacific region. 

 

Mohd Shamir bin Hashim 

Chair, APCERT Steering Committee 

CyberSecurity Malaysia 
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About APCERT 

Objectives and Scope of Activities 

The Asia Pacific Computer Emergency Response Team (APCERT) is a coalition of Computer Emergency Response 

Teams (CERTs) and Computer Security Incident Response Teams (CSIRTs) within the Asia Pacific. The organization was 

established in February 2003 with the objective of encouraging and supporting the activities of CERTs/CSIRTs within the 

region. 

 

The APCERT maintains a trusted network of cybersecurity experts in the Asia Pacific region to improve the regionõs 

awareness on malicious cyber activities and the collective abilities to detect, prevent and mitigate such activities through: 

i. Enhancing the Asia Pacificõs regional and international cooperation on cyber security; 

ii. Jointly developing measures to deal with large-scale or regional network security incidents; 

iii. Facilitating information sharing and technology exchange on cyber security among its members; 

iv. Promoting collaborative research and development on subjects of interest to its members; 

v. Assisting other CERTs and CSIRTs in the region to conduct efficient and effective computer emergency response; 

and 

vi. Providing inputs and/or recommendations to help address legal issues related to cyber security and incident 

response across regional boundaries. 

 

The APCERT approved its vision statement in March 2011 ð òAPCERT will work to help create a safe, clean, and reliable 

cyber space in the Asia Pacific Region through global collaboration.ó Cooperating with our partner organizations, we 

continue to work towards its actualization. 

 

The formation of CERTs/CSIRTs at the organizational, national, and regional levels is essential for effective and efficient 

response against malicious cyber activities, widespread security vulnerabilities and incident coordination throughout the 

region. One important role of CERTs/CSIRTs is building cybersecurity capabilities and capacities in the region, including 

through education and training, to raise awareness and encourage best practices in cybersecurity. APCERT coordinates 

activities with other regional and global organisations, such as the: 

· Asia Pacific Network Information Centre (APNIC: www.apnic.net);  

· Forum of Incident Response and Security Teams (FIRST: www.first.org); 

· Organisation of the Islamic Cooperation ð Computer Emergency Response Team (OIC-CERT: www.oic-cert.net); 

· Africa Computer Emergency Response Team (AfricaCERT: https://www.africacert.org/) 

· Pacific Cyber Security Operational Network (PaCSON: https://pacson.org/) 

· STOP. THINK. CONNECT program (www.stopthinkconnect.org/). 

http://www.apnic.net/
http://www.first.org/
http://www.oic-cert.net/
https://www.africacert.org/
https://pacson.org/
http://www.stopthinkconnect.org/


 

 

6 

 

 

TLP:CLEAR 

The geographical boundary of the APCERT activities is the same as that of the APNIC. This covers the entire Asia Pacific, 

comprising 56 economies. The list of those economies is available at: 

https://www.apnic.net/about-APNIC/organization/apnics-region 

APCERT Members 

The APCERT was formed in 2003 with 15 teams from 12 economies across the Asia Pacific region, and the membership 

has continued to increase since then. For further information on the APCERT membership structure and criteria, please 

refer to the APCERT Operational Framework:  

https://www.apcert.org/documents/pdf/APCERT_Operational_Framework_18Oct2022.pdf 

As of December 2022, APCERT consists of 33 Operational Members from 24 economies across the Asia Pacific region, 4 

Liaison Partners, 4 Strategic Partners, and 4 Corporate Partners. 

Operational Members 

Team Official Team Name  Economy  

ACSC Australian Cyber Security Centre Australia 

AusCERT Australian Computer Emergency Response Team Australia 

bdCERT Bangladesh Computer Emergency Response Team Bangladesh 

BGD e-GOV 

CIRT 

Bangladesh e-Government Computer Incident 

Response Team 

Bangladesh 

BruCERT Brunei Computer Emergency Response Team Brunei Darussalam 

BtCIRT Bhutan Computer Incident Response Team Bhutan 

CCERT CERNET Computer Emergency Response Team Peopleõs Republic of 

China 

CERT-In Indian Computer Emergency Response Team India 

CERT NZ Computer Emergency Response Team New Zealand New Zealand 

CERT-PH Philippines National Computer Emergency 

Response Team 

Philippines 

CERT Tonga Tonga Computer Emergency Response Team Tonga 

CERT VU Computer Emergency Response Team Vanuatu Vanuatu 

CNCERT/CC National Computer network Emergency Response 

technical Team / Coordination Center of China 

Peopleõs Republic of 

China 

CyberSecurity CyberSecurity Malaysia Malaysia 

https://www.apnic.net/about-APNIC/organization/apnics-region
https://www.apcert.org/documents/pdf/APCERT_Operational_Framework_18Oct2022.pdf


 

 

7 

 

 

TLP:CLEAR 

Malaysia  

GovCERT.HK Government Computer Emergency Response Team 

Hong Kong 

Hong Kong, China 

HKCERT Hong Kong Computer Emergency Response Team 

Coordination Centre 

Hong Kong, China 

ID-CERT Indonesia Computer Emergency Response Team Indonesia 

ID-SIRTII/CC Indonesia Security Incident Response Team of 

Internet Infrastructure/Coordination Center  

Indonesia 

JPCERT/CC Japan Computer Emergency Response Team / 

Coordination Center 

Japan 

KN-CERT Korea National Computer Emergency Response 

Team 

Republic of Korea 

KrCERT/CC Korea Internet Security Center Republic of Korea 

LaoCERT Lao Computer Emergency Response Team Lao Peopleõs 

Democratic Republic 

mmCERT/CC Myanmar Computer Emergency Response Team Myanmar 

MNCERT/CC Mongolia Cyber Emergency Response Team / 

Coordination Center 

Mongolia  

MOCERT Macau Computer Emergency Response Team 

Coordination Centre 

Macau, China 

MonCIRT Mongolian Cyber Incident Response Team Mongolia  

SingCERT Singapore Computer Emergency Response Team Singapore 

Sri Lanka 

CERT|CC 

Sri Lanka Computer Emergency Readiness Team 

Coordination Centre 

Sri Lanka 

TechCERT TechCERT Sri Lanka 

ThaiCERT Thailand Computer Emergency Response Team Thailand 

TWCERT/CC Taiwan Computer Emergency Response Team / 

Coordination Center 

Chinese Taipei 

TWNCERT Taiwan National Computer Emergency Response 

Team 

Chinese Taipei 

VNCERT/CC Viet Nam Cybersecurity Emergency Response 

Teams/Coordination Center 

Vietnam 
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Chair, Deputy Chair, Steering Committee (SC) and Secretariat 

At the APCERT AGM 2022, CyberSecurity Malaysia was elected as the Chair of the APCERT, and CNCERT/CC as the Deputy 

Chair. The terms of each Steering Committee (SC) member are as follows: 

 

Team Term  Other positions  

ACSC 2022 - 2024  

CNCERT/CC 2022 - 2024 Deputy Chair 

CyberSecurity Malaysia  2021 - 2023 Chair 

JPCERT/CC 2021 - 2023 Secretariat 

KrCERT/CC 2022 - 2024  

Sri Lanka CERT|CC 2021 - 2023  

TWNCERT 2022 - 2024  

 

Working Groups (WG) 

There are eight (8) Working Groups (WGs) in APCERT. 

TSUBAME WG (formed in 2009) 

Objectives 

· Establish a common platform for Internet threat monitoring, information sharing and analyses for the Asia Pacific 

region and others 

· Promote collaboration among the member CSIRTs using the platform 

· Enhance the capability of global threat analyses by incorporating 3D Visualization features into the platform 

Convener (1): JPCERT/CC 

· Members (21): AusCERT, BruCERT, CERT-In, CERT-PH, CNCERT/CC, CyberSecurity Malaysia, GovCERT.HK, HKCERT, 

ID-SIRTII/CC, KrCERT/CC, LaoCERT, maCERT, mmCERT, MOCERT, NCA-CERT, Sri Lanka CERT|CC, TechCERT, ThaiCERT, 

TWCERT/CC, TWNCERT, VNCERT/CC 

*TSUBAME WG was concluded at the end of March 2023. 
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Information Sharing WG (formed in 2011) 

Objectives 

· Improve information and data sharing within the APCERT, including improving membersõ understanding of the 

value of data sharing and motivating the APCERT members to exchange information and data 

· Organize the members to establish and enhance the necessary mechanisms, protocols, and infrastructures to 

provide a better environment to share information and data 

· Help members to better understand the threat environment and share data to improve each teamõs capability as 

well as the cybersecurity of their constituent networks 

· Work as the Point of Contact (PoC) for the APCERT towards other organizations on information sharing 

Convener (1): CNCERT/CC 

Members (18): AusCERT, bdCERT, Bkav Corporation, CERT-In, CNCERT/CC, CyberSecurity Malaysia, GovCERT.HK, HKCERT, 

ID-CERT, ID-SIRTII/CC, JPCERT/CC, KrCERT/CC, Microsoft, SingCERT, Sri Lanka CERT|CC, TechCERT, ThaiCERT, TWNCERT, 

VNCERT/CC 

Membership WG (formed in 2011) 

Objectives 

· Promote collaboration and participation by all APCERT members and partners 

· Establish the organizational basis to enhance the partnership with cross-regional partners 

· Guide activities such as checking and monitoring for sustaining the health of the membership and partnership 

structure 

Convener (1): KrCERT/CC 

Members (13): ACSC, AusCERT, BruCERT, CNCERT/CC, CyberSecurity Malaysia, HKCERT, ID-CERT, ID-SIRTII/CC, JPCERT/CC, 

MOCERT, Sri Lanka CERT|CC, TechCERT, VNCERT/CC 

Policy, Procedure and Governance WG (formed in 2013) 

Objectives 

· Develop and maintain policies, procedures and governance structures that together makes up the APCERT 

Operational Framework. The WG will periodically review and advise the Steering Committee if changes are required 

ensuring APCERT remains fit-for-purpose to realise its mission whilst continuing a culture of strong governance 

underpinned by clear policies 

Convener (1): ACSC 

Members (6): AusCERT, CyberSecurity Malaysia, HKCERT, JPCERT/CC, KrCERT/CC, Sri Lanka CERT|CC 
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Training WG (formed in 2015) 

Objectives 

· Establish an overall training program to assist members to develop, operate, and improve their incident 

management capabilities 

· Provide a channel for members to share and exchange valuable experiences with other member teams at regular 

intervals 

· Nurture cooperation and collaboration among members, providing training activities such as conducting online 

and face to face technical workshops to enhance fellow membersõ cyber security capabilities and capacities in 

mitigating cyber incidents more efficiently and effectively 

Convener (1): TWNCERT 

Members (11): CERT-In, CERT NZ, CNCERT/CC, HKCERT, ID-SIRTII/CC, JPCERT/CC, KrCERT/CC, MonCIRT, Sri Lanka CERT|CC, 

ThaiCERT, TWCERT/CC 

Malware Mitigation WG (formed in 2016) 

Objectives 

· Promote collaboration and participation by all APCERT members and partners 

· Establish the organizational basis to enhance the partnership with cross-regional partners 

· Guide activities such as checking and monitoring for sustaining the health of the membership and partnership 

structure 

Convener (1): CyberSecurity Malaysia 

Members (14): bdCERT, BGD e-GOV CIRT, Bkav Corporation, BruCERT, CERT-In, GovCERT.HK, HKCERT, ID-CERT, 

JPCERT/CC, KrCERT/CC, SecureWorks, SingCERT, Sri Lanka CERT|CC, TWCERT/CC 

Drill WG (formed in 2017) 

Objectives 

· Serve as a permanent Organizing Committee for the annual cyber drills and assist the Lead Organizing CERT 

· Maintain centralized documentation for the drills, their working documents, procedures, handbooks, and feedback 

· Provide continuous improvements 

Convener (1): Sri Lanka CERT|CC (until August 2022) 

Members (11): ACSC, AusCERT, CERT-In, HKCERT, JPCERT/CC, SingCERT, Sri Lanka CERT|CC, TechCERT, ThaiCERT, 

TWCERT/CC, TWNCERT 
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IoT Security WG (formed in 2017) 

Objectives 

· Identification of the threat landscape and security challenges in the IoT ecosystem  

· Suggesting steps to address the security issues including vulnerabilities tailored for IoT  

· Recommendations for securing the IoT ecosystem  

· Developing incident response mechanisms/measures for responding to cyber physical security incidents 

· Discussions on existing Security Standards and gaps for IoT ecosystem and considerations for adoption  

· Development of mechanisms for sharing technical information related to IoT attacks and threats. 

Convener (1): CERT-In 

Members (7): BGD e-GOV CIRT, CERT NZ, HKCERT, IDSIRTII/CC, JPCERT/CC, Panasonic PSIRT, VNCERT/CC 

APCERT Website 

In its role as the APCERT Secretariat, JPCERT/CC manages and updates the APCERT website: https://www.apcert.org/. 

 

  

https://www.apcert.org/
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APCERT Activity Report 

International Activities and Engagements 

International Conferences and Events 

The APCERT has been dedicated to representing and promoting its activities in various international conferences and 

events. From January to December 2022, APCERT Teams have hosted, participated and/or contributed to the following 

events: 

PacSON Session (10 May ð Online) 

On behalf of the APCERT, JPCERT/CC conducted an online lecture titled òCVD & CVE Introductionó as part of PaCSONõs 

webinar series. 

APEC TEL meeting (10, 13, 14 May ð Online) 

APCERT attended the TEL 64 SPSG meeting and the TEL 64 Plenary meeting to observe the progress of projects run by 

the working group and receive updates from the participating countries. 

34th Annual FIRST Conference (26 June - 1 July ð Dublin, Ireland) 

https://www.first.org/conference/2022/ 

APCERT Teams attended the Annual FIRST Conference in Dublin, Ireland, and shared valuable experience and expertise 

through various presentations. 

National CSIRT Meeting (1-2 July ð Dublin, Ireland) 

APCERT teams attended the 17th Annual Technical Meeting for CSIRTs with National Responsibility (NatCSIRT 2022) and 

exchanged various activity updates as well as recent projects and research. 

APCERT Cyber Drill 2022 (25 August 2022) 

https://www.apcert.org/documents/pdf/APCERTDrill2022PressRelease.pdf 

The APCERT Cyber Drill 2022, the 17th APCERT cyber exercise drill, was successfully conducted to test the response 

capabilities of the participating APCERT Teams. 25 CSIRTs from 22 economies of APCERT (Australia, Bangladesh, Brunei 

Darussalam, People's Republic of China, Chinese Taipei, Hong Kong, India, Indonesia, Japan, Korea, Lao People's 

Democratic Republic, Malaysia, Myanmar, New Zealand, Philippines, Singapore, Sri Lanka, Thailand, Tonga, Vanuatu, and 

Vietnam) participated in the drill. From the external parties, 4 CSIRTs from 2 economies of OIC-CERT and AfricaCERT 

participated. 

https://www.first.org/conference/2022/
https://www.apcert.org/documents/pdf/APCERTDrill2022PressRelease.pdf
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AP* Retreat (12 September ð Online) 

APCERT attended the meeting for key updates on upcoming events and Internet related organizations in the AP region. 

APCERT Annual General Meeting (AGM) and Conference 2022 (18-21 October ð Online) 

The APCERT Annual General Meeting (AGM) and Conference were held online, followed by the 2022 FIRST Virtual 

Symposium: Asia Pacific Regions. The program overview is as follows: 

· 18 October APCERT Annual General Meeting 

· 19 October APCERT Closed Conference 

· 20 October 2022 FIRST Virtual Symposium: Asia Pacific Regions (Plenary Sessions) 

· 21 October 2022 FIRST Virtual Symposium: Asia Pacific Regions (Trainings) 

ASEAN CERT Incident Drill (ACID) 2022 (27 October ð Online) 

ACID 2022, led and coordinated by SingCERT, entered its 16th iteration with participation including ASEAN CERTs and 

APCERT Teams. The drill was completed successfully, providing an opportunity for teams to improve their knowledge 

and skills on investigating and responding to a ransomware incident, which also involves a DDoS attack. 

Other International Activities and Engagements 

DotAsia 

The APCERT serves as a member of the Advisory Council of DotAsia to assist in policy development and relevant 

community projects. HKCERT represented APCERT in attending the meetings of the Advisory Council. 

Forum of Incident Response and Security Teams (FIRST) 

Many APCERT teams are also members of the FIRST. The APCERT signed a Memorandum of Understanding (MoU) with 

the FIRST on 6th November 2020 to enhance further collaboration. 

STOP. THINK. CONNECT (STC) 

The APCERT has collaborated with STOP. THINK. CONNECT (STC) under an MoU since June 2012 to promote 

cybersecurity awareness and a more secured network environment. 

Asia Pacific Network Information Security Centre (APNIC) 

The APCERT and the Asia Pacific Network Information Centre (APNIC) signed an MoU in 2015, which was renewed in 

2019 

Africa Computer Emergency Response Team (AfricaCERT) 

The APCERT and AfricaCERT signed an MoU in 2019. 
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APCERT SC Meeting 

From January to December 2022, the SC members held 5 teleconferences to discuss the APCERT operations and activities. 

 

Date Location  

9 February Teleconference 

20 April Teleconference 

22 June Teleconference 

16 August Teleconference 

12 October Teleconference 

 

APCERT Training 

The APCERT held five (5) training calls in 2022 to exchange technical expertise, information, and ideas. 

 

Date  Title  Presenter  

8 February Latest Trends on Keyword Hacks & SEO Spam Sri Lanka CERT|CC 

12 April Cyber Security Incident Reporting and Handling Scheme for 

Taiwanese Government Agencies 

TWNCERT 

21 June FIRST's EPSS Scores for Vulnerabilities AusCERT 

9 August Cyber Threat Intelligence on a national level ThaiCERT 

6 December Honeynet Data Analysis Through LebahNET CyberSecurity Malaysia 

 

For further information on the APCERT, please visit the APCERT website or contact the APCERT Secretariat as below. 

URL: https://www.apcert.org/ 

Email: apcert-sec@apcert.org  

https://www.apcert.org/
mailto:apcert-sec@apcert.org
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Disclaimer on Publications 

The contents of òActivity Reports from Membersó and òActivity Reports from APCERT Partnersó are written by each 

APCERT members and partners based on their individual analysis. Responsibility for the information and views 

expressed in each report lies entirely with the authors. 
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1. Highlights of 2022 

1.1 Summary of major activities 

Throughout 2022, the Australian Cyber Security Centre (ACSC) continued to improve Australiaõs cyber security resilience 

and provide cyber security advice to government, critical infrastructure, small and medium-sized enterprises and 

individuals. 

In 2022, the deterioration of the global threat environment was reflected in cyberspace. This was most prominent in 

Russiaõs invasion of Ukraine. Destructive malware resulted in significant damage in Ukraine itself, but also caused 

collateral damage to European networks and increased the risk to networks worldwide. 

The deterioration in the global threat environment was reflected domestically in Australia with high-profile cyber 

incidents at Optus and Medibank. 

1.2 Achievements & milestones 

In financial year 2021-2022 (1 July 2021 ð 30 June 2022), the ACSC responded to over 1,100 cyber security incidents; 

took down over 29,000 brute force attacks against Australian servers; blocked over 24 million malicious domain requests 

and responded to 135 ransomware incidents. 

This financial year saw the ACSC focus on delivering a range of initiatives that streamlineñand where possible, 

automateñactive cyber defence and intelligence sharing. The Australian governmentõs 10-year investment known as 

REDSPICE (Resilience, Effects, Defence, Space, Intelligence, Cyber, Enablers) will further strengthen Australiaõs cyber 

defences and address future cyber threats.  

CTIS 

The ACSCõs Cyber Threat Intelligence Sharing (CTIS) was released broadly to ACSC network partners in June 2022. 

The CTIS service enables the sharing of threat intelligence at machine speed. Through the use of automation, 

participating entities receive cyber threat intelligence in a structured and timely manner.  

ACSC 
Australian Cyber Security Centre 
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The CTIS Data Model enables partners to share cyber threat intelligence through a common language and outlines 

standards to share data in alignment to the 5 Cs: Content, Context, Clarity, Communication and Confidence. 

CTIS has facilitated the sharing of indicators of compromise amongst participating entities. This has enabled 

organisations to better protect themselves, strengthening the security of Australian organisations.  

Key achievements of CTIS include: 

· 25,341 indicators have been provided by the ACSC, including from victims who are not ACSC Partners. 

· 741 have been provided by CTIS analysts working for ACSC's delivery partner, Deloitte. 

· 2,261 have been shared with CTIS by ACSC Partners. 

Australian Protective Domain Name System 

The Australian Protective Domain Name System (AUPDNS) is dedicated to protecting government networks. The system 

uses verified threat intelligence to build a ôblock listõ of known malicious web domains. 

Providing protection against malware, spyware phishing attacks, viruses, and malicious sites, AUPDNS monitors 

connections between an organisationõs network and the internet. AUPDNS also stops malware already on devices from 

ôcalling homeõ, mitigating the damage from an attack. The information captured within AUPDNS also helps build the 

ACSCõs cyber threat picture. 

In the 2021ð22 financial year, AUPDNS processed more than 36 billion queries, and blocked over 24 million domain 

requests. AUPDNS onboarded 171 organisations, including a number of state and local government agencies. 

Domain Takedown Service 

In response to the increasing threat posed by domains hosting malicious software, the ACSC launched the Domain 

Takedown Service pilot in 2021. 

Upon detecting suspected malicious software, the service verifies maliciousness before issuing a takedown notification 

request to the relevant Domain Host. The service also operates 10 ôhoneypotõ servers on Australian IP ranges, giving the 

ACSC the ability to directly report malicious domains for manual verification and takedown. The service only targets 

those attack types which fall under ASDõs cyber security function as per the Intelligence Services Act 2001. 

In 2021ð22, the service focused on 4 lines of effort: 

 

Line of effort  Number of notifications 

issues 

Number of 

takedowns  

Targeting success 

rate  

Government (Australian, state & 

territory, local)  

1,352 1,333 99% 

Australian vaccine rollout  16,291 15,932 98% 

Flubot text message malware  19,117 19,117 100% 

Brute force attacks against Australian 

servers 

29,446 29,278 99% 
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CI-UP 

The ACSCõs Critical Infrastructure Uplift Program (CI-UP) pilot concluded in June 2022 and transitioned to a business-as-

usual offering. 

In 2021-2022, the ACSC piloted CI-UP, a voluntary service provided by the ACSC to help protect Australiaõs essential 

services from cyber threats by raising the cyber security levels of critical infrastructure organisations.  

Through close collaboration between the ACSC and partners, CI-UP evaluates the cyber security maturity of critical 

infrastructure and systems of national significance. A combination of Cyber Security Capability and Maturity Model 

(C2M2) and Essential Eight maturity models are used to deliver prioritised vulnerability and risk management strategies. 

Following the conclusion of the pilot in June 2022, the ACSC now provides 2 models for CI-UP service: 

· CI-UP: A modular suite of cyber security maturity activities undertaken through close collaboration with the ACSC 

to deliver holistic cyber security maturity uplift for CI-UP partners. 

· CI-UP (Self-Assessment): A self-assessment C2M2 evaluation tool enabling ACSC partners to access online 

resources through the ACSC Partner Portal. 

2. About CSIRT 

2.1 Introduction 

The ACSC, within the Australian Signals Directorate (ASD), leads the Australian Governmentõs operational cyber security 

activities. The ACSC brings together capabilities to improve the cyber resilience of the Australian community and help 

make Australia the most secure place to connect online. 

2.2 Establishment 

In 2017, the Australian Government conducted an Independent Intelligence Review, which identified the need to provide 

enhanced cyber security capabilities, as well as a single point of advice and support on cyber security.  

As a result of this, on 1 July 2018, the ACSC formally became a part of ASD and incorporating CERT Australia and elements 

of the Digital Transformation Agency. 

2.3 Resources 

The ACSC brings together capabilities from partner agencies such as the Australian Criminal Intelligence Commission 

and the Australian Federal Police. The ACSC works closely with partners across Government, including the Department 

of Home Affairs, Australian Federal Police, Department of Foreign Affairs and Trade, and industry. 



 

 

20 

 

 

TLP:CLEAR 

2.4 Constituency 

The ACSC has a whole-of-economy remit to help make Australia the most secure place to connect online. This is done 

by providing cyber security advice and assistance to Australian governments, industry and individuals. 

3. Activities & Operations 

3.1 Scope and definitions 

The ACSC provides advice and assistance across the Australian economy, including to: critical infrastructure and systems 

of national interest; federal, state and local governments; small, medium and large business; academia; the not for profit 

sector, and the Australian community. 

More specifically, the ACSC: 

· Responds to cyber security threats and incidents across the whole-of-economy; 

· Collaborates with the private and public sectors to share information on threats and increase resilience; 

· Works with governments, industry and the wider community to increase awareness of cyber security; and 

· Provides information, advice and assistance to all Australians. 

 

Additionally, the ACSC manages services for the Australian Government. These include the ReportCyber website and the 

Australian Cyber Security Hotline.  

· The ReportCyber website is the single portal for Australians to report cyber security incidents and provides 

additional assistance and referral pathways. During the 2021-22 reporting period, over 76,000 reports were made 

via ReportCyber, an increase of 13 percent from the previous financial year. All relevant reporting is referred to the 

appropriate state or territory law enforcement agency for assessment and potential investigation.  

· The Australian Cyber Security Hotline ô1300 CYBER1õ (1300 292 371). The hotline, which is contactable 24/7, 

provides advice to Australian organisations impacted by cyber security incidents. Since the beginning of the 2021ð

22 reporting period, ACSC has seen an increase in the number of calls to 1300 CYBER1. The number of calls in the 

2021ð22 reporting period totaled more than 25,000, an average of 69 calls per day. This is an increase of 15 percent 

from the last financial year.  

3.2 Incident handling reports 

ACSCõs incident response capabilities span the full spectrum of cyber security incidents, ranging from national crises to 

incidents affecting individual members of the public. In order to manage the broad range of cyber incidents, the ACSC 

uses a Cyber Incident Categorisation Matrix (see Figure 1) to triage the immediate defensive response to mitigate a 
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cyber-incident. This allows the ACSC to focus its resources more effectively, ensuring consistent messaging and the 

appropriate response measures are activated. 

 

Figure 1 

3.3 Abuse statistics 

During the 2021ð22 financial year, the ACSC responded to over 1,100 cyber security incidents, an average of 21 cyber 

security incidents per week. Compared to the 2020ð21 financial year, this is a decrease of 36 per cent. This does not 

mean that the cyber security threat to Australian organisations has decreased, especially as the number of cybercrime 

reports has increased. The expansion of Australiaõs commercial incident response sector means incidents which may 

have previously required an ACSC response may now be being handled by in-house or contracted incident response 

teams. 

3.4 Publications 

Throughout 2021-2022 the ACSC published: 

· 41 alerts and 14 advisories on cyber.gov.au, which collectively saw more than 393,000 visits; 
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· In response to Russiaõs invasion of Ukraine, the ACSC issued an Advisory urging Australian organisations to adopt 

an enhanced security posture. This was updated 10 times and received more than 57,000 views, plus a potential 

reach of almost 1 million people through social media. 

· 13 new Step-by-Step Guides to help Australian individuals, businesses and organisations implement simple cyber 

security practices. 

Other notable publications included: 

· The 2021-2022 Annual Cyber Threat Report. The Report provides an overview of key cyber threats impacting 

Australia, how the ACSC is responding to the threat environment, and crucial advice for Australian individuals and 

organisations to protect themselves online. 

· A major update in July 2021 to the Essential Eight Maturity Model. First published in June 2017 and updated 

regularly, this supports the implementation of the Essential Eight. It is based on the ACSCõs experience in producing 

cyber threat intelligence, responding to cyber security incidents, conducting penetration testing and assisting 

organisations to implement this model. In recognition of the degrading cyber threat environment, in March 2022 

the Attorney-Generalõs Department mandated the Essential Eight for all non-corporate Commonwealth entities 

through amendments to the Protective Security Policy Framework. 

· In response to the Log4j vulnerability, the ACSC published Log4j: What Boards and Directors Need to Know in 

January to assist Australian company boards in understanding the significance of the Log4j vulnerability and how 

their organisations can prepare.  

3.5 New services 

The ACSC has continued to provide high-quality cyber security services and advice to industry partners in an effort to 

make Australia the safest place to connect online. These include CTIS, AUPDNS, Domain Takedown Service and CI-UP. 

4. Events organized / hosted 

4.1 Training 

ASD leads or supports over 12 skills based training programs to achieve recruitment requirements and to contribute to 

the national skills pool. ASD has supported a range of initiatives: 

· Girls Programming Network - an extra-curricular program run by girls for girls and is aimed at Year 4-12 students 

of all programming abilities. This is delivered in partnership with the National Computer Science School and with 

the support of volunteers. 

· Sponsor the Australian Women in Security Network (AWSN) to deliver a range of leadership and training initiatives 

from cadet to CISO programs to engage and retain women and girls in security careers. 
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· Sponsored-partnership with Australian cyberðstartup OKRDY and AWSN, to launch the Women in Security 

Mentoring Program - an AI, values-based mentoring matching platform. 

· Infosect to deliver highly technical scholarships for women in 2022 to undertake code review, reverse engineering 

and network security training. 

4.2 Drills & exercises 

The ACSC led 24 cyber security exercises, involving over 280 Australian organisations, to strengthen Australia's cyber 

resilience. 

In April 2022, ACSC coordinated Exercise Blue Dawn, a simulated ransomware cyber security incident for its Network 

partners within the ACSC Partnership Program. This exercise was a cross-sector activity that identified participantsõ 

strengths and weaknesses, and provided examples on how to improve their holistic organisational responses. 

As a result of the exercise, participants overwhelmingly indicated that they would review and further develop their 

organisationõs incident response and preparedness plans. Of the participants, 98 per cent agreed that Exercise Blue Dawn 

enhanced their ability to perform their roles under similar circumstances, and that their participation was appropriate 

and beneficial to their roles. 

4.3 Conferences and seminars 

The ACSCõs Joint Cyber Security Centres hosted 367 events with partners over financial year 2021-22.  

5. International Collaboration 

5.1 International partnerships and agreements 

ACSC maintains strong international relationships with global cyber security counterparts in order to share information, 

mitigate incidents and enhance Australiaõs cyber security resilience. Cooperation with partners provides opportunities 

for leveraging capability, expertise and threat visibility. 

5.2 Capacity building 

Throughout the 2020-21 reporting period, ACSC contributed to expanding international partnerships by: 

Leading regional capacity building through the Pacific Cyber Security Operational Network (PaCSON). The ACSC is the 

permanent PaCSON Secretariat and leads the Communications and Partners working groups. PaCSON member countries 

include Australia, the Cook Islands, Fiji, Kiribati, the Marshall Islands, Nauru, New Zealand, Niue, Palau, Papua New Guinea, 
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Samoa, the Solomon Islands, Tokelau, Tonga, Tuvalu and Vanuatu. The United States Cybersecurity and Infrastructure 

Security Agency and the Reserve Bank of Fiji are partners. During this reporting period, the ACSC managed PaCSON 

community teleconferences and PaCSON Executive Committee meetings every month to facilitate regular cyber threat 

information sharing. PaCSON also facilitates information-sharing through the Traffic Light Protocol, and the ACSC shared 

several ransomware profiles during this reporting period. The ACSC has received positive feedback from the PaCSON 

community on proposed future capacity building initiatives and training resources. 

5.2.1 Training 

The ACSC supported DFAT to deliver five ôCyber Bootcampsõ to the Association of Southeast Asian Nations (ASEAN). This 

collaboration boosted regional cyber resilience by sharing insights on Australiaõs cyber Threat landscape and response 

arrangements. 

5.2.2 Drills & exercises 

In 2022, the ACSC participated in the annual APCERT drill. The drill provided an opportunity to collaborate with APCERT 

members to ensure we are well prepared to respond to a potential cyber security incident.  

5.2.3 Seminars & presentations 

The ACSC presented to a number of international partners as part of whole-of-government international engagement 

activities. 

5.3 Other international activities 

In 2022, the ACSC also: 

· regularly engaged with national cyber security centres in the US, UK, Canada and New Zealand to collaborate on 

operational cyber security, cyber threats and to work to improve individual and collective cyber resilience. 

· engaged with the International Watch and Warning Network, a global partnership of operational cyber security 

agencies that aims to increase joint global cyber preparedness through information sharing and cooperation. 

· supported DFAT to deliver five ôCyber Bootcampsõ to the Association of Southeast Asian Nations (ASEAN) countries, 

in collaboration with the ANU. In conjunction with each Cyber Bootcamp, the ACSC boosted regional cyber 

resilience by sharing insights into Australiaõs cyber security ecosystem and the ASEAN regional threat environment. 

· participated in the Australian delegation at Singapore International Cyber Week. 

· participated in the International Counter Ransomware Initiative with 30 other nations. 
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6. Future Plans 

6.1 Future projects 

The Australian Governmentõs $9.9 billion REDSPICE investment over the next decade will be used to enhance the ACSCõs 

capabilities to further protect Australians from cyber adversaries. 

7. Conclusion 

In 2022, the deterioration of the global threat environment was reflected in cyberspace. We saw cyberspace become a 

battleground with Australiaõs prosperity particularly attractive to cybercriminals. Ransomware remains the most 

destructive cybercrime accounting with the number of incidents reported increasing by over 75 per cent. 

The work and response from the ACSC is more important than ever. In the face of rising threats to the digital-dependent 

Australian economy, cyber defence must be a priority for all Australians. The most effective means of defending against 

cyber threats continues to be the implementation of the Essential Eight cyber security strategies. To support this, the 

ACSC launched several new initiatives in 2021ð22 to improve Australiaõs cyber resilience, such as a CTIS platform which 

automates sharing of indicators of compromise. The Australian Governmentõs ten-year investment in ASD, known as 

REDSPICE, will further harden Australiaõs cyber defences in 2022ð23 and beyond.  
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1. Highlights of 2022 

1.1 Introduction 

AUSCERT highlights are always in the being part of the Cyber security community and contributing the local, regional 

and global arena. This has been done at different levels by being an active member of the community. Participation in 

regional cyber incident drills is always a highlight of any year. In the year 2022 there are a few contributions and changes 

that AUSCERT are proud of these being listed in the section below. 

1.1 Achievements & milestones 

1.1.1 Streamlining in External Security Bulletin reporting 

The creation of AUSCERT Impact and Vector assessments of PSIRTs security advisory was done in an era when assessment 

frameworks were little known in the industry. In 2022 the format of analysis has now aligned with CVSS3.1 to allow for 

timely reporting. This has also allowed AUSCERT to also follow the ever-increasing volume of PSIRT security advisories. 

1.1.2 Contribution to APCERT 

Every year AUSCERT contributes back to the APCERT community in being part of several working groups. In 2022 was 

marked with an increase in the work performed in several Working Groups that AUSCERT is part of. Especially rewarding 

was the tasks in the APCERT Drill WG, and APCERT Membership WG.  

1.1.3 Tertiary Education Capstone Projects 

2022 has marked the first time AUSCERT has engaged final year Cyber Security Masters student in their capstone projects. 

The results of the capstone projects are being assimilated in provided service that are increasing AUSCERTõs capacity 

and capability in early warning notifications.  

 

AusCERT 
Australian Computer Emergency Response Team 
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2. About CSIRT 

2.1 Introduction 

AUSCERT is a leading Cyber Emergency Response Team for Australia and provides information security advice to its 

members, including the higher education sector. As a not-for-profit security group based at the University of 

Queenslandõs (UQ) Information Technology Services (ITS), AUSCERT is the single point of contact for dealing with cyber 

security incidents affecting or involving member networks. AUSCERT helps members prevent, detect, respond to and 

mitigate cyber and Internet based attacks. 

2.2 Establishment 

AUSCERT was officially established on 8 March 1993 through the collaboration of three Brisbane based universities, 

including the University of Queensland. 

Formed in 1993, AUSCERT is one of the oldest CERTs in the world and was the first CERT in Australia to operate as the 

national CERT, which it did until 2010. 

Over time, as the Internet grew and government, business and ordinary users began to use the Internet for daily 

communications and business, AUSCERTõs focus changed from being university centric to include the interests of all 

sectors. 

2.3 Resources 

AUSCERT is self-funded and covers its operating costs through a variety of sources including member subscriptions, the 

annual AUSCERT conference and service contracts. As an active member of the Forum for Incident Response and Security 

Teams (FIRST) and Asia Pacific Computer Emergency Response Team (APCERT), AUSCERT has access to accurate, timely 

and reliable information about emerging computer network threats and vulnerabilities on a regional and global basis. 

2.4 Constituency 

AUSCERT, due to its origins, continues to assist Australian private and public organisations and companies. 

This is made possible by providing priority incident handling and additional services to our membership base of which 

covers all industry definitions under the ANZ Standard Industry Classification. 

AUSCERT works closely with Australian government agencies, industry and technology vendors and provides computer 

security and incident handling advice to a range of subscribers throughout Australia, New Zealand and the Asia-Pacific 

region. All Australian universities and the majority of New Zealand universities are members of AusCERT and there is a 
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strong relationship with the Council of Australian University Directors of Information Technology (CAUDIT). AUSCERT 

participates in the Australian governmentõs IT Security Expertsõ Advisory Group (ITSEAG). 

3. Activities & Operations 

3.1 Scope and definitions 

AUSCERT monitors and evaluates global cyber network threats and vulnerabilities and remains on-call for members after 

hours. AUSCERT publishes the Security Bulletin Service, drawing on material from a variety of sources, with recommended 

prevention and mitigation strategies. 

Services provided are listed as: 

· Incident Management [3.2], 

https://www.auscert.org.au/services/incident-management-service/ 

· Early Warning Service 

https://www.auscert.org.au/services/early-warning-service/ 

· Malicious URL Feed 

https://www.auscert.org.au/services/malicious-url-feed/ 

· Security Bulletin Service [3.3] 

https://www.auscert.org.au/services/security-bulletins/ 

· Member security incident notificationõs (MSINs)[3.4] 

https://www.auscert.org.au/services/security-incident-notifications/ 

· Phishing take-down 

https://www.auscert.org.au/services/phishing-take-down-service/ 

· Leaked Credential Service 

· AUSCERT's member only Slack 

· AUSCERT Conference 

https://conference.auscert.org.au/ 

3.2 Incident Management 

AUSCERTõs Incident Management Service (sometimes referred to as incident response) includes incident coordination 

and incident handling, both of which are standard inclusions as part of AUSCERTõs membership services. As a 24/7 

membership benefit, it is perhaps AUSCERT's most focal service offering. 

  

https://www.auscert.org.au/services/incident-management-service/
https://www.auscert.org.au/services/early-warning-service/
https://www.auscert.org.au/services/malicious-url-feed/
https://www.auscert.org.au/services/security-bulletins/
https://www.auscert.org.au/services/security-incident-notifications/
https://www.auscert.org.au/services/phishing-take-down-service/
https://conference.auscert.org.au/
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The diagram above shows the statistics of incidents that required handling for the calendar year of 2022. Overall, 

AUSCERT serviced 4490 tickets which resulted in just under 18 tickets per business day of operation. A vast majority of 

the work is around handling of phishing sites.  

Incidents have happened across a wide varied range of industry. The following diagram shows the top 10 industries with 

respect to the number of incident tickets handled. 

 

The industry definition used is the Australian and New Zealand Standard Industrial Classification (ANZSIC) and further 

details can be found at: https://www.abs.gov.au/statistics/classifications/australian-and-new-zealand-standard-

industrial-classification-anzsic/latest-release 

3.3 Security Bulletins  

AusCERT distributes security advisories and bulletins to its members by email and publishes a portion of them to its 

public website. Bulletins are published in a standardised format with a consistent approach to classifications of 

https://www.abs.gov.au/statistics/classifications/australian-and-new-zealand-standard-industrial-classification-anzsic/latest-release
https://www.abs.gov.au/statistics/classifications/australian-and-new-zealand-standard-industrial-classification-anzsic/latest-release
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vulnerabilities, impacts and affected operating systems. In 2022, 6562 External Security Bulletins (ESBs) and 233 AusCERT 

Security Bulletins (ASBs) were published. 

 

The marked increase as can be seen from the 5-year comparison chart is due to streamlining the process of security 

bulletin publication. 

3.4 Member Security Incident Notifications 

AusCERT members benefit from its considerably large overseas and local threat intelligence feeds with respect to 

incidents that have been detected by other parties but concern the members. There are several categories of incidents 

and this service has been running for members for several years. These notifications are a mix of Indicators of 

Vulnerabilities (IoV) and Indicators of Compromise (IoC). 
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An extension of the MSIN is a notification of edge hardware that is vulnerable as notified by a PSIRTõs advisory. This 

notification is done in a similar manner as MSINs but are different as the source of information is different. 
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3.5 Publications 

3.5.1 ADIR 

The AUSCERT Daily Intelligence Review is a publication sent to members and public about the news items that affect 

cyber security in the Australian context. 

3.5.2 Week in Review 

Every week the highlights of the weekõs Incident handling and bulleting publications are listed in the Week-In-Review 

3.5.3 Social Media 

Publishing is great but getting the word out of a publication or an event is best done using the current social media 

platforms. AUSCERT supports heralding news and events through two platforms, Twitter, LinkedIn and Facebook. 

3.5.4 Newsletter 

Newsletters are also supported in getting the word out about what AusCERT is doing. Member newsletters come out 

every two (2) months to keep members engaged in AUSCERT activities. 

3.5.5 Blog Post 

Depending upon the gravity of news, articles are published for the public of ongoing issues. This is placed in the AUSCERT 

website in the Blog sections. 

3.5.6 Podcast 

Every month there is a podcast that discusses events of the month and an interview of a prominent cyber security figure 

in the Australian context. 
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4. Events organized / hosted 

4.1 Conferences and seminars 

4.1.1 AusCERT Conference 

The AusCERT Conference 2022, took place from 10th May -13th May 2022 at the Star hotel Gold Coast with the theme 

of òRethink, Reskill, Rebootó that was also broadcasted online. The conference included 50 presenters of ranging topics 

on cyber security. 

 

5. International Collaboration 

5.1 International partnerships and agreements 

AusCERT maintains relationship and membership with Asia Pacific Computer Emergency Response Team (APCERT) and 

the Forum of Information Response Security Teams (FIRST) 

5.2 Drills and Exercises 

5.2.1 APCERT Drill 2022 

Every year, AUSCERT participates in an exercise that tests its operational readiness to the full. The Asia Pacific Computer 

Emergency Response Team (APCERT), of which AUSCERT is a member, conducts an annual drill among its constituents. 

This year, the theme was òData Breach through Security Malpracticeó. The drill fosters communication between the CERTs 

in the region and beyond. In all, 25 CERT/CSIRT teams from APCERT participated 

5.2.2 ACID 2022 

AUSCERT was also invited in participating the ASEAN Cyber Incident Drill hosted by Singapore Cyber Security Agency. 

This well composed drill allowed further interaction with the CERT/CSIRT community and validate internal processes and 

skill sets. 

6. Conclusion 

AUSCERT continues to host AUSCERT Conference that brings together the Cyber Security community of Australia at the 

professional level. Although the year of 2022 has seen record numbers of External Security Bulletins being processed, 
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the numbers of phishing takedown have also dramatically increased. The streamlining of processes has enabled the 

handling of these influx of work. An increase in volume of work was also seen is in the notification of security events that 

have impacted the constituency. MSINs and credential dump advisories have therefor increased in part due to the ever 

increasing ransomware attacks affecting higher profile victims. 2022 has allowed AUSCERT to relook at some processes 

in handling increased volumes and background work has started to improve the capacity of AUSCERT in 2023. 

 

  



 

 

35 

 

 

TLP:CLEAR 

 

 

 

 

 

 

 

 

1. Highlights of 2022 

1.1 Summary of major activities 

· BGD e-GOV CIRT has successfully organized National Cyber Drill, Inter University Cyber Drill and Cyber Drill for 

Financial organizations. 

· Total 522 cyber security incidents registered in our tracking system. 

· Total Nine (9) IT security audits performed. 

· Organized stakeholder consultation on Data Protection Act, 2022 (DRAFT). 

· Provided Digital Forensics service to a total 7 organizations. Total number of analyzed cases were 11 and total 

number of investigated artifacts were 36. 

· Provided 40 cyber sensor analysis reports (from January 2022 - December 2022) to multiple Critical Information 

Infrastructures. 

· òCyber Threat Intelligence Reportó provided to 60 government and non-government organizations. 

1.2 Achievements & milestones 

· BGD e-GOV CIRT has successfully participated in OIC-CERT Cybersecurity Drill 2022 and achieved 2nd position. 

2. About CSIRT 

2.1 Introduction 

Bangladesh Governmentõs Computer Incident Response Team (BGD e-GOV CIRT) is acting as the National CERT of 

Bangladesh (N-CERT) currently with responsibilities including receiving, reviewing, and responding to computer security 

incidents and activities. Under the Government of People's republic of Bangladesh, BGD e-GOV CIRT reviews and takes 

BGD e-GOV CIRT 
Bangladesh e-Government Computer Incident Response Team 
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necessary measures to resolve the issue with broad cybersecurity ramifications, conducts research & development and 

provides guidance on security vulnerabilities. BGD e-GOV CIRT also works with various government units, Critical 

Information Infrastructures, financial organizations, law enforcement agencies, academia & civil society to help to 

improve the cybersecurity defense of Bangladesh. 

2.2 Establishment 

The process to establish BGD e-GOV CIRT was started on November 2014 and team starts operation on February 2016. 

2.3 Resources 

Currently 17 people are working in BGD e-GOV CIRT. 

2.4 Constituency 

Constituency of BGD e-GOV CIRT are all governmental, semi-governmental, autonomous bodies, ministries & 

institutions of Bangladesh. Currently BGD e-GOV CIRT is acting as National CERT of Bangladesh with a mandate to serve 

whole of Bangladesh. 

3. Activities & Operations 

3.1 Scope and definitions 

BGD e-GOV CIRT provide technical assistance and facilitate to manage cyber security in Bangladesh governmentõs e-

Government network and related infrastructure. BGD e-GOV CIRT also serve as a catalyst in organizing national cyber 

security resilience initiatives among various stakeholders. BGD e-GOV CIRT works for establishment the national cyber 

security incident management capabilities in Bangladesh. 

3.2 Incident handling reports 

BGD e-GOV CIRT receives information regarding cyber security incidents, triage incidents and coordinate response. 

Activities related to incident handling includes and not limited to Vulnerability Assessment, Penetration Test, Incident 

Analysis, Security Threat Notification and Incident Coordination etc. 
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3.3 Abuse statistics 

 

3.4 Publications 

· Ransomware Prevention & First Response Guideline has been published. 

· Digital Forensic Guideline 2.0 has been published. 

· Critical Information Infrastructure Guideline Implementation Workbook 1.0 has been published. 

· Report on Sectorial Threat Intelligence for Banks July 2022 has been published. 
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· òCyber Threat Landscape Report 2022ó has been published. 

· Ransomware State of Bangladesh was published in September 2022. 

· Horizon Scanning Report for Bangladesh Telecom Operators was published in Q1,2022. 

· Publishing a monthly cyber security magazine for stakeholders. 

4. Events organized / hosted 

4.1 Training 

· Daylong workshop on BGD e-GOV CIRT operations for ICT Division, Ministry of Post, Telecommunications and IT. 

· Organized 4 days long training program on Cyber Security for high officials of ICT Division, Ministry of Post, 

Telecommunications and IT. 

· Organized 4 days long training program on Secure Computer User for officials of Bangladesh Army. 

· Organized 3 days long training program on Information Systems Auditing for officials of Bangladesh Police. 

· Organized 3 days long training program on Advance Cyber Security for personnel from WZPDCL. 

· Organized 3 days long training program on Basic Cyber Security for personnelõs from Bangladesh Computer Council. 

· Organized 3 days long training program on Basic Cyber Security for personnelõs from PKSF. 

4.2 Drills & exercises 

· Arranged National Cyber Drill 2022. 

· Arranged Inter University Cyber Drill 2022. 

· Arranged Financial Cyber Drill 2022. 

5. International Collaboration 

5.1 Capacity building 

5.1.1 Training 

· BGD e-GOV CIRT team participated in the RSA Conference 2022. 

· BGD e-GOV CIRT team participated in ICS 301 Live and CSET training in Idaho Falls, USA. 

· BGD e-GOV CIRT team participated in cyber security training in Dubai, UAE and New Delhi, India. 

· Advanced Incident Handling training organized by Carnegie Mellon University, USA. 
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5.1.2 Drills & exercises 

· Participated in the annual FIRST CTF 2022. 

· Participated in the annual APCERT CTF 2022. 

· BGD e-GOV CIRT has successfully participated in OIC-CERT Cybersecurity Drill 2022 and achieved 2nd position. 

6. Future Plans 

6.1 Future Operation 

· Arrange Cyber Drills for different sectors. 

· Perform risk assessment to critical infrastructure (CIIs). 

· Provide training about Industrial Control System (ICS) in public sector. 

· Perform vulnerability assessment and penetration testing on financial sectors. 

· Training and workshop about cyber security for government organizations. 

· Provide regular cyber sensor analysis reports (Intrusion, Suspicious activity) to Critical Information Infrastructure 

where Cyber sensor deployed. 

7. Attachments (Photos) 

 

Figure: Cyber security training for ICT Division officersõ 
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Figure: Award giving ceremony for cyber drill winners 

 

Figure: Workshop on óUsing Social Media to Counter Radicalismó in presense of Australian Deputy High 

Commissioner 

 

Figure: Advanced Incident Handling training organized by Carnegie Mellon University, USA 
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Figure: Celebrating success for achieving 2nd place in OIC-CERT Cyber Drill 

 

Figure: Training on Information Systems Auditor 

 

Figure: Training on cyber security 


