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Fr om t he

The Asia Pacific Computer Emergency Response Team (APCER
agreement was accepted in 2003 in ChineseS@pspeoSmed. t he
there is no turning back. From the founding members of 1
grown to 33 Operational Members from 24 eceomdnd ecsor piorlLd tad
ThARPCERTgbaeet hrought amcleptt iinncedut the past three years \
19 pandemi c. Howe,xceme wé aismo Imedriyyerwaoyn possi bl e to achieve
clean, and relfidrhlee Acy lane 1P bsajisdegdnBRali onl | aborati on.

This can be seen when we still strive to delikerchhallWemg
adapted and continued to have our pinnacle event, the Ant
three consecutive years. The 2022 AGM and Am&0u22 FKlomSTer \
Symposi um: MReigd oRaqgiifviiong t he event more visibility and
Cybersecurityodotbre 117 tthr aAIRCERTM cybersecurity dril/l wher e
including external member s -CEBM &he Atohoami EERDf Whealdos @
the Pacific Cyber Security Operational Net work or PacSON
We hope that this session wild/ devled g rfatritchres «afo oMiearadn e
Polynesia. Apart from these, AMARCHERT calEscoo npanritci chopoapteerda tiirn
and I nformation Working Group (APEC TEL WG) mdetrieng.,eatthe
ASEAN CERT I ncident Drill

Looking ahead, APCHERTainnesetdc tdtimeé rbge olealdlyenges for 2023 and

data | eakage when information is exposed duesduwr denthlemreaeaadh
system in a cyberattack. 't is importasbontemme&tpe rtchsautscihba
as identity theft, data breaches, and ransomware i nsntas | a

through data encryption; debnhyeinrg daetga .t i Tnhaetsee ucshearlsl eancgceess sc
wor king groups under APCERT for serious consideration an
This would be our |l ast feem sutrthge@haithat WNBECHWBUIl A | i ke
our deepest appreciation tihtei rPeP GERd eSfCromatgsbbes tobsstshbor
the workiagohgmbewes,would | ike ¢éomm&zhagkawauvuehess and comp:«

security incidents management in the Asia Pacific region

Mohd Shamir bin Hashim
Chair, APCERT Steering Committee
Cyber Security Malaysi a
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About APCERT

Objectives and Scope of Acti

The Asia Paci fmea gémmyutRers pbnse iTeam c(oAaPdBRTon of Comput e
Teams (CERTs) and Computer Security Incident Response Te
established in February 2003awdtbBupperobpgctheeacti gntoe

region.

The APCERT maintains a trusted network of cybersecurity
awareness on malicious cyladi ladtiiewi tioesedratt, h@rewlelndc tainw
i. Enhancing the Asia Pacificds regional and internationa
i. Jointly developing messakesot oredgiadbtnali thhelt wogl securit
iii. Faciilnigtdatnf or mati on sharing and technology exchange on
iv. Promoting coll aborative research and development on su

V. Assisting other CERTs and CSIRTs in tohoempuéegroemeogennd

and
vi Providing inputs and/or recommendations to help addre
response across regional boundari es.

The APCERT approved its vid®doiAPICERTatwehedhpwotrnke Maoech 2afié,
cyber space in the Asia Pacific Region through gl obal CC

continue to work towards its actualizati on.

The formation of CERTs/ CSdtRiTenalt, tdared oraga@inorzalt i loevadl, s i s
response against malicious cyber activities, widespread s
region. One important role ouUrCERT/Aa@AIbRTS tiise sb uwinlddicrag ac!
through education and training, to raise awareness and e
activities with other regional and gl obal organi sati ons,
Asi ailadNieft wor k I nfor matwivmpn i@emnt re (APNI C:
Forum of I ncident Responsvwwva.nfdi ySsetc.uarig y Teams (FI RST:
Organi sation of thé&Cdmpguwutmérc Emerpgemdy) olERFwws-e e é)ame( Ol
Africa Computer Emer@Afrciych#@BERED:n s evwive gamh r i cacert. or g/
Pacific Cyber Security Olptetrmd:i/o/n@dc Nern .wordk/ ( PaCSON:
STOP.NKTHICONNECTwmwwo ghti emghtc(onnpct . or g/
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http://www.apnic.net/
http://www.first.org/
http://www.oic-cert.net/
https://www.africacert.org/
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The geographical boundary of the APCERT activities is thi
coprising 56 economies. The list of those economies is a
https://www. a-ARNE Chet habowameetgiioom/ apni cs
APCERT Member s
The APCERT was formed in 2003 with 15 teams from 12 econoa
has continued to increase since then. For further inform
refer to thei AREERFr Omewat k:
https://www. apcert.org/documents/ pdf/ APCERT_Operational
As of Dec2mblePrCBRRI s3tOp eafat3 onal Méanbenmn emifeom @r oss t he As
Liaison Partners, 4 Strategic Partners, and 4 Corporate |
Operational Me mber s

Team Official Team Name Economy

ACSC Australian Cyber Security Centre Australia

AusCERT Australian Computer Emergency Response Team Australia

bdCERT Bangladesh Computer Emergency Response Team Bangladesh

BGD e-GOV Bangladesh e Government Computer Incident Bangladesh

CIRT Response Team

BruCERT Brunei Computer Emergency Response Team Brunei Darussalam

BtCIRT Bhutan Computer Incident Response Team Bhutan

CCERT CERNET Computer Emergency Response Team Peopl ebds R

China

CERTFIn Indian Computer Emergency Response Team India

CERT Nz Computer Emergency Response TeanNew Zealand New Zealand

CERTFPH Philippines National Computer Emergency Philippines

Response Team

CERT Tonga Tonga Computer Emergency Response Team Tonga

CERT VU Computer Emergency Response TeanVanuatu Vanuatu

CNCERT/CC National Computer network Emergency Response Peopl ebs R

technical Team / Coordination Center of China China
CyberSecurity  CyberSecurity Malaysia Malaysia



https://www.apnic.net/about-APNIC/organization/apnics-region
https://www.apcert.org/documents/pdf/APCERT_Operational_Framework_18Oct2022.pdf
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Malaysia

GovCERT.HK  Government Computer Emergency Response Team Hong Kong, China
Hong Kong

HKCERT Hong Kong Computer Emergency Response Team  Hong Kong, China
Coordination Centre

ID-CERT Indonesia Computer Emergency Response Team Indonesia

ID-SIRTII/CC Indonesia Security Incident Response Team of Indonesia
Internet Infrastructure/Coordination Center

JPCERT/CC Japan Computer Emergency Response Team / Japan
Coordination Center

KN-CERT Korea National Computer Emergency Response Republic of Korea
Team

KrCERT/CC Korea Internet Security Center Republic of Korea

LaoCERT Lao Computer Emergency Response Team Lao Peopl ei

Democratic Republic

mmCERT/CC Myanmar Computer Emergency Response Team Myanmar

MNCERT/CC Mongolia Cyber Emergency Response Team / Mongolia
Coordination Center

MOCERT Macau Computer Emergency Response Team Macau, China
Coordination Centre

MonCIRT Mongolian Cyber Incident Response Team Mongolia

SingCERT Singapore Computer Emergency Response Team Singapore

Sri Lanka Sri Lanka Computer Emergency Readiness Team Sri Lanka

CERT|CC Coordination Centre

TechCERT TechCERT Sri Lanka

ThaiCERT Thailand Computer Emergency Response Team Thailand

TWCERT/CC Taiwan Computer Emergency Response Team / Chinese Taipei
Coordination Center

TWNCERT Taiwan National Computer Emergency Response Chinese Taipei
Team

VNCERT/CC Viet Nam Cybersecurity Emergency Response Vietham

Teams/Coordination Center
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Chair, Deputy Chair, Steering Commit

At the APCBRT CAGMrSkEcurity Malaysia was el ected as the Ct

ChaTme tceefr msach Steering Committee (SC) member are as f ol

Team Term Other positions
ACSC 2022 - 2024

CNCERT/CC 2022 - 2024 Deputy Chair
CyberSecurity Malaysia 2021 - 2023 Chair
JPCERT/CC 2021 - 2023 Secretariat
KrCERT/CC 2022 - 2024

Sri Lanka CERT|CC 2021 - 2023

TWNCERT 2022 - 2024

Wor ki ng Groups ( WG)

Thereiag@®t Wor ki ngWwGs)oups APCERT.

TSUBAME WG (formed in 2009)

Objectives
Establish a commont ptht éat mmbbot matiegnesharing and ana
region and others
Promote coll aboration among the member CSIRTs using th
Enhance the capability iofcorlpdradt itrhg el \insad aylsiezsa tbiyon f
Conve(nler: JPCERT/ CC
Member sA2CERT, Brid @ERIBBRCERITCERT/ CC, Cyber Security Mal
| 851 RTI 1/ CC, Kr CERT/ CC, LaoCERT-CEmRaICERT,i mm@KRT , CENRACERT,
TWCERT/ CC, TWNCERT, VNCERT/ CC
*TISUBAME WG was concluded at the end of March 2023.
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|l nf or mati oWGShfaon megld) i n 20

Objectives
| mprove information and data sharing within the APCER

value of data sharingRanthembeirsgsatbngxthaengPCinformatio

Organize the members to establish and enhance the nec
provide a better environment to share information and
Hel p members to betternvuinrdoenrnsetnatn da ntdh es htahrree adtatea t o i mp
well as the cybersecurity of their constituent network

Wor k as the Point of Contact (PoC) for the APCERT towa
Convener (1): CNCERT/CC
Member sAUSLBBERT, bdCERT, Bk-hm, CENFBRAt CGn, CLCERTSecurity Ma
| CERT-SI RDI | / CC, JPCERT/ CC, Kr CERT/ CC, Mi crosoft, Si ngCER
VNCEROC

Member sMGi g f or meld) i n 20

Objectives
Promote coll aboration and participation by all APCERT
Establish the organizational basiegtonahhpaceneéehe part
Guide activities such as checking amhed membtosihng faod
structure

Convener (1): Kr CERT/ CC

Member sAG3@, :AusCERT, BruCERT, CNCERT/ CCCEQy¢RBPEEtUCCtYIM

MOCERT, Sri Lanka CERT[|CCC, TechCERT, VNCERT

Policy, Pr o&oevdeurrnéd/@acned or meld3 i n 20

Objectives

Develop and maintain policies, procedures and gover n:
Operational Framework. The WG will periodically review
ensuring APCERG®purepmasenst d iteal i se its mission whilst ¢
underpinned by clear policies

Convener (1): ACSC
Member AuC&ERT, Cyber Security Malaysia, HKCERT, JPCERT/ CC,
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Trai MmMGnd for meld) i n 20

Objectives

Establish an overall training program to assist me mb
management capabilities
Provide a channel for members to share amheexctlamge av a

interval s

Nurture cooperation and coll aboration among member s, [

and face to face technical wor kshops to enhance fello

mi taitg ng cyber incidents more efficiently and effective
Convener (1): TWNCERT

Me mber sCERTh),: CERT NZ, CNCEXRTRTAd,/ GHKCERPMCERT CC, Kr CERT/ CC
Thai CERT, TWCERT/ CC

Mal war e MiWG g(aftarommeldy i n 20

Objteicves
Promote coll aboration and participation by all APCERT
Establish the organizational basiegtonahhpaceneéehe part
Guide activities such as checking and mbei sbrpngné@opa
structure

Convener (1): Cyber Security Malaysi a

Member s dQERT, bBGWD €Il RT, Bkav Corporlant,i 0@0 v (B RITC BHRG,E R HXECF

JPCERT/ CC, Kr CERT/CC, SecureWorks, SingCERT, Sri Lanka CI

Dr iWMGI (for meldf i n 20

Objectives
Serve as a permanent Organizing Committee for the annu
Maintain centralized documentation for the drills, the
Provdaormret i nuous i mprovements
Convens&Sri(lLank3qd8uGERT| @Qgust 2022)
Member s ACSC): AusCERT, HBEERTRT, JPCERT/ CC, SingCERT, Sri
TWCERT/ CC, TWNCERT

10
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| oT SeW@Gr(tegr meldf in 20

Objectives

|l denti fication of the threat | andscape and security ch
Suggesting steps to address the security issues includ
Recommendati ons for securing the | oT ecosystem

Developing incidkRani smemspoeaaseumes for responding to cyb

Di scussions on existing Security Standards and gaps fo
Devel opment of mechanisms for sharahgatkshandat hi eBbdsm
Convener -I(l): CERT
Me mber 8GOV CIl RT, CERT N2Z, HKCERT, I DSI RTI | [ CC, JPCERT/ |

APCERT Website

I n its role as the APCERT Secretariat, JPWQERITS:CC wwaw. aagpecse

11
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APCERdGt I vity Repor

| nt ernati onal Acti vities and

Int er naCo nnfnearl e ncBe e ntanad

The APCERT has been dedicated tamtirwiptrieesse nitn nwa rainadu sp riomtod
events. From Janu&2r yARPOCE PE cEarebmy MRaOWe hosted, participate

event s:

Pac SON SeGMawonl()ne
On behal f of)] PAChEERTHOR@ERTI,ed an onlG\wWilk & e@MH o0 du taist bpeadr t0 o f

webinar series.

APEC TEL m e3tli4iig YWwOD !l i ne)
APCERT attend8HBSGhmedELNG 4aPn ke ntalrey Mmkeletd ng to observe the

the working group and receive updates from the participa

34"Mnnual FI RST Conf-dr ddabgbi( 26, Junel and)
httgd www. first.org/ conference/ 2022/

APCERT Teams attended the Annual FI RST Conference in Dub

through various presentations.

Nati onal CSI RZ Mékyhnnig I el and)
APCERT t eams a'tAremuaeld Tehceh nli7c a | Meeting for CSIRTs with N

exchanged various activity updates as well as recent pro

APCERT Cyber Drill 2022 (25 August 2022)

https://www. apcert.org/documents/ pdf/ APCERTDrill 2022Pr es:
The APCERT CyWhet Fiéhr IAPICERO2 cyber exertlgecdndlbtbttedvasoste
capabilities of the pabtC6I RaAsi hgomMPZERdcdeamses of APCE

Darussal am, People's Republic of Chi na, Chinese @&appel s
Democratic Republic, Malaysia, Myanmar, New Zeal and, Phil
Vietnam) participated in the drill. From t RQGE ReTx taenrdn aAf rpie
participated.

12


https://www.first.org/conference/2022/
https://www.apcert.org/documents/pdf/APCERTDrill2022PressRelease.pdf
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AP* Retl 2eapt gmdOad i ne)
APCERT attended the meeting for key updatezmtdmnwspdamitrhge

APCERT Annual Gener al Meet i ng2(1 8AM)OcaddndCome)er ence 202
The APCERT Annual Gener al Mevedrihaed d ( AGWMohdanch@@Qa By dr RiScTe V
Symposium: Asia H&ei fpirogReagin wnwserview is as foll ows:

18 Oct oMRCERT Annual General Meeting

19 Oct oARCERT Cl osed Conference

200ct ob2022 FIRST Virtual SympEBli emar As$asPiaeans) c Regi o

21 Oct od®22 FIRST Virtual Symp@ESrnaimmi Mmgs) Pacific Regio

ASEAN CERT I nciden2(2BOcitlolb@mACIn2)) 202
AClI D220I12ed and coordieanatedeabli iS§ eb&ERIN with participati

APCERT Teams. The drill was compl eted successf ulklnyo,wl prda\w
angdkills on investigatirmag s ammcandeksiptom ddlngo tionvol ves a DDo S
Other I nternational Activities and
Dot Asi a

The APCERT serves as a member of the Advisory Council C

community projects. HKCERT nrge ptrhees enmet eetdi nAgPsC EORFT ti me aA d weinsda r

Forum of I ncident Response and Security Teams (FI RST)
Many APCERT teams are also members of the FIRST. The APC
the FIRST on 6th Novemberl 2W®r0attioore.nhance further col

STOP. THI NK. CONNECT (STC)
The APCERT has coll aborated wi t h AaThEPU THANK. JCOANROT 2

cybersecurity awareness and a more secured network envir.

Asia Pacific Network I nform@)ion Security Centre (APN
The APCERT and the Asia Pacific NetanmbloW i mf2a06m&fi whi €k nt
2019

Africa Computer Emergency Response Team (AfricaCERT)
The APCERT and AdmMotJaCBRR204i9gned

13
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Frolmnuary to DRectehmbeSC 2n0&mbleecsohkeédences to discuss

Date Location

9 February Teleconference
20 April Teleconference
22 June Teleconference
16 August Teleconference
12 October Teleconference

APCERT Training

t

he

The APCERITvéde@i)hi ng 22 atlo se xi cnh a2n0g e

technical

Date Title Presenter

8 February Latest Trends on Keyword Hacks & SEO Spam Sri Lanka CERJCC

12 April Cyber Security Incident Reporting and Handling Scheme for TWNCERT

Taiwanese Government Agencies

21 June FIRST's EPSS Scores for Vulnerabilities AusCERT

9 August Cyber Threat Intelligence on a national level ThaiCERT

6 December Honeynet Data Analysis Through lebahNET CyberSecurity Malaysia
For further information on the APCERT, pl ease visit t
URIit tps://www. apcert.org/

Emaapcesric @Qapcert. org

14

expertise,
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https://www.apcert.org/
mailto:apcert-sec@apcert.org
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Di sclai mer on Publications

The contdemttisviotfy ReporésamdoinviMeynbBe po rPtasr t rtmeaes VArPiCtEtRe
APCERT members and partners based on their individu
expressed in each report I|lies entirely with the auth

15
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ACSC

Australian Cyber Security Centre

1 Hi ghlights of 2022

1.8ummary of major activities

Throughout 2022, the Australian Cyber Security Centre (A
and provideittybadviseeut o government, crit ksciazle di nefnrtaesrtprru

i ndividual s.

I n 2022, the deterioration of the gl obal threat environr
Russiads invasi ontiofe Urkarlavamre. rleessutlrtuecd in significant d e
coll ater al damage to European networks and increased the
The deterioration in the gl obal threat e nviitrho ppmieantii | vea sc

incidents at Optus and Medi bank.

1. RAchi evements & mil estones

In financi-2023%e@t a®0@y¢yJa2aoeel12022), the ACSC responded to
took down over 29,000 brutael fanceenvéensksbhgakadto®res 24

and responded to 135 ransomware incidents.

This financi al year saw the ACSC focus oniadcdal iwheearien gp @as
aut omatced i ve cyberi nddeefldnicgee ncred sharing. T hye &ru sit mvad 3§ tame rgto
REDSPI CE (Resilience, Ef fects, Def ence, Space, I ntellige

defences and address future cyber threats.

CTI S
The ACS@Qywpber Threat Intelligence Sharing (CTIS) was relea
The CTIS service enables the sharing of threat intel i

participating entiting®lrdageince dybear stthruedatured and ti mel

17
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The CTI S Data Model enables partners to share cyber thr
standards to share data in alignment to theobhfiCden€oenten
CTI'S has facilitated the sharing of indicators of C 0 My
organi sations to better protect themselves, strengthenin
Key achievements of CTIS include:
25, 34dat ods have been provided by the ACSC, including
741 have been provided by CTIS analysts working for AC
2,261 have been shared with CTIS by ACSC Partners.

Australian ProtNemei g sbemai n

The Australian Protective Domain Name System (AUPDNS) is
uses verified threat intelligence to build a o6block Iist
Providing protectiomwaagaiprhsitshimalgwaartet,ac&py viruses, and
connections between an organisationds network and the in
6calling homed, mitigating the darmagedf wirmham &AUPDNIS. aTtk

ACSCds cyber threat picture.
I n t hé2220f2ilnanci al year, AUPDNS processed more than 36 b
reqguests. AUPDNS onboarded 171 or gamids dtoicars ,goivrealInumkinng a

Domain Takedown Service
I n response to the increasing threat posed by domains h
Takedown Service pilot in 2021.

Upon detecting suspected madriicfiioauss malfitonviaaes n d shse Iseefrovri ec ei

request to the relevant Domain Host. The service also op:
ACSC the ability to directly repdarntonmalnidcitaks deboavmai rrsh ef ¢
those attack types which fall under ASDG6s cyber security
In 23D21 the service focused on 4 |lines of effort:
Line of effort Number of notifications Number of Targeting success

issues takedowns rate
Government (Australian, state & 1,352 1,333 99%

territory, local)

Australian vaccine rollout 16,291 15,932 98%
Flubot text message malware 19,117 19,117 100%
Brute force attacks against Australian 29,446 29,278 99%
servers
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CiupP
The ACSCds Critical I nf-UR3t putbtureobpl utiedProgdame( &a622
usual offering.

Il n 2203@22, the AGCSBE, palebkednChry service provided by the
services from cyber threats by raising the cyber securit:
Through <cl ose aelelna lt chrea tAGSNC bathtRi evaaltnetress tCHe cyber sec
infrastructure and systems of nati onal significance. A
(C2M2) and Essential Eight!l imagmurprniyomiotdied sed aviel nesrabitloi tdy
Foll owing the conclusion of the pilot in-UPuser02z2,; the
CiUP: A modul ar suite of cyber security @ambovattgnawiihi
to deliver holistic cybeUP speacrutrnietrys. maturi ty wuplift for
CIlUP (-S4 éssmenta)ssseBsmentt C2M2 evalwuation tool enabl i

resources through the ACSC Partner Portal

2 About CSIRT

2.1lntroducti on

The ACSC, within the Australian Signals Directorate (ASD
activities. The ACSC brings together capabilities to i mp

make Australia the most secure place to connect online.

2. Rstabli shment

I n 2017, the Australian Government conducted an I ndepende
enhanced cyber security capabi bdviese, aad wabpoas anscmggk
As a result of this, on 1 July 2018, the ACSC formally be

of the Digital Transformation Agency.

2. Besour ces

The ACSC brings t a@et hpearr tneepa baigleintciieess fsuch as the Austr.
and the Australian Feder al Pol ice. The ACSC works closel

of Home Affairs, Australian dgredfefrfadi rPoldmrcde, TrDede,r tamed ti nod
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2.@onstituency

The ACSC haodecaonwhmoyl er emit to help make Australia the most

by providing cyber security advice and dssndiandeaeat e. Aus

SActivities & Operations

3.9cope and definitions

The ACSC provides advice and assistanceratiroabk t héer Asabst ue

of national interest; federal, state and | ocal gover nment
sector, and the Australian community.
More specifically, the ACSC:

Responds to cykatssaadrinygi tihmtfesc marcamy;s t he whol e

Coll aborates with the private and public sectors to sh

Wor ks with governments, industry and the wider communi

Provides information, advice and assistance to all Aus
Additionally, the ACSC manages services for the Austral.i e
Australian Cyber Security Hotline.

The Report Cyhbiesr tweelpssrittregll ef or Australianendiod enptpso vd ndde §

additional assistance and r-@Rereplbrpanigwpesi obDuriovgrt 7
via ReportCyber, an increase of ela3 .peAlclentelfervoanm tt hree pporr
appropriate state or territory | aw enforcement agency
The Australian Cybé&rl38é&c (CrYiBtEyR1Eo t(I11i3r0ed0 292 371) . The h
povides advice to Australian organisations i mpacted by
22 reporting period, ACSC has seen an increase in the
20222 reporting pmorrieod htant &2l15¢ 000, an average of 69 cal |
from the |l ast financial year.

3.12nci dent handling reports

ACSCds incident response capabilities span the fall lcrripeeas

incidents affecting individual members of the public. I n

uses a Cyber Incident Categorisation Matrix (see Figure
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S resour ces

Sustained disruption of essential
systems and associated services

Extensive compromise

Isolated compromise

Coordinated low-level
malicious attack

Low-level malicious attack

Unsuccessful low-level
malicious affack

35

62

152

35

a

dec|

A utshter arl u mme ro rgfa nd

cée C6 cé Cé Cé6
Member(s) of Small Medium-sized State Federal Natienal
the public organisations organisafions Government Government security
Sole fraders Schools Academia/RED Government Systems of
shared services national
Local Lurge. . Regulated significance
Government organisations crtical
Supply chain infrastructure
Figure 1
3.Bbuse statistics
During tohz f2i0rkdnci al year, the ACSC sreecsuprontdye d ntca deewers , 1 ,a
security incidents per &ddeWld.i n@Qompadledetaos ,thdi3d026
mean that the cyber security threat to
reports has increased. The expansion of Austral

have previously
t eams.
S3.RPRubl i cat
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I n response to Russiads invasion of Ukraine, tshet cACado)
an enhanced security posture. This was wupdated 10 ti me
reach of almost 1 million people through soci al medi a.

13 newbysttep Gui des to help Austradbigani sdivonds al sipl dme
security practices.

her notable publications included:

The 2200212 Annual Cyber Threat Report. The Report pr ov|
Australia, how the ACSC ioanmespondcdindg ctacti a¢ whivéat &émn
organisations to protect themselves online.

A major update in July 2021 to the Essenti al Ei ght Me
regularly, this suppdrhtes Etshsee nitmpall e nke mgthat.i dnt dfs based o
cyber threat intelligence, responding to cyber securi
organisations to implement this nyddeel .t hlrne arte ceongvnirtoinome i
the At-Geneegl ds Depart ment mandat edc otrhpeo r East see nG oi nanho nBn ecal
through amendments to the Protective Security Policy F
I n response to the L&E4jpublli sdreabilLloigtdy,, tWheatABoards a
January to assist Australian company boards in underst

their organisations can prepare.

Mew services

The ACSOnhasnued togpabivtdechbgh security services and ac

make Australia the safest place to connect online.-UPhese

4

Events organized / hosted

4 . Triani ng
ASD |l eads or supports over 12 skills based training prog
the national skills pool. ASD has supported a range of i

Girls Progr amminn ge-gNigtawaruk ar priodrsamomrumiby sg almd sitsu daein
of all programming abilities. This is delivered in par
the support of volunteers.

Sponsor the Australian Women i m Se aurnigtey oNe tl veaardke r (sAWSN

from cadet to CI SO programs to engage and retain women
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Sponspraedner shi p wit b tAuwdturpal OKRDYc yabred AWSN, to | aunc
Ment ori ng-dr &Adr abvaaslewde sment oring matching platfor m.
I nfosect to deliver highly technical scholarships for

and network security training.

4 Rril |l s & exercises

The ACSC led 24 cybeinsetuirngyogerer @B8edrAustralian organi

resilience.

I'n April 2022, ACSC coordinated Exercise Blue Dawn, a si
partners within the ACSGC xRarctimnser swaesptabPr orgaeasdnyi Tyhi shat [

strengths and weaknesses, and provided examples on how t
As a result of the exercise, particigantesi eweanwbtel mirmndle
organi sation6s incident response and preparedness plans.

enhanced their ability to perform their rol é®numwasr apipmic
and beneficial to their roles.

4. Gonferences and seminar s

The ACSCds Joint Cyber Security Centres hos®2fd 367 event

51l nternational Coll aboration
5.1 lnternational partndgrsships and agt
ACSC maintains strong international relationships with g
mitigate incidents and enhance Australiads cyber securit
for | egvecraapgabni | i ty, expertise and threat visibility.

5.Qapacity building

Throughout-21 hee2®R2t0i ng period, ACSC contributed to expanct
Leading regional capacity building thrwogk {RaCB8O®N)fi the€
permanent PaCSON Secretariat and | eads the Communicati ons

include Australia, the Cook I slands, Fiji, Kiri bN\Naetw ,Gutihnee
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Samo a, the Solomon | sl ands, Tokel au, Tonga, Tuvalu and V
Security Agency and the Reserve Bank of Fiji are partner
communi tgyf eeéerces and PaCSON Executive Committee meeting
information sharing. PaCS®OHNaalisg taciolighatbése Tnadbf matLbghl
sever al ransomwarese pepbrtéesgdperngdt hiThe ACSC has receiyv

community on proposed future capacity building initiativ,

5. 2Trlai ni ng
The ACSC supported DFAT to deliver fiweéhé@pheAsBant Namp ® @
coll aboration boosted regional cyber resilience by shari

arrangement s.

5.2Dr2i Il Il s & exercises
I n 2022, the ACSC partici patderd liln ptrhoev iadnendu aaln AoPp(EOR Tt udnriitlyl

members to ensure we are wel/l prepared to respond to a p.

5.25e3mi nars & presentations
The ACSC presented to a number wHo-bh&gbeenameohal nparhatei s

activities.

5.3t her I nternati onal activities

In 2022, the ACSC al so:

regularly engaged with national cyber security centres
operational coybear tsheceuwrtist yandc t o work to improve indivi
engaged with the International Watch and Warning Net w
agencies that aims to increaseugdghiinntf ogrl matail o rnc ysbhear ipmrg p:
supported DFAT to deliver five 06Cyber Bootcampsd to the
in coll aboration with the ANU. I n conjunction wiéeh e;
resilience by sharing insights into Australiads cyber

participated in the Australian delegation at Singapore
participated in the Internaatonmal wCobnB86r oRarsomadi enk
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o Future Pl ans

6. Aut ure projects

The Australian Governmentds $9.9 billion REDSPICE invest.

capabilities to further protect Australians from cyber a

7 Concl usi on

In 2022, the deterioration of the global threat environm
battl eground with Australiads prosperity particularly &
destructicve meylmecounting with the number of incidents re

The work and response from the ACSC is mote f{mpbdepaihdihds
Australian economy, cybéetydébenaél mAsstbal aapsi oThe most
cyber threats continues to be the implementation of the
ACSC | aunched sever ald2 :hetwo iinmprriachvi da oswsctyme?2 02 silience, s
automates sharing of indicators of tcowpanwmésemenmMthei MUASE
REDSPI CE, will further harded23Ausnd abdedyaddnsd cyber defences
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AusE@®RT

Australian Computer Emergency Response

1.Hi ghl i ghts of 2022

1.1 lntroducti on

AUSCERT highlights are always in the being part of the C
and glob@ahiarkbaa. bdehfdoratatevels by being anPaarcttiicviep anei

regional cyber incident drills is always a highlight of &
t hat AUSCERT are proud oefcttihoens ebebleoivnng | i sted in the s

1. Achi evements & mil estones

1. 1Stlreamlining in External Security Bulletin reporting

The creation of AUSCERT I mpact and Vector assessments of
frameworks were lindulséerknowm 2©022hé¢ he for mat of analysis

ti mely rTelpiosr thansg.al so all owed AUSGEREatsongl yol umle!l o tisé F

1.1Co2ntri bution to APCERT

Every year AWUAERT bcaoccnkt rt o t he APCERT community in being
mar ked with an increase in the work performed in several
was the tasks in the ABRMzEPTe rDsrhiilpl WGES, and APCERT

1. 1Tle3r ti ary Education Capstone Projects
2022 has marked the first time AUSCERT has engaged final
The results of the capstone pr oj ecctes tahraet baerien g nacsrseiansiilnagt

and capability in early warning notifications.
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2 About CSIRT

2.1lntroducti on

AUSCERT is a |l eading Cyber Emergency Response Team for /
me mber s, imec |l bdghegr teduAsat iaefnepe ettt br security group base
Queensl andds (UQ) I nformation Technology Services (I TS),
security incidents affeanteit MmgiS(CE.RITN heell ypisn gnembrelres prevent ,

mitigate cyber and I nternet based attacks.

2. Rstabli shment

AUSCERT was officially established on 8 March 1993 throt
includUngvehsity of Queensl and.
Formed in 1993, AUSCERT is one of the oldest CERTs in th

nati onal CERT, which it did until 2010.
Over ti me, as the I nternet g rceerwd i annadr yg ouvseerrnsmelne g a nb utsd ne s
communi cations and business, AUSCERTOs focus changed fro

sectors.

2. Besour ces

AUSCERT-fiusndeal fand covers its oipetryatofngs cawrsdbse rihnmalbwgdirmg vr
annual AUSCERT conference and service contracts. As an ac
Teams (FI RST) and Asia Pacific Computer Emecgeictyo REc@uwms:

and reliable information about emer gi ngncaampwetgdronmdt vamrdk

2.@onstituency

AUSCERT, due to its origins, continues to asmpahi Agstr al
This is made possible by providing priority incident han
covers all i ndustry definitions under the ANZ Standard |

AUSCERT works closely mwithgdnscitea,)| iamdgotvey naned t echnol oc¢
security and incident handling advice to a range oFa csiufbisc

region. All Australian universiitverssiatnided har enapemb @ rys od f
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strong relationship with the Council of Australian Uni ve

participates in the Australian governmentds | T Security

3. Activities & Operations

3.9cope and definitions

AUSCERT monitors and evaluates global cyber-cmaétl wéomk imkeméa
hours. AUSCERT publishes the Security iBaitly eafi ns oSuwerrcve sc,e ,wid
prevention and mitigation strategies.
Services provided are | isted as:

Il ncident Management [ 3.2],

https://www. auscert.-mpgagefeeatvviiceds/ i nci dent

Early Warning Service

https:// www. auscer tweorrngs. eaguv/isceer/vi ces/ earl y
Mal i ci ous URL Feed

https://www. auscert.ourleaw/services/ malicious

Security Bulletin Service [3. 3]

https://www. auscert .-bulgl aui/ seftvices/ security

Member security incident notificationds (MSINs)J[ 3. 4]
https://www. auscert .-ongi-se@thisfeirvatcieshnskecurity

Phi shi sdgp wtna k e

https: // wwwy.aaus/cseartyv idcelde wheé swhii ang/

Leaked Credenti al Service
AUSCERT'"s member only Sl ack
AUSCERT Conference

https://conference.auscert.org. aul

32l nci dent Management

AUSCERT®6s I ncident Management Service (sometimes referre
and incident handl i ng, both of which are standarsd anzddlu
member ship benefit, it is perhaps AUSCERT's most focal s;q
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Incident Count

Incident Count

Classification

The diagram above shows the statistics of incidents tha
AUSCERT serviced 4490 tickets which resulted in just wund
t he wor k imdlairmogu nadf hpphi shing sites.
I ncidents have happened acr oslshea fwilde wianrgi edd arga magre sdhfo wisn ¢
respect to the number of incident tickets handl ed.
Incident Count

E

= 2

(-]

o

=

<

=

ANZSIC Top 10

The industry definition used is the Australian and New Z
det ai |l s can brett peuhdwwam.:abs. gov. au/ st absndeiweca/l-ehasdafd
i ndusctlraisasli-Anhezat c-thhlae &@s ¢
3.8ecurity Bulletins
AusCERT di sttry badeiss sreicailg iand bull etins to its members b
public WBebsieténs are published in a standardised for mat
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vul nerabilities, i mpact emnmsnn d2 0a2f2f,e c6t5e6d2 oEpxetreartnianlg Sseycsur i t y
Security Bulletins (ASBs) were published.

5 Year Comparison

ov Dec

Mar Apr May Jun Jul Aug Sep Oct N

900
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300 ] H 1

200 1 ] % |

100 ] k ] g
0 | ! |

Feb

Jan

The marked increase aByecamompbeaer issecem dharm tihse due to strea
bull etin publication.

3. Member Security I ncident Notificat
AusCERT members benefit from its considerably | arge ove

incidents that have been detected blyheorteh earr ep asretvicedrsail lm uct ad &
and this service has Dbeen running for members for seve

Vul nerabilities (loV) and I ndicators of Compromise (1l o0oC)
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DFN by Time Year 2022

Incident Count

x . .
0 - — — — - —
January  February March May ber  October  Novembel

Apr June July August  Septem r December

3. Bublications

3. 5ADRI R
The AUSCERT Dai ly | nptuebllliicgaetnicoen Rseevnite wt oi smeamber s and publ

cyber security in the Australian context.

3.5We2ek in Review

Every week the highlights of the week&s | nci dentl +heavnidelw n

3..550ci al Medi a
Publishing is great but getting the word out of a public
pl at fAUSMGERT supports heralding news and events through t

3. 5Nedwstl en
Newsl etters are also supported in getting the word out a

every two (2) months to keep members engaged in AUSCERT

3.5BI50g Post
Depending upon the gr gwibtlyi schfe dn e wsr, taret ipaulbds carod ongoi ng

website in the Blog sections.

3. 5Po6dcast
Every month there is a podcast that discusses events of

i n the Acuosnttreaxlti.an
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4 Events organized / hosted

4 . Qonferences and seminar s

4., 1AulsCERT Conference
The AusCERT Conference 20223tthoMaypl2dd@e faromh®eOtSh aMayhot e
of ORet hi nk, Reskill, cRshbh ®edt @ ntl hate. waTdhealcomfrerreade inclu

on cyber security.

5. 0 nternati onal Coll aborati on

5.1 lnternational partnerships and agt

AusCERT maintains relationship and membershgp Weam AAPGE

the Forum of I nformation Response Security Teams (FIRST)
5.2ril I's and Exercises

5. 2APICERT Dr i || 2022

Every year, AUSCERT participates in an exercise that tes!
Emgrency Response Team (APCERT), of which AUSCERT is a me
This year, the theme was o0Dat a TBhree adcrhi Itlh rfoousgthe rSse ccuornimuyn i Ma

in the regionalalnd d2y06BRT/ C®l RT teams from APCERT partici

5. 2AQI D 2022
AUSCERT was also invited in participating the ASEAN Cybe
This well composed drill all owedcbmmuhetyiandraalidat wit!l

skill set s.

6 Concl usi on

AUSCERT continues to host AUSCERT Conference that brings
professional l evel . Although theofyeBxt efna&l022e chwarsi tsye eBiu lIr
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the numbers of phishing takedown have also dramatically
handling of these influx of work. An incrceadaseni ofvelkuomei t
have i mpacted tMSl Nsonasntd tcureendceynt i al dump advisories have

increasing ransomware attacks affecting higher prrodddses es

in handling increased volumes and background work has st
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BGD-GEOV CI RT

Bangl ad@mswerenment Computer I ncident Resp

1. Highlights of 2022

1.Summary ofBcmayjyoties

BGD-G®V CI RT has successfully organized National Cyber
Financi al organi zations.

Tot al 522 cyber security incidents registered in our t
Tot al Nine (9) IfTorsneecdur ity audits per

Organi zed stakehol der consultation on Data Protection
Provided Digital Forensics service to a total 7 organ
number of investigated artifacts were 36.

Provided 48orcyaeral gyinNs repor itBe c(efmboenm J2a0n2u2a)r yt o2 OmlRw2l t i p |

I nfrastructures.

0Cyber Threat Intelligence ReporgovermménedotgamiOzagboive
1. Rchievements & milestones
BGD-G®OV CI RT édafsulslugcpear tCERTp aGyhderisnecdrCi ty Dril | 2022 ¢

2 About CSIRT

2.1lntroducti on

Bangl adesh Governmentdés ComputerGOWCcCIldR™M)t iIReEspotismg Tasa mt
Bangl ad€@BERT)Y Ncuthenéespygowsi bilities including receiving, r
incidents and activities. Under the GoveGOWeg@Gt Rofr epbews
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necessary measures t o r eshoelrvsee ctuhrd tiys sruaemiviitchathromasd o ondu
provides guidance on secGOVt¢l RTUIl aksabiwloirtkiseswi tBGD ae i ou
I nformation I nfrastructures, financiadadoerngiaani & ati wink , s 0 ¢

i mprove the cybersecurity defense of Bangl adesh.

2. Rstabli shment

The process to-GOVYt EbRTstwaB8GHtarted on November 2014 and

2. Besour ces

Currentlyaflé weogl e@OV nCIBRGD. e

2.@onstituency
ConstituencyGO¥f CBBD are all -governmental, aeambnomous b

institutions of BangdOad e&dRT Cuwr racntilinygg BGD Neat i ondadt eC EtROT ¢

whol e of Bangl adesh.

SActivities & Operations

3.9cope and definitions

BGD-G®OV CI RT provide technical assistance and facilit-ate
Government network and reG@&@t €d RTnhtast sectver as BGRae¢ al ys
security resilience initiatiwve®V atnMoRM warmrk oufsorstaktedll idse

security incident management capabilities in Bangl adesh.

3.12nci dentg hraemp@d ri tns

BGD-G®V CIRT receives information regarding cyber securi
Activities related to incident handling includes and not
Anal yesciusr,i tSy Threat Notification and I ncident Coordinatio
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Registered Incidentsin 2022
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.Bbuse statistics
INCIDENT CLASSIFICATION
o Fraud Information
Avajﬁzl))ﬂlty 1% / Gathering Intrusion
1% Attempts
10%
Information
Security
1%
\LMa]jciousCOde
1%
Vulnerability
81%
PRlubl i cations
Ransomware Prevention & First Response Guideline has b

Digital Forensic Guideline 2.0 has been published.
Critical InformatGwindéhifmeaskt mplce ment ati on Wor kbook 1.0

Report on Sectorial Threat Intelligence for Banks July
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0Cyber Threat Landscape Report 20226 has been publishe
Ransomware State of Bangl adez®22vas published in Septem
Hori zon Scanning Report for Bangl adesh Telecom Operato

Publishing a monthly cyber security magazine for stake

4 Events organized / hosted

4 .Tr ai ni ng

Dayl ong wor ksd6®)y &h RBEGDper ati gnaifndrstirgT oDi Wiositgn Tel ec

Organized 4 days |l ong training program on Cyber Secur

Tel ecommunications and | T.

Organized 4 days long training pfdgramlenofedBamg!| @Gadmp i

Organized 3 days long training program on Informati on

Organized 3 days long training program on Advance Cybe

Organi zed 3 dagysproggatmrannBasic Cyber Security for per

Organized 3 days long training program on Basic Cyber
4 . 2rill's & exercises

Arranged National Cyber Drill 2022.

Arranged Isnitteyr GlinbievrerDr i | | 2022.

Arranged Financi al Cyber Drill 2022.

51 nternati onal Coll aborati on

51Capacity building

51. Trai ning
BGD-G®OV CIRT team participated in the RSA Conference 20
BGD-G®OV CI RT team participated iinn IIQSa h300 1IFalilvse, anSdA.CSET
BGD-G®OV CI RT team participated in cyber security traini

Advanced I ncident Handling training organized by Carne
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51. BDrills & exercises
Participated BEm CHE 2608R2al FI R
Participated in the annual APCERT CTF 2022.
BGD-G®OV CI RT has successtQHRTy Qoyabretrisceicpuartietdy iDr iQlIC 2022

o Future Pl ans

61lFuture Operation

Arrange Cyber Drills for different sectors.

Perfoshk mssessment to critical infrastructure (Cl1ls).
Provide training about I ndustrial Control System (I CS)
Perform vulnerability assessment and penetration testi

Training and workshopgabveunhmeybenrgaanurziaty ofnar.
Provide regular cyber sensor analysis reports (lIlntrusi

where Cyber sensor deployed.

7.Att ac hsthe’rhtot os )

Figure: Cyber security t&aining for | CT Di

39



TL FC.L E A

A 20 o o
AWARG e
SiViNG c:u”":

MOK
OF SYNER opp LY

Figure: Award giving ceremony for cyber di

Figure: Workshop on o6Using Social Media to Counter R;:

Commi ssioner

/|

Figure: Advanced I ncident Handling triatiyn,i nlgSAr gani
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Figure: Celebrating succes€ERDrCwunlzdédi e®iinlgl 2nd

Figure: Training on Information Systems

Figure: Training on cyber security
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